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urMIen sleazed his way into the Renraku military research
host without much trouble. Now he just needs to grab the test

results for the corp’s prototype smart drones and get out in one plece.




datastream passes the ominous sculpted construct
of the Atlantean Foundation looming in the Seattle Matrix.




sing stolen algorithms, Ornisapien triggers a vanishing
SAN that gives him a satlink to the Renraku Military host. The
real trick is jamming it open long enough to get out the same way.
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Since Shadowrun first appeared in 1989, players and

gamemasters have sent us megapulses of invaluable feed-
back on the game system. Much of that feedback included
concerns about the complexity of Shadowrun's Matrix game
mechanics and the sheer amount of playing time needed to
create and map Matrix systems, bulld and upgrade
cyberdecks, and conduct runs in the Matrix. Vintual Realities
2.0 (VR 1.0), the new Matrix sourcebook for Shadowrun,
Second Edition [SRH), takes a fresh look at ovberspace and
addresses these concerns

VR 2.0 provides new, streamlined rules for mapping
Matrix systems, building and upgrading decks, conducting
cybercombat. 1C. utllity programs—everything Involved in
making a Matrix run. In addition, VR 2.0 provides entirely
new software, programming tricks, and damage rules, and

acicls rules for creating and playing the mystenous ofaku, the

L |

uR

L]

Ll




hottest deckers in the Matrix. All of these new rules are deslgned
to make the Matrix a leaner—and far meaner—place.

Though the rules presented In VR 2.0 replace all previously
published Shadowrun Matrix rules (unless noted otherwise),
gamemasters and players should feel free, as always, to modify
these rules and/or continue to use earlier versions of specific
rules in their garmes. Throughout this book, when the text refers
to the Mairix without any other qualification, we mean Matrix
L O—the Mairix system as described in VR 2.0. In contrast, the
text refers 1o specific rules or concepts published in previous
Shadowrun products as Matrix 1.0 rules

Because the Matrix, Its structures, thelr functions and deck-
&rs form a truly holistic entiry. early chapters inevitably make ref-
erence (e later ones. For example, the text on Intrusion
Countermeasares discusses certaln processes, functlons and
tasks described in detall in the Cybercombat section. Though
readers may not use the liberal (and possibly distracting) number
of cross-references the text provides on the first read-through,
they may find them useful when returning to the text for a spe-
CifiC ruke ar procedure

The book begins with Welcome to the Matrix, the first of sew-
eral fictional Inferludes scattered throughout VR 2.0, These inter
missions give players and gamemasters a feel for the new Matrix
by offering “real world”™ examples of concepts explained In the
Matrix rules. The frst rules secrion is Magrlx 2.0, which describes
several new basic game mechanics for running the Matrix, These
game mechanics include new rules for managing grid/host con
nections. system anc deck ratings, a il system security, The ser
tion fitled Grids and Hosts offers new ways of traversing grids and

host systems and lays out new system SECUFIDY measures

Intrusion Countermeasures revises all the IC programs
Shadowrun deckers have come to know and love, and intro-
duces several dangerous new forms. Mapping Matrices
describes two new procedures for mapping Matrix systems and
Includes rules for designing system security and sculptured sys-
tems as well, The Deckers section outlines how to create deck
er characters and personas under Matrix 2.0 rules, followed by
two new decker archetypes. Cyberdecks covers guldelines for
building and upgrading decks and peripherals and offers a new
contact, the deckmeister, who worls out of what is described as
a deck shop. The Programs section presents new rules for creat-
ing cyberdeck programs and self-directed program frames.
System Operatlons explains how to perform the most commaon
operations deckers use in the Matrix, and Cybercombat presents
upgraded, expanded, and new combat rules

Hacker House provides a selection of the latest software and
hardhware for sale, while Matrix Law presents an ovenview of
cyberspace law. Artificlal Intelligence includes new rules for
semi-autonomous knowbeots (SKs) and speculates on other forms
of artificial intelligence that inhabit the Matrix. The Otaku provides
rules for creating and playing these mysterious, legendany inhabi-
tants of the Matrix. The final section, Matrix Hot Spots, offers
gamemasters three off-the-rack systems they can use to challenge
their decker player-characters or simply use as examples for build-
ing custom Matrix 2.0 systems, VR 2.0 concludes with an
Appendix full of useful reference tables and record and construc-
tion sheets compliled to help gamemasters and plavers use the
new VR 1.0 rules more efficiently and effectively in thelr games,
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MIMOr, YOou QBT WwoUr wWiist Soppead, moyvioe Hey Srank dowr WO
occass level even Dwer Tor owhige -.":." somEthimg rocor, CIorrns
go off and you are in deep dreck jc==<x<

—Brathar Dato G210 12:53070- 10-55)

aae=(BUl on The schaol systerm, | got out of valldoted contral
ond InTe The dalabose and Sidn't gat an olorm. Dreck, | got a
CRERSMIS=—h PRomors yal jecda.

PNaEwechiarm (21130207 10-55)

exx(Did you just open the dotobase and jaiz up vour
gradesTjecca

—grother Doto (21: 131977 10-583

2B HECK N, 'hod 1o fuZZ oul my terminal’s L co—oh DU
Lo | teed DUNMEB! aure, | hod fo fuzz out my 1D code, 50 | cooked a
clomne of The processor chip In "fronics shop and got some code
o dodtle-ntarmupt The opeys monitar moade ol a Bullefin
Doarg, <<«

—Mewehum (21:13:38/7-10-55)

2Frasiongials, kid Yo turned Into 0 geckar Stedlithed wel
WMPCP and ran a Sleaze to augment yar Maskin®, eéven f ya din't
have no Moaskin® yal, An It's da lost Hime you'll git it dat eosy, s0
don't go thinkin® the comps got tinkertoy ‘putars like the one I yer
old school, j<<<<-

—Ligital Dawg (21:14:.09/7-10-55)

saaa3(loo fght, Dowgers. Kid, no matter how Rot you 1hink you
are with 0 deck now, you need o gat twice as good 1o have
even o bare-hcoped chance of surviving on a real host. And
skl and atftifude won't help withaout the hord and soft 1o back
&1 LD

Gat your skil with computess as hot as it can get, get the
bast ICaplck soffware you con buy, o learm to wife your own
spand most of your downfime stayin® on top of the SOTA—the
state-of-the-kaggin' -art—and then you re a dechkar. You can go
afywhare In the Matrix an’ do arything. Frog ug, vou'll wish
you'd stayed a user, didding the ten-yen files that mecognize yel
POBBCOOE | ccacs

—To Mun (21 1402/ 7-10-55)

LY g e

=xnak(Look, folks, can we do the sage-advice-fo-young-decker

of-promise thing latar? | want more fesdbock on his Mathixeal
thimg. J<<<==
—Parm On Tha Rur (21 18:268/ 7- 10-58)

a0 far & Mommoa, ls<ags

—Llightal Dowg (21! 1508/ /- 10-55)

=> RELOAD _registers-HelpSim- 1.0A
<< LOADING> >
== RESUME

-=DISMLAY  datafile-access-log
¢« DISPLAYED > >

(WS, Pulse: If you look at the file header on top of the data icon,
you can see your ““MATRIX®® name, yvour “*MPCP** *"SIGMNA -
TURE"", logged in the proper record. When you have learned
moare about the “*MATRIX"", you will see that all vour work has
the same ““SIGNATURE"* attached to It, so that everyone will
know what a fine student you are and how well you do Impor-
tant wiork. Your poor mother will be very proud])

»2222Yaah, they alwoays bDlame the moihed Y kndw, Dawg, thal
Idea of yours about fitting my girl out with one of my old decks s
looking Bethar Dy e second <.

—Paorm O The Buiy (27 1611 /7-10-565)
»222> (00 T | got This sfraignt, thera's hree Mmool Classes Of peg
ple on the Matrixy Straight users, with cybarterminals looding
Body ond Sansar programs. Secunty paople working on thealr owr
.'.':.-'51r."”“-:1. who hove BEvasion so they can hondle 'mal combat. Ang
us? | meadn, people with Masking thot supprassed he Parnond sig
nature and lets themn work withouwt leoving o dotofroll j<ccs

— Mewchum (2101823 7-10-55)

. T .'w.-'|--;|"||ul.;___| Vot o o

Dightal Dowg (21:14.34,7-10-88)

(M5, FLLSE: 5ome foolish people say that they can pretend to
be someone else inthe ""MATRIX"". But don't vou believe jt, Mo
proper person wouwld even try such a thing, and improper per
8005 who do quickly discover that It |s Impossible.)

»anexl0h DRECK] | o[ Ty frag
gin’ wish =>>>>[Yeah, riz>={M5, PULSE: Now for our quiz on
whatthe 381/l =< OUT_OF_ MEMORY : ABORT >
<<ght.jc<c< »=[Uh, guys, not all at [lon't believe
==l <BUFFER OVERLOAD = =1<- Jonce, this |5 a low band

s>>»fthe kid needs a REAL deck AMA |hhaliletgmn
v

= [See what | meant

ﬂ'f'HerﬁulT -
==RESET 5>
~=RELODADING=~
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Malrix n. 1. The world computing and lelecommunications network. 2.

Virtual inlerface software convenlion used te access computer systems.
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The human mind cannot directly comprehend the flow of
data In the Matrix. If users were restricted to old-tech tools—
command lines, file names. programs in clumsy procedural lan-
guages—ihe system would be unmanageable. For example, a
user who wanted 1o read a computer file in 1995 would type in

P,

soimee wearsome command, fnd the file In a window, or access
thee desired Information in some other, equally clumsy method.
But after the Crash of 2029, ASIST rechnology opened up the
possibitiies of actual DNI {Direct Neural Interface) access o com
puters, and the Matrix was born, Now, the user takes 4 microsec
ond-long trip through a compurter-generated landscape in order
to find a fle. It the user |s valldated to see a hile, he finds it right
where he expects (o find it. The interface routines he uses may
ook ke clerical workers, of a huge library, or simply appear as
dazzling patterns of energy. The user sees the file, touches it, and
the data downloads into his ovberterminal

Lisers do not need o remember codes, command sets, or
e names, I they want something, they go et it IF they want
to program a process for the laboratory or an assembly line, they
mentally perform the motions involved or bulld a model using
Jrtual components, and the computer learns from  them
Madern chemiars, for example. bulld molecules according to for
mulae as if they were using children's building blocks. The com
puter then translates these acticons inta a program thar will oper
ate the process in the real world

Legitimate users have registered cyberterminals that ident
Fy themselves to the Matrix at every step. But the cyberdecks of
deckers have no Matrix identifiers. Deckers remain anonyrmioius
and when everything goes right they can dance through the
secrets of the Mafrix, laughing at security measures. OF course
when things oo wrong, they can die in the Matrix as well

Ihese concepts remain unchaneed rom those presenoed in
the basic Shadowrn rules. However, Virteal Reallties F.0 oftfers
v dames mechanics to simulate these concepts. [he maost
important pew game  mechanics are system  operations  and
System Tests, A system operation is simply a list of the same
information a decker needs 1o perform a fask in the Matrix, Each
sysiem operation lists the System Tests) required o perform the
hosen task, the paime of any utility programs that augment the
sl P ryne Of AChion e O e as T |,-'-|'-|_'||-:I [ |!4_'|I||'||| [hye=
Cask, and a4 OeEscripxion of whal Daprens when he altempts o do
|5l [ clesianed sysiem operallons Appear In [l S
non btled System Operations. oo (08 A quick-reference list of
oEETATIONS AlSD AapeEars (N the r\ppEH("l O B

S0 rules, a Systemn Test consists ol

Lincler the revised Mair s
AN ORposed] tesr etween the ohed ker and the system e |5 ||:fi|
iinE (Aot that the term Systerm Test s used differently than in

X i 5

[ VAT R Lorules Ne OeCcKer makss  an 2 rOaprare

upsysiem [esl Thie Samemasier makes a seCuriby [esr for che

WEEETT against the decker s e T1owy Factong
111 SO PTTAICTES AN DTy e W these ano other e
AT (s I Tt | 1 Ir A iITI= :=|i:'\-|': |;,'l_'||| M TICINS

Fove el rmosre otesrod lescd STTUICTIC S OE uisEire 1= raes riiess

MATRHRIX .0

ICONS

Every oblect a user sees in the Matrix 15 an fcon. Users have

speclal lcons called persomas. When we tallk about a decker s per
sond, we may also refer o his lcon, or his online lcon

As redl as the experience seems, a decker never physically
enters the Matrlx, His meatbod remains sitting where the
cyberdeck connects 1o the Martrix, the jackpalnr, The deck eeds
the decker an ASI5T signal, in the same way as a simsense set
that makes him think he |s som@where else. That somewhere
else is the Matrix

The persona programs and utllities running on the
cyberdeck are master coples of the sofware that makes decking
possible, When a decker logs on to a grid or host, the cyberdeck
loads versions of those programs Into the Mairix system. In a
nutshell, deckers deal with two sets of programs; the frone-end
programs on the deck, which convert the decker s neural impauls
25 Intg compuber Command ransactions:; and sener programs in
the Martrix, which convert those commands nto programming
corrimands that Influence what the system does

These online servers form the decker's persona. Through the
persond, the decher experiences the environment of the system
where he is active. The persona programs send transactions back
from the Maitrix to the g".l.".‘:uff-lu:'l*--'l- where the front-en T ORT FAI TS
CoONYert l:|'|1;'rr'| g s '-.il'll‘_:\.-.'-_'ll-\.l,_ BN T8 nCeEs

This system creates fwo complexes: the meat decker and his
front-end programs on the deck; and the deckers online icon
whilch runs on the computers that create the Matrix, Disconnect
the cheCl, Ccrash the persona, of sever the commlink that connects

them, and the decker is offline. jacked ocut, dumped

GRIDS AND HOSTS

The Matrix consists of telecommunications networks (grids)
and computer systems (hosts). Colds carry voloe and data trans
MIISsSION% 1"‘1""‘.""““5 remm bocal phone O L] '.:I:..'-'.:'III"-'l [RSR]
[ leets. Herers are what wsescl 1o Be callesd malrfrarme | HTI[ LTS
[t III||i|||'.'.|.|'III_" 111 The Sl Wiorlol cles e awies (¢ |3 |||l._:|'
[roeer | i'lil"l'l"- of farchware: 1N lact malyy of themy ane leee|
ceres ol massive parallel processon imaller conhadurations
These Prosdicle |UsD as rmilcl AT A% 1 SIPERE SLDETCOmIrafed
Simpdy put, a host in Shadowrun (5 any computer imporant

EHLE N mar a decker o invade and roush enouah (o fBeht back

[HHTRIA TUPOLDGY

|||J_-- CORPPEC oS Detwieser o it Fissd R e P

"'r'\"-'l'""w-’,."-" ol Thye .'l_.'1.|l|| w0 Ul Podr Dwpaees O Conrimeesd oS e st

3 ACCESS . TEre] -acCess . D] P T B parbvabE- ey
SJi_Cess COnnectons I'\-:|- ||,||II|| |'._ T Sd™ L= DL S B35 1D CIEYs il
nosts, Criss Cross|ing 1 LR The ikl A0 Wl et W Wwth
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pen flccess
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WVIOSI COMpRUier sSysiems use the OREN-ACCess connection
':_,'f'.lll.l.' '-IIII["'|'-,-'. Aty Most connected directly to a :.":rll,l nas an QOpEn
ACCESES CONNectlon, Amy user, anywhere In the world, can use the
public grids 1o access such hosts, All four of the Hosts In the
Dpen Access Diagram are attached to the same LTG {(Local
lelecommunications Grid), & decker can access any of them by
connecting to that LT, IF he s already logeed on to one host, he
can disconnect mom that host angd access another host without

terminating his Macrix mun
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liered Access

In the Tiered Access Diagrarm, anly Host A s connected direct
Iy to the grid, Hosts B, C, and I are connected only to Host A, In
this arrangement, Host A functions as a first-tier system; Hosts B, C
and D furction as second-fer systems, Any user who wants to
access Hosts B, C, or D must first pass through Host A, To gert from
Host B fo. Host © or D, the decker must re-enter Host A

First-tler systems can be designed (o act as switchers, pass-
ng authorzed users into second-tier hosts. Or Arst-tier systems
may Al Users o [2d55 B0 & |':||'._-'..|-e- Wacal eleromimunications
arid (PLTC) thar provides access 1o second-ter syshems

Ihe classic Matrix securicy concept called chokenoint design
S A STHE 1R .-.'l|'|||-|I| o flered access, In l,||r,||.4'5'l-:_|||i| SYSiErG,
the first-gler hosts Carmy as vicious sE CLTITY 35 1S I"J:':--.II'-IJ.', widtti The

SOCONC =TT NOSTE running elatively lower security

o) St -3

.--|.' . LN
i " _ Hr_j

Host =Host Recess

A host-host access configuration consists of a set of hosts

nked directly 1o one another. Mo single host defends the others.
All perform specific jobs but must share data to do so. In Matrix
1.0, such a system would have been mapped as a series of SAMNs
shared by multiple CPUs, or maybe just a lot of SPUs under a
poverer il CL

Host-host configurations commonly appear in corporate
schemas. Typically, only a lew hosts connect directly to public

!

||l1.|i|'|‘-. I.I:.r“ NumMmerous machines the secono tier of L SYSTEm
are linked to each other. Deckers can only access hosts through
other computers that are linked to them. For example, a decker
in the Ll of the systemn In the Host-Host I"I'|.|_:.'I.'.|_r|| wiould have
to pass through Hosts B and D o through Hosts B C and D to

reach Host |

S— 4 P
LT il g
L H
- - ‘::!:5:
3 4 I

Private brd Access

A private grid (PLTG) represents a proprictany comimunica-
tions network inhabited solely by the hosts of a given compora
THs3 sonvernment. on consortium. These can e Irom smail,
Iocal networks called LANs (Local Area Metworks) to global
PLTGs. Once a deckes has accessed any host in a IRRTIE s :._.'_rlrl_ e
CAN ACCESS any other host connected to that erid

Within a PLTG, hosts may be organized In tiered or host
NOsT access canhgurations—anda are. In the 5ikth World, para
wla 15 nod a pathod Iy O Matrix-securiny -:1-:."!-:_l"lll"l"- Its A
rec|uirement

For a more decailed description of PLTGs, see the Grids and

Haosts secrion . id
o
%
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SYSTEM RATINGS

.

& Matrlx 1.0 rules forced gamemasters to map out each
host in detall, creating different ratings for each system node, In
Matrix 2.0, every system, whether a grid or a host, has a Security
Fating and five subsystem ratings—ACCess Control, Index, Files
and Slave. In Marrix 2.0, these ratings are collectively known s
[ME SVSIErT I~'.1-'|n:.1J ‘roie that this use of the term s l.':-'l'l'lli'l'."'l.'l'-,l'
different from the definition of Sysrem karing In the onginal
flacrix rules,)

e Grids and Hosts, p, 14, for rules for determining

System Hatines

SECURITY RATING

A Security Rating consists of a security code [a color and a
Lecurity Walue (a numlbser)l, (The Security Value is calleg the
Systemn Rating in the SRI rulebook. )

The four securiny codes are Blue (dittle or no security), Green
javerage security), Orange (significant security]. and Red {(high
security), Reparedly, some systems ¢ ontain killer gdelfenses that
send their security codes right off the "official’ color scale. Decler
slang calls these Ura-Violet. UV, or black systems. The security
environments of LY hosts are qualitatively different rom those
of orther hosts, (See Grids and Hosts, p. 14, for more information
on UY hosts, |

Cenerally, Security Values range from 4 to 1£, though they
sometimes range higher, Double-digit values represent extreme
svstem security, The Security Value indicates the number of dice

the gamemaster rolls 1o oppose a decker s system tests.

SUBSYSTEM RATINGS

The Ave subsystem ratings—Access, Control, Index, Fles,
and Slave—represent the resistance of a system's subsystems to
unauthorized manipulations by a decker. These ratings function
as target numbers for all the tests a decker makes when attempt
ing to manipulate the system illegally, For example, an unautho
rized decker trying to read files on a system would use his
Computer Skill to make an Access Test and a Flles Test. The
Access Test, made against the system s Access Rating, gets the
decker Into the host or gridd, The Files Test, made against the sys-
temi's File Rating, enables him o read the files themselves, (bee
Systems Tests, p. 19, for further information on Systems Tests,)

Keep in mind that a high subsystem rating does nof impede
authorized users from using the subsystem. For example, a high
Access Rating does not affect the log-on procedures of authorized

users, [t simply makes illegal fog-on attermpts more difficult.

Reeess Rating

The Access Rating measures a system s resistance (o dnau
thorized access, To access a grid, an unauthorized decker must
make a successful Access Test against the grids Access Rating
Ta log on 1o a host without a validl passcocle, 4 decker must make

a successful Access Test against the host's Access Rating

[ontrol Rating

The Control Rating measures a system's resistance 1o unau
thorized administrative commands, For example, an unautho
fized oedker .I'fil.'ll||-‘rill_‘-"',. o Kick a le ':-'I:I:I'ﬂ'.'.|".' user off a st musl
il e A S |__1_-5'1-'=_||_|| {_'|_'||'||||'.| | Dl .I_Ii.:_.||||'| [he ||| 1 onirds |'l:|.'||':":hn'l
Cenerally, successful Control Tests will enable deckers to repro

Jram 4 system or debeat (65 security measures

Index Hating

e Incex Rating measures a systems resistance (o unau
thorized searches. An unauthorized decker searching a gnd or
hiost for a system acdress OF S i Hle must make an Inclex Test

against the erid/host's Index Rating

Files Rating
Declers must make Files Tests against the Files Ratings when
ever they attempt to illegally read or write datalles in a system

Deckers must also make Files Tests 1o decrypt encoded Ales and

wend outpur to devices such as faxprinters or chip CooKers.

Slave Rating

The Slave Rating governs the operation of remote devices
controlled by a system. For example, a successhil Slave Test
enables an unauthorized decker to take control of devices

manipulated by a host, such as securnty cameras ard elevators

RATING FORMAT

Matrix 2.0 describes Systermn Ratings using the following

shcrthand format
Lecurity Coce-Security Value/ Access/Control/Index; Files,/Slave

For example, a Red-6 systern with Access and Index Ratings of
10, a Control Rating of 12, and Files and Slave Ratings equal to Y

wiolld e written:
Red-&/ 1012/ 10/9/6

The acronym 'ACIFS' —Access Contral Index Files Slave
may make remembering this format easler, The gamemaster may
also create a simplified format by eliminating the Files and Slave
ratings. Generally, Index, Files and Slave Ratings do not ditfer
greatly. so the gamemaster may simply average the three val
ues, rounding fractions down. In this simplihed format, the

example above would become:
Red-G/ 101 24

A System Deslgn Sheet for recoraing further detalls of a sys-

tern appears In the Appendix, p. 156

I
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DECK RATINGS

The power of a declier s persana s defined by the process
ng power of his deck's MPCT (Master Persona Control Program)
and his bod, sensor, evasion, and masking utility programs. The
MPCP represents the master operating system for the deck and
has an ML H;u[ing that measures its ability fo take damage and
continue functioning. The bod, sensor, evasion, and masking
programs are called persona programs. The numeric ratings of
these programs serve as the "attribufes’ far the decker's persona
and are used whenever tests are made against the decker while
in the Matrix, Deckers also use utility programs. rated In the
SAMIE AN

The MPCP Rating is the central value for cyberdecks, The
MPCP Rating multiplied by 3 equals the maximum tofal of the
deck's persona programs, No single Persona Rating may excesd
the PMPCT Rating, and the maximum value for moso ufility pro-
grams is equal to the MPCP Rating.

The shorthand tormat for describing a cyberdeck s ratings is:
MPCP Rating/Bod Rating/Evasion Rating/Masking Rating/Sensor
Rating
A decl with MPCP-8 and all Persona programs distrbuted equally
among the maximum total (3 x 8 = 24), would be written as follows:
MPCP-B/5/6/5/6
If the decker increased his Bod Rating by 2 points, to the maxi
mum of 8, hed have to reduce the other Persona programs by a
total of 2. If he decided to reduce his Evasion and Sensor ratings

by 1| each, the deck's ratings would be written

MPCP-8/8/5/6/5

All of these programs are discussed In more detall in the

Deckers, Cyberdecks, and Programs sections

DETECTION FACTOR

The gamemaster uses the deckers Detection Factor as the
target number when making tests to detect a decker s presence
or prevent a decker from performing actions within the Matrix
[see System Tests, p. 19, To determine the decker's Detection

Factor, calculate the average {round up) of the decker's Masking

LA . 0




Rating and Sleaze program ratng. For example, an MPCE
R/G/B/6/4 deck, running a Sleaze-8 program, would have a
Detection Factor of 7. Thats [& {Masking) + 8 (5leaze Rating)
1 4] divided bw £ 7

It & decker 15 not running a Sleaze program, the Detection
Factor equals hall the Masking Rating. This makes a drek-hot
Sleare program a necessity for any decker with aspirations, not

o mention a keen sense of self-presensation

[HE HACRING POOL

The Marrde 2.0 svestem creates a much smaller |"|-£|.-=Z|‘C|I'l:l-‘, Mol
than Matrix 1.0. To determine a deckers Martrix 2.0 Hacking
Maol, add rhe deckers Intelligence Rating and his deck's MPCP
Raring, divide the total by 3 and round down. |[Any Increases of
a decker's Intelligence apply to his Hacking Mool as well, whethet

they come from oyberware or magic. Increases are cumulative

MATRHRIXE . 0

unless the gamemaster chooses to use the optional Multiple
Improvements rule provided on p. 19} The final Agure |s the
Marrix 2.0 Hacking Pool

Cenerally, Hacking Mool dice may be added to any test ma le
in the Matrix—System Tests, attack or defense tests, maneuvers,
programming, or attribute tests, Howewver, characters may not use
Hacking Pool dice In the ollowing drcumsiances

First, dice from the Hacking Mool cannat enhance inltiatve
rolls or dectrinal dice rolls such as 'roll 1 D6 to see how long it
will be before the host crashes.' Those are not tests in the
Shadowrun sense of a dice rall .-;_L_mi||-_~| a tarset riurmlen

Additionally, Hacking Pool dice cannot be used In Body or
Willpower tests made to resist the effects of gray or black IC that
is damaging the decker, Only Karma Mool dice, enhancements
connected to the cyberdeclk, or bioware/magic boosts (o the

decker's Body or Willpower can help in such situatlcens




MATRHIX .0

[yberware and the Pool

Any cybertech [tem from Shadowrin, Second Edition;
ahadowtech; or Cybertechnology thal raises |Intelligence may
affect the Has i-:.:l:.-‘l Pool, as noted albswe. Twa Anld 114 1-:1.||||['|||-':.
of such items. often employed by wiz deckers, recquire special
comment. These are encephalon implants and the Math 5PU (see
Shadowtech, pp. 49 and 52)

tncephalon implants improve Intelligence, and this bonus fig
ures  Inte the caloudation of the Hacking Mool In addiction,
encephalons provice lask Mool dice for certaln acthvities, IF the
decker has slotted a Computer skillsoft with a rating equal to or
greater than s owven skill, o (T he only uses the skill granted by the
skillsoft, the Task Mool dice also g@o into the Hacking Pool. Note that
skillwires are not required to use a Computer activesoft for deck
Ing if the decker uses an encephalon implant, However, skillwires
are required to use the skillsoft without an encephalon implant

A Mach 5PU Increases a character's Intelligence by half its
rating for purposes of decking, For example, a Math SPU of
:':.'l-'lllln.'l i orbers a substanclal bonus o the decker's Hac |-.|'|_f-'§. el
especlally it he does not have a milllon nuyen o buy compo-
fents bo bulld a drek-hot oyberdeck. For 23,000 nuyen and a i

|i||‘=|-.'. Essence cost, it represents an excellent investment

Optional Aule: Multiple Improvement s

he optional multiple improvements mle may be used o
prevent players from using maglcal and cybernetic Intelligence
Bonuses to produce SLIDETH lecker’ characters swhico [FOSS05S
excessive Hacking Pools. Under this rule, the character may
dpply enly one Intelligence bonus to the Hacking Pool. Use the
highest bonus or allow the plaver to choose which enhancerment
dpplles o the pool, Generally, an encephalon implant represents
(he Besr chodee, Pecadse Its Taslk Pool dice dired ||-_.- enhance the
Hacking Mool
The multiple improvements rule prevents plavers from cre

ating superdeckers who buy every last advantage they can get in
cyberwvare and have a friendly mage with thar Increase Attribute
spell constantly on tap. It forces the decker to get his extra edge
from superior decks and wifilities, which will result In charachers
who are extremely hungry hor cash, especially if the HAME MASIE]
employs the S0OTA rules [see Deckers, p. 74). This need lor cash
ils0 provides a weakness gamemasiers may exploll when |||i"'?5-
|'-:.--_-| s iNLo '--|'Ii| el acdventures

SYSTEM TESTS

As noted I the section introduction, unawthorized declers
must make System Tesis whenever they attempl o perform
fasks- within the Matrix, System Tests are always resolved as
opposed tests between the declker and the tarmet host/@rid. e
decker uses his Computing skill to make the Subsystem Test
dppropriate to the task he s attempting. For example, log@ing
on 1o a Nost requires an ACCess lest dfalnst the systen s Arcess
Hating, Editing a fle on that host requires a Flles Test, and = on,

The target number for these esis is modifed by any utlioy pro

grams the decker Is running and any appropriate sicuation moxd

ifiers (system alert levels, damaged decker or deck, and so on)

For the opposed resi the gamemaster rolls the I|-|'-|_:.'.||:|-1
Security Value {on a Red-6 host, thar would be & dice) adainst the
decker's Detection Factor, Apply any appropriate situation mod
thers to the Detection Factor

The ool reving example illustrates the first step any decker is gaing

(o takes gefting into the host within which e wants (o operace

HeadCrash has Computing-6 and an MPCP-8/6/6/6/6
deck. He is running Sleaze-5, so0 his Detection Factor is 6
(6 +5 =11, divided by 2 = 5.5, rounded up). He is also run-
ning Deception-4. Head is decking Info a Red-B host with
Access-11. He needs to make an Access Test to log on.

HeadCrash rolls 6 dice, his Computing skill. The target
number i5; 11 (Access Rating) minus 4 (Deception Rating),
tor a final Access Test Target Nuomber of 7.

The gamemaster rolls 8 dice, the host's Security Valoe,
against a Target Number 6, Head's Detection Factor.

HeadCrash achieves resulis of 2,2.3.4.5,.9, for one suc-
cess against the Target Number of 7. The host achieves
resufts of 1.2,2,2,3,3,5.5—n0 successes. HeadCGrash logs
on to the host. He got lucky, and he'd better hope his luck
holds.

Note that had HeadCrash not been running the Deception
program, his Targe! Number would have been 11 rather than
7. He'd have had no successes, and would have failed to log
on. Moral: you can't do anything unless you can get into &
host in the first place, so a good Deception program is a mist
for any decker interested in hosts with high security levels.

If the decler achieves more successes than the hose, he wins
the test and succeeds at whatever task he s attempting to per
farm. IF the host achleves more succoesses the decler Fakls
Kegardless of the test outcome, the gamemaster records the
hast's number of successes and adds the (ofal (o0 any previous
successes the host achleveo in SARTETY [ess Aalnsl (8 Bl vt L |

[hls runming total creates the security tally

SECURITY TALLY

] = :._'l.||||4'5||.|'-\.|-e" lallless &ll thee suceeEsses A |||-'-\.I':.."_r||'|
achleves while opposing a decker In System Teses, This tally runs
as long as the decker is logged on o that particular host/srid
when the tally reaches a level set bw the gamemaster [F may

] i J
trieeer actions within the host/erd. dertermined Dy e

[ e |

I!.'-I-Il'l'l-'lllnl";.ti_l ANd rangineg rol the activation of black IC Pro
Zrams to noathing at all, The bottom line s that decker newver
ey TR A Far ¥ 1 : ey | i Hic mext te - howy 1 P
ATICWS WAL W ..'.-||-I|| 15 J FEeEsUIE OF NS Mext fest, O Moy many
more tests he can sakely attord before the host/grid catches on
b his presence and does its best o crash him

More detalls an security tallles and how o use thermn appear
I the gamemaster-only section Matrix Hot Spois, p, 1449, The
cysier sheawves {archebypes or a Vatrix system) [HF whcles! 1 that

SECIIOn -||'||||-€' e reactiory O A oSt arie 00y 1nerudlers: 9o andal

CAautious, of fast and letha

1

LFE <2 L)
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GROSANDHOSTS

“No, sir. We don’t have to care. We're the phone company.”

=clth century performance artist Lily Tomhn

o

“No, cilizen. We don’t have to care. We're the phone company. This is a recording.”

=2lst century service announcement

F“

‘;?1 t"*"“‘ W

Ihis section describes grids (systems of connection) and hosts {com
puter systems). It provides information on ratings for these systems, var-

ious methods of accessing them, and other useful data for deckers
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bRIDS

e term :."Ilil' is often used as a
| -"-"I.I:'l-'-

aother worels

synonym for the Matrlx, bt

L0 the term denotes a elecommunlcarions me i

the phone company. Th

¥

fraced back o the yvears llowing the Crash of 29, when most

Oevelopat] natlons returnec (0 massiyve, -|I:I~T':|-e" VENCOF MOnor

fles for their common-carier communications, This ammangement

was intended (o prevent another Crash, of course, not to satisfy

the demands of the megacarps, contral citizens' access to data,

or anything like thaf

National oS consist al (%] [ '8l miore .'-!r--.'ii|'.:|.||

lelecommunications Crids (BTG, owned and maintained by a

monapoly vendor, An BTG usually encompasses many dependent

Lacal Telecommunications Grids (L Ty, LTS are Afalowrous (o the

ared codes of 20th-century communication nepworks ano are main

lained Dy local subsicianies or franchises of the parent company

e situation in 2056 can be

= LIS HITLD HOD S0

L ]

REGIONAL TELECOMMUMCATION GRIDS [RTG )

[he topology of the North An
164, SRII

listed In the

=l.'::l\..1!: I I'- i5 AQPDEATE OGN [
Ihe patrix 2.0 Svsiem Rat
Morth American BRI Sys

Chverseas RTG Systemm |'C.-|Iilll'.'.'- table [3rd wides Matrix 2.0 5vstem

NEs ar [Nese I': [ s 1 &

- ] '] -
IZm |'~\..\,Ir_||l:..'l' EkDEE IIr

Ratings for overseas RTGs. Because public grids carmmy such

Enarmous volumes af traltfic and possess relatively bew securi

Oy resources, these ratings are loseer than those of a typical host

COITauter
'|"| . T T r Ey il | | e | | | T |
YHen Senerating 2% siem Ratines [Or a4 pubdic @ not On the

list, assume the "1.”'-1 nas an Intrusicn DAirfculty of Easy anc sub

]

rract from all ratings (for a range of G to 8), See Intrusion

Difticulty, p. 31, for detalls on generating ratinss
o minimize the irmpact af the Martrix 2.0 upgErade on previ
ausly published Shadowrun materials, the grids retain cheir orlg

inal Secunty Katings

NORTH AMERICAN RTG SYSTEM RATINGS

NAM

Algonkian - Manltou
Athabascan

Pueblo
Sallsh-5idhe

Sloux

Trans-Polar Aleut
Lie

Cirees=d
Cireen-3
Crangesd
Lireen-a
Orange-3
Lireen-7~

Lrrange-3
=

RTG Security ALcess
Artlan Crange-3 8
California
Free State Cireen-4 5
Caribbean League
Bermuda Lireen-2 §
Cubma Orange- 3 8
Grenada Crrange-d B
|Jamalca Creen-3 G
South Florida Creen-2 G
Virgin Islands Cireen-2 i3
Cireen-3 0

Cireer-2
Drange-5
Drange-5

Cireer -4

CQuébec
Tir Tairngire

Tsimshian

UCAS

Conmntrol index Hiles Slave
o { T ]
H s ; b
] { {3
H =] 7
:..'I I|_l [=] ul

y 8 3 £
1 _-'- ] ]
8 8 7 7
L 5 ] L ]
= ! ) 7
H e ! 7
e H ! !
') o M o
= L ]

cb

e




GRIDS HIMNMD HOS TS

RTG Securkty Access Control Index Flles Slave
Lermany
Greater Frankfurt Creen-d &) ba] | i3 a
AG Chemie® fed-5 10 [ o 0 0
Franlfurt Orange-3 5] i) & 7 7
Frankfurt Banle Assn,® fed-5 10 1o s ) 9
Mainz SWiesbaden Creen-4 & 8 G ! Fd
Mannheim/Lucdwigshafen Creen-d & A i ! !
Morthern Germany Creen-3 51 8 & i !
Arkoblock 1-4 Ra=cl-4 = (19 = H H
Herlin 1'_'l|.1|'|_1._ll;- % G5 a i [ [
Hremen Creei-5 ] H 4 g f
Hamburg Cireern-4d (& B8 i ! !
Hannower CUrange-5 G 8 7 8 &
Hugen Qrange-5 H 10 9 9
Rhine-Ruhr Ciresn-4 & B & & 5
Cologne Creen-3 & a8 a (& (&
Crsrerriun Creen-2 & H & s &
Drdsselcior] Creen-4 ] B ) % %!
Essen Cireen-4 (1 8 & 5 4
Fuhrmetall Orange-5° =2 o e 4 | (3
[Fuhr Linl Crrange-4 5] 8 G / 7
Saeder-Knupp Red-5° & 10 9 | (] 0
| Southern Germany Cires-4 (& B o 0
| Heide|bera Lrean-3 () R 5 5 5
Munich Creen-4 i A & 0 0
Murembserg Creen-3 i =2 (G 8
Stuetsart Lireen-4 i B & G O
S0X fed-4° 0} | (1 A a a
SOX-Offnet Creen-3 (5} = (i { i
Lreat Britain Orange-5 7 ) G / !
' Tir na nOg Red-5 0 8] 7 B B
"Denotes an entry point to a PLTG (see Below)
i
:
| = 2
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LOCAL TELECOMMUNICATIONS GRIDS [LT6)

When a decker first connects to the public grid ar the start

of a run, Ms deck loaas his lcon onto an LT, LTG ratings, at least
in North America, are usually equal to the System Ratings for the
parent RTCG. In countries like Germany
Ratings of LTGs and their parent RTGs may vary

however, the System

Uptional Rule: Varable LT6 Ratings

Larmemasters may vary an LTG's Systern Ratings to simulate
the constant system-load Auctuations, rerouting. and alerts com-
mon to LTGs. At the gamemaster's discretion, Auctuations may
affect specific locatlons in-an LTS or the entire LTS and may last
for a few hours or the length of an entire adventure.

lo decermine the ratings of a luctuating LTG, roll 1D6. On a
result of | or £, reduce all the LTG's basic Systermn Ratings by |,
On a 3 or 4, the basic ratings remain unchanged. On a result of
5 or 6. Increase the LTG's Systemn Ratings by |

The gamemaster may alse Implement specific changes in
the System Ratings of an LTG to reflect specific events or o

accommiexlate the background of an adventure

PRIVATE LTGS

Private LTGs (PLTGs). as described on . 169, SR, actual
Iy represent independent, restricted global grids that are
closed o the general public. Most large corporations and all
megacorporations maintain at least one PLTG. Typically, most
developed countries maintain PLTOS.
which may extend to military or diplomatic sites cutside the

several gﬂ W Ermment

countries’ borders

PLTGs are governed by the laws of the corp or country that
owns them. As a result, PLTG owners can install any anti-intru-
sion measures they desire, Because building a PLTG requires a
considerable Investment, most owners don't skimp on the IC

PLIGs are stable systems anel their System Ratings do not vary

When assigning System Ratings to a custom-designed
PLTG, the gamemaster should consider using Orange or Red
security codes and Intrusion Difficulties of Easy, as described in
Intruslon Difficulty, p. 31, Systern Ratings for several sample
PLTGs appear in Matrix Hot Spots, p. 149,

Enkry Points

Corporate PLTGs span the globe, An LTG code like NA/UCAS
MNE-3G17-EBMMHQ, referred to in the basic Shadowrun rules, actu
ally identifies a single entry point on the EBM2 PLTG, a grid that
connects corporate host computers all over the world

MLGs may support multiple entry points connecting them
to different public grids. Saeder-Krupp's PLTG, for example, has
an entry point on the Bhine-Ruhr BTG In Germany (DO3-11), and
a Morth American entry in New York [(NA/UCAS-NE-4212-
SKRELPP), Borh have a System Rating of Red-5/8/10/9/10/10,
because they are actually parts of the same system

Deckers may galn access to a PLTG through any of its entry
points, or by entering a hast connected to the PLTC.

8

UR:2. 0D

GRIDS AND HOSTS

Requlations

Many countries strictly regulate the operaton of PLTGs with
In thelr public gricls, despite corporate pressure to deregulate all
International PLTG access, In Morth Amerlca, the Pueldlo and Ute
Counclls, the Sloux Mation, Tir Tairngire, and Aztlan all maintain
antl-PLTG regulations, Overseas. PLTGs are regulated or forbid
den in lir na nog, lsrael, |apan, the Confederated Azanian
Mations {outside of the Trans-Swazi Federation), some of the
other, stronger Afrlcan states, and some of the single-vendor
ministates that virtually belong to one of the megacorps,

The Pueblo, Sioux, and Israelis maintain tight control over all
data traffic into and out of thelr countries as a matter of course
[he Utes prohiblt PLTGs because they

regard technological intrusions Into thelr sovereienty as a threat
¥ .

and outlaw all PLTCs

to the old ways, The two Tirs are so paranold about secrecy that
their principal mative remains anybody's guess

In general, PLTG regulations are politically motivated and
Inconsistent. Far example, in countries where megacomps effec
tively own the government, these megacorps reserve the right
to operate their own PLTGs while denying others the same right
Similarly, Japan allows |apanese-owned corporations PLTG
access but denies It to forelgn corps. And Is anyone surprised to
know that Aztechnology's PLTG is the only corporate PLTG that
operates freely in Aztlan?

JACHPOINTS

lackpoints consist of the physical connections deckers use o
access the Matnix. Each type of jackpoint has three values—
race, Access, and Base Bandwidth
Mhe
lower the Trace Factor, the more easily Trace IC (see p. 45) can locate

the Trace Factor indicates the traceability of a Jackpoint

the |ackpoint. The Trace Factor applies for the decker's entire run

The jackpoint's Access modifier applies to all the decker's
Access Tests during the run

The base bandwidth value represents the maximum band-
width the jackpoint accepts withour further reducing its Trace
Factor (see Cyberdecks, p. B1, for a description of the optional
bandwidth rules), If the decker's bandwidth exceeds the |ack
point’s base bandwidth, use the following formula to calculate
the bandwidth Trace modifier. First, divide the decker's band
width by the base bandwldth and round the result down,
Multply that fgure by -1
modifier. For example, a decker with 78 Mp on a jackpoint with
a Base Bandwidrth of 20 has an additional Trace modifier of =3 (78
divided by 20 equals 3.9, rounded down to 3 and multiplied by
—1). The bandwidth Trace madifier may change during the run as

[he result is the bandwidth Trace

the /O bandwidth Is increased or reduced, but it may never
drop below the madifier for the decker's icon bandwidth,
because that value [s fixed for the entire Matrlx run
Gamemasters may vary the base bandwideh of jackpoints avail-
able at spedific locations. For example. jackpoints at a cheap hacke
hotel that provides stolen trid connections might have base band-
widths of 10 Mp. Meanwhile, the optical trunks serving an office o
concio complex might have base bandwidths of 40 or 50 Mp




GRIDS AND HOSTS

The following text describes the vital statistics of common

[ackpoints,

Legal Access
Trace Factor: -2
Access: -2
Base Bandwidth: 20
A legal-access |ackpoint represents access from a legally
registered rridphone, OF course, it doesn’t have to be vour trid-

phone, omae

llegal Access
Trace Factor: +0
Access: +0
Base Bandwlidth: 20

An lllegal-access jackpoint represents access from either an
|||11£_’.!I f.||f.||l|'|nr|1' connection [some unscrupulous soul has boosted
senvice rom the phone company) or a tap, an illegal junction box
hooked directly into a Aber-optic trunk. The illegal-access jackpoint

Is the most common jackpoing used by deckers

satellite Uplhmi

Trace Facton See p. 30
Access: +7
Base Bandwidth: 50

The satellite-uplink jackpoint s described in detall under

Satellite Links, p. 30,

Workstation
Trace Factor: -4
Access: -4
Base Bandwidth: 50

Waorkstations consist of « vherterminals connected directly to
a host. Maturally, the decker is not jacked into the wimped-out
Erminal that the company provides but is running his own deck
over the same commline. Trace programs can spot these in a hot

tick. but they're cheese (o break into

femote Device
Trace Factor: +4
Access: +4
Base Bandwidth: 20

Femote devices provide the means for the classic, sneaky,
back-door intrusion. The targeted host mounts grid defenses that
don’'t quit, and big goons with bigger guns auard the office ter-
But the system runs a remote-controlled device—an
auromated

minals

|-\.'|'!'[|.-'I':.". d  SECUNILY terminal, even a '|..'l!"l1l.1ll1:i.'I

machine—that lets the decker slip his lcon past all the gonzo IC
and straight into the guts of the system.

Remote devices are a bit harder o trace than most [ack-
poines because most [C searches for commlines inltlally and does
not start interrogating other input sources untll it comes up
empty on the SANs. However, a decher will have (o sweal 1o
oefeat the remore device s Access codes Decause most sysiems

dre not-set up e take orders from a soda machine

W

LN A

Console Rccess

Trace Factoar -G

Access: See texi
Base Bandwidth: Linlirmited

A console can be the actual control panel on a malnframe,
or 4 workstation ing‘qwl of with console access, Console access
Is also called supenisor, SUper-user, or Sysop access

frace IC can locate a console-access jackpolnt very easlly,
but such jackpoinis provide easy access (o a decker, For deckers
arrempting to access a system via a console-access jackpoint,
halve the opposing system s Access Rating and Security Value
for all Access Tests. Additionally, the decker can use all the band
width he wants without lowering the jackpoint’s Trace Factor
However, galning console access requires a really wilz ground
team of runners to get the decker into the machine room and

keep him allve long enough to do the biz

6RID SECURITY TALLIES

Switching LTGs within the same the same RTG does not
affect the security tally against a decker. For example, if a decker
logs on to UCAS-5EA-22006 and Incurs a tally of 2, then logs on
to the UCAS-5EA RTG central sysrem and plcks up another point
to his tally, then finally accesses UCAS-SEA-3206 and picks up
another £ points, his Security Tally stands at 5 and stays at 5 for
as long as he is logged on to the UCAS-5EA grids. However, the

tally does not follow the decker if he logs on to another RTG

PLTGs and Security falles

Because PLIGs maintain very active security routines, a
security tally built up under a given RTG does remain in force if
the decker logs on to a PLTG from the RTG. This occurs because
PLTGs pick up security "flags” from RTGs when they ackpowl
edge log-ons. This means that a decker who racks up a big tally
working his way through the pulbdic grids may trigger IC as soon
as he enters private dataspace

The decker in our example, with a Security Tally of 5, would
retaln that tally when he enters a PLTG from the RTG. If that tally
15 = |-::-u:.;h to trigger securlty responses In the PLTG, they go off
the Immediate
result, his Security Tally on the PLTG begins at 5, plus any points

as soon as he finishes the log-on. Whatewver

he incurs while logaing on

SYSTEM OPERATIONS ON GRIDS

In addition to the following System Operations, declers can
always perform a Graceful Logoff operation at any time. For an
explanation of Graceful Losoffs and other Systemn Operations,
see System Operations, p. 108

From a Jachpont

Leckers jacking In via legal or illegal trid can only perform the
Lowon to LT operation. Then they have to find the host/arid thesy
want to invade, IF they don't know its location. Declers jacking in
via a dedicated workstation, slave-controlled remote device, o
console can only perform the Logon to Host operation and musi

los on to the hiost that controls the gizmo they are using for access




(nan LTG

Once logged on to an LTG. the decker can move to the par-
ent RTG with a Logon to RTG operation or try to access any host
connected o the LTG with a Logon to Host operation, If a PLTG
Is attached to the LTG the decker 15 on, he can use a Logon to
LTG to try to break inoo |

The decker can also attermpt Redirect Datatradl ang Retrain
aperations from an LT

When the decker enters a PLTG, remember that any securiny
tally built up In previous tests on the BTG and (s LTGS lollows the

character ancl can trigger Immediate problems for the decker

(n an ATk

Once logsed on o an BTG, the decker can elther move (o
anather K10 (e, make a “long-distance call” o get on to the Grid
in ancther part of the world) by using a Logon o RTG operation or
enter any LTG attached to the RTG with a Logon to LTG operation

Mhe character may also perform the following operations on
arn TG Le

Ferraln, Tap Comeall

(n a PLIG

A decker logged on o a PLTG may perfarm any Systemn

wcale Access Mode, Make Comcall, Redirect Datatrail

Drperation avallable on public RTOs and LTGs

aHTELLITE LIHS

When a decher taps directly into a communicacions satellire
to enter the Malnx, be fracdes higher Access target numbers For
Mrace 1C

redices Reactlon by =2

sArtial immunity o gnal lag over the satlink also

While Trace |C can locate the satellite jackpoint, it can-
not pinpoint the decker s physical location, making physi

cal response to the Martrix Intruston impossible, The

other effects of a successful frace stlll apply (see Trace
I, p. 450

lo access the Matrix wvia a satellite, a decler must
havee a deck equipped with a satlink Interface
s Cyberdecks, . B1), The saflinl software
eraldes the decker to locane a commesat

The Base Time g0 isolate the satellite and

[k anto bts fransponder s 3 min
utes. To do so, the decker midst
miake 4 successhul Compure
[est against a arget numbe)
based on the conditons o
fre Attesfmae, as shown on
the Satlink Targer Numbers
Talale

Fallure ta achieve any

SUCCESSEs means that the

decker hails o locate the

satellite or lock on oo s

fransponder. As a rule of

thumb, the Zamemaste

can aAllow the characrer (o

et

Il
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malke another attempt after fve minutes or so. and more fre

Uty i Clre sibueations,

SATLIMK THRGET NUMBERS TABLE

Conditions Target Number
Open country, clear view of horizon s
Open country, some obstructions 3
Open country, mountains or heavy forest 3
Suburlban §
Light Urban {3
Dovwntanwn Wrban 8
Bad weather {more than overcast) +d

Deching the Satelhte
For game purposes, satellites function as LTGs but are clas

sified as Orange-Average or even Orange-Hard systems with no

reduction In Subsysten Ratings. Rate milltary and private corpo

rate comsars as Red-Hard

satellite, he

Cnce the decker locates the can perform a

Lozgon to LTG operation to access . From the satellite, a decler
can perform a Logon to KIG operation to any KI1G on earch, He
CAn access most systems In near-earth orke as well, IF they use
thal particular satellite /or communications. In case any sulcidal
Zurlch-Orhital does not use

CleClkers Akk, no satellite protocols

this way, so this trick 1s not an effective back door into that most
oy of mlarrix cdomalns
Security tallies generated on a sarellite carry over to the RTG

that the cecker accesses,

U515

Host sysiems serve as the computer installations where the
Sixth World processes all its Information,. Billions of nuyven angd
inestimable megapulses of data Aow through these systems
claily., Host systems act as the vaults where secrers are stashed
the technological wonders of hundreds of RAD departments, the

hidden dirt of the sleaming corporate world, secret Identities

Arel frue names

SECURITY CODES

The securlty code of 3 host measures the |level of securlby
precautions the host malntalns. Generally, the code reflects the
sensitivity of the data on the host, but It may also simply reflec

|||l:- Cle T ree €1 [AAFANGIA it e e s e |'||_'|'\-|.'-\, CIA

Hlue Hosts

Blue hosts include most public-service databases: newshas

cistribution systems, public Thrary cdatabases, directories of listed
||.'I"‘"I'I'I-I_'l\.\,|l\.|l! ok I:l| 2Ty MLk h .|,|Il,.'|,!.i||_'."_ free . w I'E‘[III:"I :-I'| 1) II!"-i,I Oy a4
FOVErMIMent, a cor, or a private individual, Small businesses ma

poor o secure their systems tend to have Blue hosts as well




tvery snot-nosed Matrix wannabe with a cheap deck and

time on his hands targets Blue systems. As a result, these sys
terms usually carry a lalr share of Matrix graffitl: virus code that
displays obscene “wit” when a user logs on, datastores frag
mented by random vandallsm, amateurish icons that simply sitin
memory belng obnoxious, The Tprotection’ programs Comimon
Y imposed on Blue systemns are a bt nastier. These smartframes
will gut system files if the necpunks dont get thelr weekly “dona

Hon o the systerm Osmer

breen Host s

Liresen Nosts ari AVENAEE SYsIEMTS, DUT Never make the mis
[ake ol thinking a Ureen host represents easy prey. They may e
more patlent with intruders than the Orange or Red systems, but
they can load any IC the hotter hosts mount

reen hosts include public databases that charge minimal
user fees, open computer nets at colleges {though not the ones
used ||-,' COr uncled research pre i|BCIS) and corpoiate and HOV-

efnment computers that ran the day-to-day office woik

Urange Hosts

Lirange nosts pride themsehves on being secure systems, |f
nat wild-overd killer hosts 'I'I|.||'_|.ll-:- hiosts store voul standare
TSEC et

dlata and CArry Oul R esnlivg Fhat 15 Important Bur nc
s

dbselutely essential to the host's aperators range sysiems
nclude the rypleal factory contraller and the networls used Ly

middle management i

Red Host s

Red hosts affer the most

i fypical corporate afhice

ecuriny that a system may legally
carry. They contali '.'|:-|:- secret” data, often the kind owners v fqll
kil to protect. and mission-critical process controls (life support,
vital labs and factories, power erids, and the kel Antl-lntrusion
delfernses tend (o III' E|'|||.'.! e lesrs el No I'-"-"'“.”I”"I. ARTR]| Ly 3

R SVSLEITLS

ITRUSION DIFFICULTY

Il'll:' '1'-.-'.r-e‘I|| “.-llll._l.:'- gl A Fost -the ':-.:“._|_||||\l. 'l,..'.||||.|- anc
Subisyelermn Ratl gs—are based on a measurement called
intrusian  WiFRculty. Matrix 2.0 rares systems swith

||.|||‘|

Intruslon

hFAculties of Easy,  Awerg | Cenerally.  Intrusion

DiFAculty s based on the level of "user-friendliness” that the 5\
term must have o do s L 13, and the number of users who ag CESS

the host on a Y| ibcal olay

basy) Systems

Cenerally. Easy svstems share cheir functions AN many
different users aned offices. These systems handle high velumes
al trarfic and accommodare many demands on chegr Compuling
power, As a result, these hosis can devole cinly meager
resources to securty, Typical Lasy sysems Include highly cen
tralized corporate computers, educational systems, and cheap

svslems installed by small businesses

]

L

Hverage Systems

Lenerally, Average systems support srmaller user

hases than
|.||"'".' '-'3."'\-||'|II"' ancl tney Nan ||J_" micore Hmited! and secure [TATISAL

[Ons r'-.-'| Heal Average ci INFOrALE Sy Sieims sende a single othce or
division, often with a4 user-base [Imited o executives and their

immecdiate staff. Prosperous small companies also use Average
.

SYSLETNS, A4S wioldld RELDD I"iﬂ'l"' ts clea ""\'II wilth less-than-earth

] 1
shakine ressarch
il

Hard alystems

Hard systems handle ths

- B | " |
most secCure oalta anog restoct

ACCESS [0 A [AvVOied s swsleims Inclucle

TRl

|-,|*-i| 1l Harc

nnancial ransner sysfems, major KA L facilities |-|i-.-.-,|f- COrmorate
i - # - 1 3 T H

CRECHTIYE NMeTWorks, SeCure |||I||I.||'.\I SWESTEIMS, WL |_|||||- el

WEACE SYWYSIEIMS anel criclcal |l..|"|ll SWRLEMS ke alr rraffc contral

OF municipal power

SYSTEM RATINGS

| hie 2amemaster sels Pt ®

Swsterm

host s Intrasion CHFAculty, The gamemaster may uss clice rallg o

Based] ot

[Tt ino=
o

hils eliscretion o create these ratinss

Random Generation

.
Tey st '~.-r--'.r_|'-|:" [t PSPl 13my, the gamermaster siimply

ralls the dice Indicared on the Random Hosgl SYshem I-!,||||||_=I

Table. (103 ecuals | DG divided by 2.0 The Iinformation on the

Table assiumes that an 1w |||'|1I.' [ II'- LT PosseEsses utilities ',-1-|||| A

Rating of 4, As a result using the table may produce 'a-:l--..|._-|'|'.

Ratings that present little challenge for dechers with sianificanthy

||I:-',"I"| Ltiliy Fetlins s sUCh cases wamemasiers may wish to

Lt

Senerate Sysiem !':-ll””_'--'."- usinge the ."'-a.-.llu.'l- el Mumbers method

(s [elonw )

Inmtrusion

aecurity Subsystem

DM FRculiy Value Ratines
Easy D3 + 3 103 = 7
gy Frage D3 + &5 FARE 8]
Hard D3+ 5 DG 12

The gamemaster is designing a host that holds key evidence
of corporate double-dealing. He decides it is a computer serving
a regional oHice of Artechnology. It carries sensitive data, and
AIT is notoriously paranoid about deckers, so he gives it a
Security Code of Red. However, the system must serve a moder-
ately large user base efficiently, so he determines that it is an
Average system.

The gamemaster rolls 106 for the Security Value. The dice rall
produces a 3, which the gamemaster divides by 2 and rounds up
for a result of 2. That yields a final Security Value of 8 (6 + 2).
Now he rolis five times for the Subsystem Ratings. On an Average
host, the dice rall is 203 + 9. His rolls produce results of 11, 15,
13,13,12. The final System Ratings for the AIT host are:
Security: Red-8




Access: 11

Control: 15

Index: 12

Files: 13

Slave: 12

or Red-811151313M12.

Terriftying for a bheginning decker with Computer-6 and a
cheap deck. Cheese for a scarred veteran of the Matrix punch-
ing a Fairlight's consale. Should give pause far thought to the 59
percent of deckers who fit somewhere in between.

fssigned [lumbers

The gamemaster can simply assign values to the host's
Systermn Ratings as follows, enabling him to creare challenging

hosts based on a spedific decker's resources

Intrusion Securlty Subsystemn

DifAculty Value Ratinus
Easy Ao S1o |G

Average /o9 11 to 15
Harcl Bio 1l 13 to 18

Regardless of how the gamemaster sets the System katings,
howewver, he can always tweak a rating up ar down o bhetier
match the abilities of the player characters, The gamemaster also
should ensure that all ratings match the hctional systerms they
represent. A system in Fuchis Chiba network, for example,
should be a tough nut to crack, and its System Ratings should
reflect that degree of difficuley. A player character lacking excel
lent skills and hot utilities should have less than no hope ol
defeating such a system, Use the following general guldelines for
setling ratings

A final Target Number of 3 or less |s cheese,
A typical starting player character with Computer
Goand a decent Detectlon Factor to keep the IC ofl
his neck will defeat such ratings most of the time
especially IF they are defended by a wimpy 4 or 5
polnts of security. An Average system will provide
stiff opposition for a decker with these ratings. A

Hard system will probably defear such a decker

GRIDS ANMD HOS T S

entry paints on public grids and reduce the Access Bating by 1 for
A dedicated workstatlon or remote device, altering the Access
micclifiers from those |t |':[3'l.3'||||" a5 Well

‘*:_u||1'.||.1||}r the gamemaste might vary the Flles Batings of a
host. Far example, he might decide thar all of a system s publle
relatlons files, the advertlsing brochures of the Information age
carry a Files Rating 2 points lower than the system's base Files
[L'1IIII_':'.{. Al the same time, the system s personnel management
files |||-;;:;,.|'|||-.I|._1: all e-mall anc ;|1"*-u.'|l'|.1| |-.|I|II|.I|*-\., schedules, ano so
on. have a Flles f'f._'|r|I|l'."_ 2 points ||I:."_|||_'r than the systorm s D

Files Rating

SYSTEM TRICKS

Though the System Operations section (p. [08] describes

the majority of host system operations, the following system
fricks appear here because they can be viewed as "meta-opera-
the entire environment in which

fions,” operations that affect

deckers and programs operate. The "bouncer host offers an

excellent example of such a meta-operation

Bouncers

A bBouncer hose OPETATES at an AT nely low lewel of secw
ity but upgrades its Security Kating when it detects intrusion, For
example, in its normal state a host may carmy Urange or Green
securicy, When the security tally reaches a speciic point, usually
after a fairly low number of tesis, the mainframe actually loads in
new securtty code and changes Into a Bed system with a higher
Security Value

IF a decker logs on and runs an Analyze Host diagnostic
operation, he will determine that he is entering a Green-4 hos
Mull sweat

bouncer. On the next turn, the system turns into a Red-8 hostl

He zoes about his business untll he triggers the

Securinyi Orange 6
Aocessc 11 I A '-""IL: ':I:] Falles: 11
i Slaves B

Dindexy 7 I

Files: 11

Coomeral; 14 Shaos 13

lndex: 14

unless he 5 very lucky.

Deckers with skill of 8 or more. Detection
Factors of 8 or 9, and utilities in the B-point or
higher range find Hard systems challenging but

defeatable

Optional Rule: Varying Subsystem Ratings \

Lamemasters may raise or lower individual
Subsystern Ratings of hosts (o give these sysems
distinct Aavors. For example, if the sgamemaster PLIG—
wants to make it difficult for a decker to access an
Easy SWStErm bt ENCOUrags a morne Innosative
approach invoiving a meatword rald on a4 corp

site, he might increase the Access Rating by 2 for

l ‘
3 - - = Comrral; 140

F L [Iu.h_'a B

Securltyt Drange 6
Accesy: W
— I | ontirofs 10
Inidex

Acoesa 11
Cantrol: 13 ; .
Slaver 15
|Il.|||.l.: | % |

Files: 1)
Slaves

Filese 1] |

Security: Green b
Apoess; 9
Files: 8

f Slawes 10

i

URS D
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A ouncer takes 1 tdrn (o make the uparacte, Whenever a
decker triggers a bouncer, the gamemaster makes a Sensor
isecurity Value) [est using the sysiem s original Security Value,
If the test resules in any successes, the decker notlces that the
Security Rating |s rising but must perform an Analyze Host oper
ation 1o determine the new security code and value, The decker
rmakes the test for this operation against the new Securlty Rating.
If he falls to achieve any successes, the decker must perform
another Analyze Host operation to find owl why the computer
has suddenly become so hostile, (S5ee p. 111 for a description of
the: Analyze Host operation)

r-l|:._1l:||-:,.' secure areas of a specific host also may function as
bouncers automatically, regardless ofF the secunty tally, For
example, any operations on top-secret REL datahlles might trig-
ger a bouncer as soon as the host achieves a single success
against a user, Even legitimate users opening these files may
trigger higher security, just as an authorized bank employee

- - S i Fa c.n . — % i P '
opening a vault may trigger alarm klaxons and Aashing lights.

1
Lhokepoints

A cholkepolnt host exjsts solely to block unauthorized access
o more sensifive computers, Traditionally, thiese ROsES Seras sys
terms that are linked together so that users must pass through the
chokepoint host to reach other hosts in the system.

Chokepoints generally protect sensitive lewses that rmust
maintain constant Matrix access, such as financial management,
air-traffic control, and power-grid management systems. The
chokepoint usually has higher System Ratings than the host it
protects, espectally chokepoints guarding high-volume systems
that normally offer Easy or Average Intrusion Difficulties.

The "killing jar” architecture found at the Denver datahaven
represents one of the ultmare developments of chokepoint
design (see p. 79, Denver, The City of Shadows). Rumor claims
that the engineers there have dedicated a massively parallel
ultramini to run the murderous IC in this design. Certainly it takes
something at least that powerful o make the chokepoint as
Impassalyle as it seems.

Chokepoints can be stoppers on Matrix muns. A decker can
try to bull through with brute force and hot programs, but this
approach can prove a real gamble. The smartest approach is to
locate alternate access paths to the target host that allow the
decker to bypass the chokepoint host altogether.

Figure 1 In the Chokepoint Designs diagram shows 4 simple
chokepolne design. The only way into the target host is through
the Red host that connects the system to the LTG. Unless the
decker bypasses the grid altogether and gains access to a waork-
station. slave remote, or similar jackpoint, he must fackle the
Red-8 monster to get to the goodies on the Orange-6 host.
Actually, such arrangements are rare on all but the most sensi
tive systems, because few operators can afford to tie up so many
respurces behind impassable security, Figure 2 shows a much
more common configuration. Here, a nasty chakepoint Blocks
public access to the target host, but a decker can sidestep it via
the corporate PLTG and a cheesy office LAN with a dedicated

connection o the target

frap lloors

Tiarm doare offer “secirat PASSATES fronn ane host to another

or to a PLTG, A host may appear to be lsolated from the Matr|x
but have a comm port that s not accessible via its Access rou
tines, Instead, some other subsystem controls passage (o the tal
get host.

Far example, the Shiseki-gumo, a yakuza clan, hides its main
computer behind a trap door on an Innocuous Lreen-5 busingss
computer belonging fo Iri-Marine Exports, An Analyie
Subsystem operation that examines the Access subsystem hinds
nothing unusual, Analyzing the Slave subsystem, however
reveals a dedicated port connected directly (o anather host

The decker must perform a Gracehal Lo@olt using o
Subsysterm Rating that conceals the trap door before he can
Logon to Host to reach the host to which it leads, For example,
on the Tri-Marine computer, the decker must make a successful
Slave Test to get out through the trap door, then an Access Test
to get into the Shiseki computer on the “other side.” (See pp
114, 116, for descriptions of Graceful Losoff and Logon (o Host
aperations, |

Trap doors are particularly. nasty when combined with
chokepoints, To defeat such arrangements, the decker must bit
flip around in the very hostile environment of the chokepoaint

haost, looking tor the trap door that leads (o the goodies

Uamshing SHlls
Vanishing S5ANs [(System Access MNodes) represent entry
points on an LTG or PLTG active only at specific times. At all other

tlmes. these 5AMs are closed and do not even appear in the TG

They simply do not exlst except when active. A decher perform

i||:.__'!l a Locate Access Mode :‘r|_‘-l.'|.'|li|:-ll when 4 wvanishine Sal
open will find it. A second later, when the 5ANM coses, he will
not. Verny sensitive systems that muist maintain realtime Matrix
access to perform their functions may use all sorts of variations
on this trick.

lolog on o a system via a vanishing AN, the decker must
wiait until the AN becomes active and then sucoeed na Loson
to Host aperation before it disappears again. |F the operation st
ceeds, the decker has [ammed open the SAN and set up spool
code that makes the host think ts access node |5 safely offline
again. If the operation fails before the SAN disappears, the sy
em dumps the decker,

[Ypically, vanishing S>ANS stay open for no more than 10 oo
20 seconds, For a typical vanishing SAN, the gamemaster rolls
126 + 1. The result is the number of (urns the decler may tny
log on

Vanishing SANs include tmed, releporming, and trigeered 5ANs

Timed SANMNs are the simplest form of vanishing SANs. A
timed SAMN always uses the same LTG code and opens at set
fimes each day, The Blological Library computer at WMIT&M, Tor
example, opens a connection o the LTG every day at D600
[ 200, and 1800 Eastern time (o share e-mail, abstracis, and
other traffic with the rest of the Matrix, A decker who wants

access this host from the grid must be waiting at one of those

J]
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times and then must sneak past the Access protection o get

online befare the transfers end

leleparnting SANs generally belong only te major megacoms
and governments with the wealth and clout to broker the neces-
sary confracts with the RTG vendors, Each tme a ||;=||-!|-;L||||'|l5.1
SAN disappears. It cancels its account on the RTG and subscribes
to an entirely different RTG for its next appearance. This trick is
analogEaus to |=-.I.'-.-'il'|I|.‘_'I AN unlisted Comm number thar ._||.:|||_:,_:1_--.,
your comm code, AND your area code, AND your country code
AlTer every call

Saeder-Krupp Prime division operates a wandering nocde
that uses this trick. It can open Matrix access ar O2:00:01 GMT
on a German LTG, close at 09:00:07 and re-apen at 09:01:01
with an LIG address under a LICAS RTG. Now you see [t, now
you—nhey. where th frag did it go?l

[eleporting SANs switch thelr network addresses based on
secret algorithms. Systems that provide access to SANs also
store this algorithm, so thar they know where to reach the SAN
at any given time, Say Saeder-Krupp Aerospace needs to dellv
er a report to 5-K Prime’s teleporting SAN, It “looks at its watch ™
l.e.. the inta a “lxlacl

caomputer takes the clock tick), feeds it

Foax routine, and wvolla—a comm code and an access time
comes oul (seems Prime 8 on a lapanese LTG this marning)
Connecting to that code atl that time will allow the call to a0
through

A teleporting SAN intended for outgoing connections only
needs no external algorithm at all. The host can even negotiate
new node addresses based on an entirely random process, plck
ing RTGs out of the thin, virtual air of the Matrix.

o jump a teleparting 5AMN., a decker must possess the
AN s algorithm code so that he can predict the SAN’s where
abours, Alternatively, the decker can run a frame with an Event
Irigger (see p, 107) that performs pericdic Search BTG opera-
fons o monitor selected RTLs and notifies Bim swhen the e
SAN appears In the lookup tables, For one-time runs, an Emiploy
er or some other assel may provide a decker with the coordi
ates of a vanishing 5AM
Port-a-5ANs

I5 4 regrettable indication of the maturity level of certain deckers

The slang term applied o teleporting SANsS
and the present author assumes no respansibilicy for it

Iriggered SANS are access nodes rthat open only In response
o specific actions elsewhere in the Matrix. For example, the RA.D
host for Yamatetsu's gene-tech center only opens when a Slave
operation on the Yamatetsu-North America HQ processor trig
Zers a salellite signal (non-data bandwidth, useless for dec king)
The Slave operation, In turn, s mgaered by hits on a periodi
tatabase search by the H'i.-_.;' machine that finds an update in one
of the scientific exchange conversations that the program moni
tors for the wizkids In research. The Slave noce itself lives on a
secured system hiding behind a glacier, but the publications
monitar rns on a box hooked Inlo the modetately secure
Meurobionics Forum network

Louple this scheme with teleparting SAN architecture, and
predicting where of when the RAD SAN will open becomes

impossible, Todo so, a decker would have 1o know how the rrig

)

LB |G-
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gers work, locate the next address for the SAN, then compro

mise the event triggers somehow (plant a false hit in the

MNeuroblonics Forum that Yamatetsu's program will want to deliv
er, of get Inte the Yamatetsu HU computer and trigger the signal
to the RED host, or Invade the satelllce link and send a false sie
nal that the RED host ace l:'[:l‘.H A5 ||.;:.-'g|f.l and fhen he reacty o |urmp
the access node when It opens

For a varation on triggered SAN architecture, see the wild
Iy paranoid design of the uplinks to Zurlch-Orbital. described on

. 4, Corporate Shadowfles.

Uirtual Machimes

A virtual maching (Vi) s a simulated host run as a subpro
Zram by the real host, sometimes called the native host. System
"'|!'"|"'|i'-"|'“- on the Vi do not affect the actual host Operatons
For example. editing a file on a VM does not alter the actual stor
A2€ N the native host's datastores, Furthermaore, VWS can filter
any sensitive data out of downloaded fles automatically, before
the data even gets Into the VM processing area. The decker can
MO %W Mo Q@ that he is '-':I__'llll':ll_'l wearered -cawn Information
unless he monltors the Ale as it downloads and knows, Dased on
same arher source of ki rwledse, that the data is incomplete or
faise. Decryption simply does not work at all

worthing a decher does to a VM affects the natve « O uee
Even crashing or throctling the VM host simply alters the way the
VM pragram runs—it will not do a thing to the native host. Frames,
virus code, logic bombs—all can trash the VMW as hard as they wane
but they will not damage a single pulse of data on the real host,

On the other Band (vou knesw there was anathe fand, dicn 't
yout), everything that happens on a VM seems quite real o a
wirtwal reality I1s comcerned

decker—drelk, It |5 real as far as

Crashing a VM will dump a decker, even though the crash will not
affect the native host. System Tests made on a VM run up secur
ty tallies as usual, and 1IC on a VM feels every bit as nasy as IC an
a narlve host. Program code unning in a VM affects a decler's
persona the same as it does anywhere else—ausually painfully

A VM's maximum Systern Ratings are 2 points lower than
the native host's, thoueh the security code can be the same, So
a Vv running on an Orange-7 host have a

could FrAaxirmum

security Rating of Orange-5. Similarly, if the native machine has
Access- 10, the maximum rating on the VM would be Access-8

AVM can be designed with lower ratings than these maxi-
mums, of course, Some hosrs use this I.l.'l.|||||:||||" o camoutiage

themselves from deckers. The intruder Ands a cheesy Green-4
system. containing nothing but promotional simsense brochures
anc the general manager's laundry list, and (after marveling a
now much It costs o launder real wool these days), departs for
more lucrative pastures—without realizing he was on the exe
utive accounting Ked-8 host

Rumor has it that some of the more powerful systems nest
VM architectures. The decker logs on to a Green-4 system,
cletects that it s a WM and busts our into a Red-G host, He loots
it dovwvn to the last pulse and logs off, never realizing that the
Red -0 host was actuatly a WM run on a Red-8 native host. All that
paydata is tool s gold. carefully sanitized before it ever fed into

the second laver of decentlon
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A decker can detect a VMW by deliberately testing for it with
an Analyze Host operation, Breaking out of a VM into the native
host requires a Control Test against the native host's Security
Rating (see System Ratings, p. 16), The number of successes the
decker scores over the native host’s opposing test determines
whether or not he achieves his goal. One success enables a deck
ef to break out of a Blue VM. Two successes are required for a
(ween VIV, three successes for an Orange and four successes o
preak out of a Red VM,

Because VVis are designed to confine user icons, a decker's
secunity tally Increases if he achieves successes on the Control Test
but fails to break out of the VM. In this situatlon, Increase the secu-
fty tally by the number of successes by which the decker fell short,
For example. a decker must achieve 3 successes to brealt out of an
Orange VM. If the decker only scores 2 successes on his Control
Test, ralse his security tally | point. Each success the native hose
scored In the opposing test also is added to the security tally

It and when a decker does break out of a VM into the
native host, he retains his current security tally. [F he had a
Security Tally of 8 before he broke out and picked up £ more
polnts during his Control Test, he would have a Security Tally ot
|0} on the native host

PRSSCODES

Passcodes consist of access codes that guarantee automatic
success when arrempting certain tasks or manipulating specific
files on a compurer, Any activity not authorized by the passcode
requires Systerm Tests and can jeopardize the passcode

tor example, a passcode would enable a legitimate user to
og on to his office host without performing a Logon to Host
aperation. He reads a file he has access o
lest, thanks to his passcode. But the passcode does him ne good
when he snoops into office e-mail and tries to read anothe
user s mail [he does not have authorized access to the e-mail).
He mas perform Locate File and Download Data operations, same

no need fora Files

as a nasty old decker would, because he is working outside the
authorzations of his passcode

The guy's In trouble IF anyone catches him and checks the
system logs, because his terminal Identifies all his activities, legal
and (llegal. On large, busy systems, minor violations like this
often go undetected, They always show up within 2D6 days on
systems rated Orange or Red, depending on how often the sys
term security manager conducts audits,

Passcode Format s

S5imple passcodes consist of sets of symbols, The user
enters the symbol set when he wants o log on fo the host and
It he does it right, the host grants him access
Marrix is a virtual reality, passcode symbols can include letters,
worcls, funes, even S iFic a declker learns

sormeone s passcode, he can use it to log on to the host any

Because the
movements., If
where the code is valic,

Linked passcodes work in combination with the MMCE sig-

nature of the user's terminal. Because a decker s persona will not

5
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have the same signature, the passcode alone will not waork for

him, However, a decker can use a deception utility to mimic the
In these situations, a stolen linked
passcodle provides a decker with a =2 bonus for his Logon fo

legitimate MPCP signature

Host operation

Fasskeys are passcodes locked to a specific chip installed
on the user's terminal. To use a stolen passkey, a decker must
also steal or duplicate the key-chip. Software solutions such as
the deception utllity won't cut it. A passkey without the right
chip on the terminal or deck simply does not work, If the deck
er gets the algorithm for the chip that goes with a given
passkey, the "program  that he must write and cook into a chip
is 10 Mp. 5ee Cyberdecks, p. 81, and Programs, p, 94, for
details of this process

If a decker successfully uses a passcode to log on to a sys
term, he receives all the authornizations the passcode s legitimate
user possesses, The same applies o fake passcodes that the
decker plants on the host for later use

5o why can't deckers just salt the Matrix with fake pass-
codes and then use them forever? Couple of reasons. First, all but
the most lax system managers insist on changing passcocdes af
least once every three months. High-securlty systems change
them weekly. The most parancid operators use algorichms that
combine the dare and time with a pseudo-random number gen
erator to produce a new passcode every time a user needs to log
an, In this arrangement, the users carry pocket units that tell
them what thelr passcode will be at any glven time, If they lose
the pocket unit, they have to request a new one that will use a
different passcode generation scheme. Organizations that use
this system never install passcode generators

Second, the system Immediately deactivates passcodes
whenever someons ||"|E"l_.'1l.'l'.'| on with one ['u:'rh.ll!rl'-. Ay ACTIOns
that trigger an active alert In the host, As long as the user only
performs operations for which he has authorization, this won't
happen. Unfortunately, few passcocdes authorize the wide range
of operations most deckers want to perform In a system

Finally, many megacorp systems require a user to present
his passkey code and submit to an identifcation check, such as a

retinal scan, before granting the user access

Passcode futhorzation

These rules cannot cover all the options for how organiza-
tlons can control passcodes, though most systems provide falrly
specific authorzations, For example, a system might authorlze a
user with passcode MPCP 93847752-ADN-34626-24 to log on
between DS00-1800 ST from (a list of jJackpoint locations) and
provide read/write access (o (a list of hles) and read-only access
tey [a list of hles)

When intreducing specific passcodes into an adventure, the
Zamemaster must determine the authorzations the passcodle
provides, Use the following general levels of passcode autho-
rlizations as guidelines

Uszer Passcodes provide the lowest levels of authorlzation

4and Impose precise restrictions on what the user can do, as In




v exdmiple. They are of litde use 1o a4 decker once he

MWigst legitimate users carny user passcodes, with authoriza-
ons lallored preciseny to their job requirements
Superuser Passcodes consist of high-level passcocdes rhat
uatly give the user the right to read all but the most sensitive
r [0 acoess all but the most mportant Slave sys
ems. [hls passcocle does nol authorize the user to [T
perations Involving Control, except for simple things like writ
& PrOgTam:
rarmbie v data bhombs, andl other delenses procect rh
Sy SIEmM -|_:..'_.l|l|-! SuPeru ] ] !!---l,.:-,l_ll TS r rermote LW STEMS
speCifically authorized by the passcode do not 3lock the user in
other words, stealing the superuser passcode for a inance man
ager would probably get a decker Into the company's secret
A [RASSCE |"=" ar an er .Ea.llll.lill.lll.l_l.:: -|"I"-. '-'|||E'
LITEANBEALIONS IsSUe superuser passcodes (o senior (echnical
I = ITEANASErs, Ar | ather mid-level suits.

SUpRENISDT passcocdes authorize almost any activity excepnt
aestruction of Important data or actions that damage the host o
It It out of action, As Wwith superuser passcodes, not all super
O PASSCOOESs Author | oe access o evervihing. But untll the host
eaches an active alert, supervisor passcodes provide users with
! madifiers to all ayslem lests L s wimbers, even or actions

t authorzed by the passcodde,

Linly technical managers, seniorf mandders in general, and
did SECUnty specliallsls recelve the rarely Issued supenvisor pass
wles, Com deckers recelve the most [roweriul supenisor pass

cies . Rar use wWhien they Are in [P FSUIE o intrudters on the hosrs

HOST NETWORKS

o host network consists of a senes of COITY
[ruters linked In-a Nered-access configuration. The
lrst-tier host, called the switcher or hulby, guards
fhe pathway to all the second-tier machines, The
nast network obbers a convenient -;Il.'--!_'.'_ll Ioar thie

wmler seiling up a4 situatlon INVoIving many
msically identical, serving different func
La] n oan organization, For example, the
wocounting, Sales, Engineering, and Malntenance
Toups at a given corporate office are all separate
o505, LNl the amount of paydata and the specil
dataflles or slave systems onboard differentlare
these hosts, The -'”"Illll_'.- sheat for each host loolks
the same (see Matrix Hot Spots, p. 149)

AMANZINE these hosts into a host network can

vide ease of play and a logical desian, In a oypl

two-tier network, a hirst-tier host—probabdy a
HER-SECUrty CRokeRont syslem—aoonnecrs the net

i 1o the § nal. Any numbser of second-tier hosts
e “hehind the first-tier machine, To travel| from the

AUl 1o a second-tier system, a decker must perform

HITD HOS TS

an Analyze Subsysrem operation on the Access subsystem of the
firsi-tier host (unless the designers are wildly paranold and hid the
connectlon o the second-tier hosts [0 a trap door on a different
subsystem) m iind the connections, then perform a Logon to Host
to the second-tier host
'hese operations include the equivalent of a Gracehul Logoff
on the first-tier hub, so if the system Is running Trace IC, add the IC
rating to the deckers target number for the logon o the new
host—the Trace will be registering strong objections to the hub's
switching software about this depariure, after all, However, IF the
decker successiully logs on to the second-tler host, the hub loses
his datatrail, and any Trace running against him in the hub crashes

single host in a network to another, the
decker must perfonm a Logon o Host operation from the se
ond-tier machine back anto the hub, and then anothe |_-'--.!l|_|.'| ]

Hosr (o ger o the next computer

lletwork Piles and Nodes
A first-tler hub rarely contains data of any value, Because the
U runcrions as thiee  trath Coqa for the networls. however i musl
know™ what functions its second-tier machines handies, As a
result, deckers on a hub can perform operations such as Locate Flle
or Locare Slave for the entlre hiost network, These operatlons can
identiby which second-tier host contains a specific datafile or con
frofs a certain remore device. Once the decker logs on to the cor
rect second-ter host, another Locate File or Locate Slave operation

rprovides the address of the lcon he wants

UV RO5TS

Ultraviolet hosts are extremely rare, They possess higher
Systemn Ratings than the toughest Red hosts, and their Process
III}:!_ [POWeET 15 50 @real thart It creates |_':,-|__‘:-|,*|"-.| sArE O a r'!|.'.|,|i|.|,1|'..'{-

Iy ditferent order of reality, On a UV host, a decker cannot dif

h
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ferentiate between the virtual experience of cyberspace and
physical reality, This makes UV hosts an entirely different cre
ation from any other form of host

Only a hot deck {see Cyberdecks, p. 81) can even log on to
a LY host. Cool decks and tortoises cannot interadl w|[|| the core
processing area of a UY host. They can access so-called buffer
systerms, which translate data flows into and out of the maln
computational space, but nothing more. lcons reépresenting cool
decks ar terminals cannot cross the interface beoween the buffer
systems and the UY core

On a UV host, the decker's persona changes—aoften drasti
cally, It becomes a character with Strength and Bocdy Ratings
equal to its Bod Rating, Quickness equal to the persona’s Evasion
Rating, and Mental Attributes equal to the decker's own. Utility
programs become physical tools, weapons, armor. and the like.
or have no effect at all, depending on the nature of those utilities
and the exact defenses located within the UV host. The decker
uses his real skills in a UV host but may always substitute half his
Compurter skill instead

But here's the most fun part of UV hosts. Any damage to the
decker's persona is damage o the decker himsell. If his persona
experiences Mental damage, his own Mental Condition Maonitor
reflects it IF his persona suffers apparent phosical damage, it s
Physical damage. Jacking out of a UV host exposes the decker to
| 20 Stun damage from dump shock. IFhe's already taken a beating,
that could overflaw his Menrtal Condition Monitor and prove fatal

Apart from these guidelines, anything goes. Consider the
physical laws of LIV cyberspace infinitely flexible, The gamemaster
may, and must, define them to suit the particular run. Mot that runs

to UV space are that common. Getting there is dangerous, logging

on puts the decker at profound risk, and there aren € that many LY
systermns out there. At the current time [(205G), LIV hoses remain
nothing more than rumors among the decking community, Right?

Wihere Are the U Hosts?

Mo one is entirely sure which matrices harbor UY hosts. The
Denver Mexus definitely has UV qualities in some ol 1S memaory
spaces. Rumor says the UCAS government maintains a site of UV
cyberspace, but thousands of rumors put it in as many different
locations. Other reports claim that the governments of Tir na nog
and, startlingly, the Zulu Mation maintain UV hosts. The maln
processing cores of supercomplexes such as the Zurlch-O and
the Renraku Arcology may be Liltraviolet as |

What's more, certain evidence suggests that a sufficienthy
powerful processing complex can develop Ulrraviolet levels of
virtual reality without the knowlecge of its operators. The LIV
area of the core processing space may come and go, depending
on the amount of available compurer power on the system. [his
of course, raises the alarming possibility that a decker might find
himself in what he fondly believed o be a humble Red-12 sys
ternn that transforms suddenly into a UY  environment
Camemasters might consider hitting deckers caught in such a
radical and discorlentating transtormation with sorme equivalent
of dump shock.,

One theory contends that UV cyberspace cannot exist with
out an Al maintaining it. Howewver, no verfable data suppors
the exlstence of Als, and so the origin of spontaneous LY Cvber

Lpace environments remains a matter of speculation,
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INTRUSION COUNTERMEASURES

“Faster, meaner, smarter—God, | hate the technology curve.”

sfastdJach. decher
O

“Isn’t 11 a sign that yvou're going senile when vou keep repeatin ourself?”
5 ) 5 8 Y p P ¥

=linknown spotty technoenerd

IC stands for Intrusion countermeasures, (For all you Matrix virglns, it's pronounced “ice.”)
some IC just impedes the decker, maybe tries to get a network ID on him. Other programs are
designed to crash his icon off the Matrix, Still others go after his deck, Finally, there's black IC
whilch Nat out tries to kil Kim

IC |s a major functional element of most host systems, which were covered in the previous
section. However, any explanation of IC inevitably involves system operations and cybercom
bat. In-depth coverage of these subjects appears In the sections titled Programs (p. 94}, System

Operations (p. 108} and Cybercombat (p. 119,






PROACTIVE US. REACTIVE

IC ia e&lther reactive, Proactive IC attacks the

raroachwe Of
in cybercombar once

| 15

it |s alerted to hls presence |see

aces ke a hostle NPT, I

Cvbercombat, Proacitive |C

makes [nitatie rolls x|IIIII1:.1 combat, maneuserns il .L'1|:1-.-'._1.r|1.13.;1'_

and uses its weapons and other tricks

peactive 1€, on the other hand, just "sits there.” [t may actl-

Jate when the cally reaches a specific threshold, decker

SECUTIDY

actions may trigger it, or It may reside In .a specific locatlon or

resource of the host, such as a e glave remorte, oF even an

crtre subsysterm., In the latter case, the IC becomes active when

y decker accesses the protected location or resource Cince a
decker trigeers reactive 1C, the IC affects the decker's operations

unrl the decker destroys or Gecelves 1T, o othersise ComInces

rro w0 away, Reactive IC rarely possesses Initiative

lrace 1C offers an |'-_-._|_|-|'|I||'-|| e thee |'|I_I-"|'\,_'T|'u'1'_-'-ll'r'l'q.li-"a"‘_' rule,
Trace K uses Inlthathve when (rying to lock on to a decker s comim
connectlon and begin the actual trace process At all other times

{ acrs as reacthe |6

nunning happily in the background once [t

iclentifies the decker's datatrall

LOCATING IC

Deckers don't always know when they trigger IC. Before a

Aecker can atack 1C or take other measures o neutralize it, 4

locate” the i

I r s
cacker must

 dlecker can easlly locate proactive IC as soon as

s || B i
L W |._|||'\-.|-_-

¢ attacks Bim. Once located. the 1€ remains "wisible” unless It

aneuvers to escape the decker (see Combat Maneuvers, p.
{ I I
Reactivee 1C is more Insidious, because it does not betray its
resence to the decker by any actlons. Whenever a decker trig-
FErS Ml tiee L, thie :-_rI|II|Il"'!'..'.'1|4."' SR rl."ll_'-.' mdlees a Sensor Test

agalnst a target number equal to the IC's rating. If the test results

the samemaster Informs the decker that his actions

LI 55

b

trigmered K Oy 2 successes, the gamemaster iells the decler

the type of IC rriggered. On 3 or MOME sSUCCESSES, the gamemas
er reveals the |C's rating and location, This Sensor Test is made
when the IC hecomes active

If a decker suspects the presence of active IC, he can use the

aneration o check out that susplcion,

CRASHING IC

Whenever a decker “kills" or erashes IC in cybercombar, add

rhe rating of the crashed IC to the deckers security tally, The

Is that crashing IC is like opening up on a

pernmeter guard with full autecannon hire—the ACCion desiroys

the guard but alerts his colleagues that company's coming
'!'-'."-\.I'-\.-'-'"

deckers may use various methods to mare quletly

wsh oF nedtralize L

W

R

F INTRUSION
S COUNTERMEASUR

First, deckers may use the stealth option with attack pro-
grams {see Programs, p 04}, This reduces the number of points
added to the security tally for the IC's destructlon. For exampie,
an attack program normally acdds ©

Attack with the Stealth-3

crashing a Probe-b with
points to a decker's security tally.
option, however, waould reduce the points to 3. Stealth programs
rated at & ool '!:.|I1:rll‘|i?-r hicle the "-.‘I'I.I'III::'." scream. o [ .'lil':l_'i_.ii.:"l.ht'l

if the samemaster chooses to not Use the Litility Options
optional rule, he simply may increase a decker's security tally by
half the rating of any IC the dec ker destrovs (round fractions up)
The Utllity Options rule makes like significantly less dangerous for
the decker {as does the use of the stealth option in particular),
but It may also make life significantly less challenging and inter-
esting to drek-hot deckers with meganuyen cyberdecks and util-
itles. The gamemaster may also decide that this “half-rating” rule
applies only to certain systems For example, It might apply to
Blue, Green and Orange systems but not to Red systems where
the IC can be expected to be especlally vicious and the System

more ready to shift to a higher alert status

SUPPRESSING IC

A decker also can avoid the penalty for crashing IC by sup
pressing It when he destroys It However, suppressing 10 lowers
1 decker's Detection Factor, Recduce a decker's Detection Factor
by | for each IC program he suppresses. This reduction remalns
in effect as long as the decker remains In the system, unless ne
releases the suppressed IC

Deckers must declare their intention to suppress IC as soon
as they crash it. Deckers may "unsuppress” or release 1C at any
time. For each IC program the decker releases, he regains | point
tay his Detection Factor. His security tally, however, increases by

the appropriate amount for each released IC program

IC RATINGS

Each IC program has its own rating This rating measures the
damage the IC does or acts as a target nurmber for tests the deck
er makes to avold its effects.

In cybercombat, an IC program makes Its Attack Tests using
ite host's Security Value as a “skill”, to determine, the number ol
dice it ralls. In other words, the host computer attacks the deck
er and uses the |C as a weapon

The host/grid’s Security Value also indicates the number of

dice rolled to make Damage Resistance Tests for the IC program

WHITE IC

White IC affects only the decker's online icon, It attacks (e
lcon's ratings but does not affect the cyberdeck’s permanent ral
ings or utllites. The worst that white IC can do Is dump a deck
er or scramble data he is trying to read or write, Note, however,
that a decker operating a hot deck may suffer some slight phys-
ical damage from simsense overload If he's dumped by white IC

{see Cybercombat, p. 1199
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IMNMTREUSIONS
COUNITERIMEASURES

Placriz .0 eliminates access and barrer [C The new rules ol
Sysiem Ratings replace the functions perfaormed by these types
ol K

CRIPPLERS

Cripplers are proactive white 10 programs that each attack

g of the decher's icon's attributes Fortar

Cripplers come in
types: acid, ndern, jammern, or marker programs. Acid oripplers
ittack

Evasion Rating. |ammer cripplers attack the Sensor Bating, and

itack an icon s Bod Rating, Binder cripplers AP BT 5

aplers attack the Maskine Ratina

IRLA T §

Whenever a i I||‘.~|:-|1 T Prosram attac ks an ioon, e HEAITe s
st ard fallies the sucoesees | e
lestsy, Al

&7 makes an Arrack Test tor che

112 ¥ Attack i

Cybercombat, o for clerail TIE

attribute against a target numbser eoual o the cnppler 1S ratlng.

dlecker mdakes an o llrll'l"'\.':"il ther allecied] 1Can

[ the declker achieves a sreater or eoual number of successes, the

C coes no o A e Ieclyee e atbec el oo atdrilyate By | |
thes I soores
T

fhe [ Cleres nor Clamisg@e. Da SUCTesses O |

OF EVErRy £ NEt SUCEES5SES Tes, that means | ner suc

CEss fO

WHEE O dam

e, bour sucoesses oo 2 poinls, and sooon

woither Somor nor Haedemng (see p. BO) pracect against

Crippler [ cannal reduce an Con atrfbure pelow |

Selena is on an Orange-& system when she's atlacked by Acid-4
crippler IG. The gamemaster makes an Allack Test for the IC and
achigves 4 successes.

celena's icon has a Bod Rating 6, so she rolls 6 dice when she
makes her Bod (4) Test fo resisl the IG. Selena scores 2 SUCCESSES—
? Tewer successes than the acid IG. A= a3 resuli, Selena’s Bod Raling
drops 1 5.

HILLER

FE 1s [Hikw e IC that causes clarmaae to jooms by oyl

bt . Al kaller 1E s a Damaee Lo and its Poweesr ey

ter 1bs [ rafins The Damaese Lesiel of Kiler 16 15 lctsise] oo e

¥ i
|||II-" ] 2L TT 1% I|:-|--.

ot s s ity cocle Killer 1 on LT LA N L

et cdlarmaede: kilder e on Lirangaoee ang el sysierng o
Serious damage. For example, Killer-o 10 on an Orange host
i [ e 635 clamage B CLATTIQEES 1505 oL SEARlet TUBr ety FANT

v 4 L 1 1 -.I I L} I --u I: Y Arrv. i<t
et e On the Rost s AT ha | £vak HEY ChaArTTelqre

Il attack froerm killdr | Conclision Monitoe o

(RT '.-_=_:_|_;;| It

iMate that killer 1C | sl ] s 2easd 1C b0 BRI Hossewier,
(TR BOME
Aoelaba levady e e D M2 Thal acts as g hoalbs rrap Akl

LI ) A

WA LEe (T )

e ki

ready 1o L=l ol [a] e if a Aattempis [y access
protecting: the data. oD does ol rely on The securnly tally for
its cue

Analyze

TSl maalke a4 successhul Systerny

Deckers can fingd a data bomly by

] &
FHEFILAE II....'.'I ol

T I
fcon orreration lest

The clecke

against the controlling subsystem (o defuse [ The cefuse utilit,

audmierts s fest For exampde it il s on & fbe, T

decker must make a Computer (Files Bating — Dehise Barlng! Test

tey clisarrey 10 IF the bomb i on rthe security cameras

1T SO
I

Aale s, howeser, the decker would make a Al

] i
I':.-.I e I_.'|'|I_I'.|' !':_-llllu'.-' | 251
. P

Data bomibs rema mirirmect it rhey cesclker taills chiis st

Ul ess [iF rolls all & Mormalliy, a Jecker can ey 160 OeeTuses o el

bamib as many . flmes as Necessany,. Tho i, A5 WL Ay Saysieerm
lTesr, each time che declker tries e may norease thee secornits

|'__ L . -y Iy ' 5 4k N i # . I | 2 ek F
A UCCEssSMEl Y ClETLsIne 1 d1elicl £200M Chosts T10¥0 CCITEn 1%
crashine it so do nor ado the omlb s retiniad foo Thie securby Lably
IF thie <1ata Do | A W EE AT [a ' It i [l Y et S [
'.iil'l:lll".-. 11

It the decker Bals fo deduse a dala Domilh and then makes

criccesst Systoerm et 1 e fhe olod T, e OF wirire oy L}
Dl o O slaver sasie Ty, OF Glhens e Sulcee s In a4 1est o acces

the boolw-trapped subsystem, the data bomb explodes. A fest
tbvat Fals cdowss med el 1l 10 a thie! cannat bust mh vag ool on
a sle, then he can't apen it to aeT thie o inslde. Sam
ey o |i'|||'-- 1= 4
W e itata =omb e wles, |r IMiAtlca | th P
[Tl C1EHIe 1 -':|._1--"-'i LT s T4 1T | 1A
I AE T wtilitie | e L Fohi damase as Th
exnlosion  alsa adas: T s T iring o i i il i IET
Clecks A N reasine S Fally | Fresri et 1
I hi METeCTon Fachar 14 I[apari £l I
Scarampuche ghosts up 1o a file full of, he hopes, paydaia. 1 the

file is the one he wants. it is likely protected somehow, so0
scaramouche runs an Analyze lcon op on it. Yup, liggers. Scrambled
AND with a data bomhb attached

Scaramouche makes a Flies Tesl becaose The bomb is on & Hile
Scaramouche has invaded a Geeen-5 hast with Filles-11, and the data
bomhb is rated 6. Scaramouoche risks a few seconds 1o swap Defuse-5
into active memory and upload (1. This lets him roll against a Targel
Number of 11 [Files Rating) - 5 (Defuse Wility Rating), lor a tokal of
6. He scores 1 success, but the Security Test scores 2. The gamemas
ter smirks and fells him it ain'l good enough, The data bomb |5 not
defused

Sweating a bil, Scaromooche rolls again, getling £ successes. Bl
the host
scaramouche figures he's
repealed Baluares mean [he hosl 15 scoring 10t5 07T SUCEES5ES and

scores 3, so the dala bomb s still active. By now

hiten diing well on his 1esls, 50 these

jacking up the security tally in'a real nasty fashion
Scaramouche decides to drop subtlety and nps open the datatils
Slace he has a Browse-8 program, he passes the lest handily, and so
the bomb goes ol in his virlual Lace
Scaramouche takes a GM hil. Hie has Am

or-4, 50 he rofls Bod o
resist the damage against a Target Number of

2, and siages down the
damage o L. He decides to use a point of Delection Factor o sup

JIress Fhee IG o keep the secerity 1ally from going dp another JeRET | B2




INMNMTRUsSIOn
COUNTERMEASURES

PROBE

Probe IC Is reactive IC that conducts additional interroga-
tons of data packets and program requests for computer
resources. Probe IC helps detect any operations performed by
unauthorized programs.

For a probe-equipped systemn. the gamemaster makes a
Probe Test against a decker's Detection Factor every time the
cecker makes a System Test. Add any successes from the Probe
Test to the decker's security tally

SCRAMBLE

Scramble IC is reactive IC used to protect elements of a
host s Access, Files, or Slave subsystemns. Scramble IC can be
programimed (o protect a specific component of 4 subsystem or
the entire subsystem. For example, scramble IC can protect an
indlvidual clata file, a clatastore, or all the Files functions on a
host—including faxprinter output and dedicated terminals.
similarly. scramble IC on an Access subsystem can oppose log-
ons from specific entry points, such as public grids and dedicat-
ed workstations, or all logons, On a Slave subsystem, scramble
IC can defend specific remote devices or all devices connected
to the subsystermn

Scramble IC comes In two varieties: exploding and poison,
Exploding IC programs are linked to data bombs. If a decker
decrypts or crashes exploding 1C before defusing the bomb
boom! Poison IC programs destroy the data under their care i

on each action of a cybercombat attack agalnst It

Deckers may use specific system operations to defeat
scramble [C, all of which can be augmented by the decryption
utility program (see System Operations, p. 108). Decrypting
scramble I does not add to the decker's security tally. Deckers
can use aack programs to crash scramble IC. but doing so will
increase the decker's security tally unless he suppresses the
scramble |C,

TRR BRBY

Tar baby is reactive IC that attempts to crash deckers’ utllity
programs, specifically, operational utilities used In System Tests
and any program a decker executes for a specific purpose, Tar
baby IC does not attack completely passive utllities such as
armor and sleaze programs.

Whenever a decker uses one of the trigger utilities, the
Edmemaster makes an opposed test between the two programs
Make the Tar Baby Test against a target number equal to the utll-
Ity program s rating, Make the Utility Test against a target num-
ber equal to the tar babyw IC's rating

If the tar baby wins the opposed test, it crashes both |tself
and the utility program. Tar baby IC does not increase the deck
er's security tally when It crashes this way. The decker has to
load a fresh copy of the utllity program with a Swap Memaory
apaeraticon

IF the utility wins the opposed test. it remains safe and the

Himir chabcr {ntrad C I \zatl . IC onl gamemaster makes a secret Sensor Test to determine if the deck I
Celect intruders, Lenerally, organizations use poison an | -
y oy Y : 8 H y er notices the tar baby IC {see Locating 1C. p. 40| :
on extremely sensitive data which they have backed up off the = .
: : Tar baby IC can be placed in a construct, party IC, or used L
Matrix. It the decker tries o decrypt polson IC and fails, the
: with trap IC. In these cases, only utilitles used against the con- [
gamemaster makes a Poison Test agalnst a target number equal A
; y struct, party, or trap IC are vulnerable, However, the Tar Baby
to the deckers Computer skill. If the test falls, the decker has bl ; .
Test modifies its target number by —=2. Once the tar baby IC crash- c

managed o suppress the poison IC's destruct code, If the test
succeeds, the data is destroyed, Poison IC reacts the same way

2
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es, it |15 out of that construct—it doesn't reappear, OF course, the

construct cauld contain multinle tar babwy ProOgrams.
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Mote that tar baby IC is classified as white |C under Matrix
L0 rules, because |t does not permanently affect the utility pro-
Erams It attacks,

Selena is on a run when she performs a system operation using
Anslyze-6. The utility iriggers a Tar Baby-8 program that makes a grab
at the utitity. The gamemaster makes a Tar Baby (6) Test for the IC and
an Anslyze (8) Test for the analyze program. The Tar Baby Test
sohieves more net successes, and sa both the IC and the utility crash.

bARY IC

Gray IC programs attack a decker’s cyberdeck and wutilities
directly, Any damage caused by a gray IC attack permanently
alffects the deck’s ratings, Damaged chips and other companents
must be replaced to restore the deck’s orlginal ratings,

BLASTER

Blaster IC is proactive |C that attacks in cybercombat In the
same manner as killer [C (see Killer, p, 413, Armor reduces dam
age from blaster artacks. However, blaster IC may permanently
damage a decker's cyberdeck MPCP IF It crashes his icon. If
blaster IC dumps a decker, make a Blaster Test against a target
number equal to the deck's MPCP Rating. Hardening increases
the target number but armor does not. Reduce the MPCP Rating
by | paint for every 2 sucoesses on the Blaster Test, Note that the
decker may need to crank down his persona programs if his deck
takes damage. because their total ratings may not exceed the
ceck s MPCP Rating multiplied by 3 (see Cyberdecks, . 84).

It's nat Selena’s day. The program that blew her off the Matrix was-
n1 just kitbor ac she'd hopod—i was a Blaster-6 program.

Selena's #eck has MPCP-6 and Hardening-2, se the gamemaster
makes 2 Blaster (B Test. The test produces two successes, so
Selena’s MPCP Rating is permanently reduced to 5. i she goes on a
rin before replacing it, she'll have to adjust her persona programs to
make sure their tolal ratings don't exceed 15.

WPPERS

Ripper IC is a gray version of crippler IC. These proactive IC
attack In the same manner (see Cripplers, podl), but whenever
a ripper program damages an icon, make a Ripper Test against a
target number equal to the deck’'s MPCP Rating. Hardening
increases the targer number. Reduce the rating of the deck’s per
sona chip by | for each success on the test, Replacing the per
sona chip is the only way to restore this damage

Four different types of ripper IC exist: acid-rip, bind-rip. jam-
ip, and mark-rip. Acid-rip, also known as “bodstripper,” “siz-
mer. or “peeler,” attacks the deck’'s Bod Rating. Bind-rip. also
Ko

as “gluefoot,” "mummy,” or “fypaper,” attacks the

Evasion Rating. Jam-rip, also known as “blinder,” “gouger” o

stick,” attacks the Sensor Rating, Mark-rip. also called "scream
e, “palnt.” or "tag,” attacks the Masking Rating

oPRRRY

The proactive IC called sparky IC attacks in the same man

ner as blaster |C (see Blaster). However, if sparky IC crashes the
persona, it causes an overload in the declk's power supply that
feeds random |olts of electricity 1o the MPCP and the decker's
brain. Results can range from a little impromptu electroshock
therapy to a killing |olt. This |5 dark gray |C indeed—bordering on
Diack—Dbut because it is not designed (o deliberately cause phys-
Ical trauma, It Is technically considered non-lethal

whenever sparky IC crashes a persona, make a Sparly Test
against a target number equal o the deck's MPCP Rating + 2.
Hardening increases the target number. Reduce the MPCP Rating
by 1 point for every 2 successes of the Sparky Test. A sparky
attack also causes (IC RatingiM damage to the decker. Stage the
Damage up one level for every £ successes on the Sparloy Test
lhe decker resists this damage as he would any other, Hardening

recuces the Power of the damage

HeadCrash gets trashed off the nets by a Sparky-8 program. The
Sparky Test yields 2 successes, That melts 1 point off the MPCP right
away. 1 also ralses the Damage Level to HeadCrash from BM to 85,
Head’s meatbod has a Body Rating 4 and his deck has Hardening-1. He
rolls a Damage Resistance Test: 4 dice (his Body) sgainst & target
number of 5 (Sparky Rating of 6 — 1 for Hardening). His test produces
1 success, which does not stage down the damage. Can you say ZAP7?!

THRPIT

[he reactlve IC known as tar pit IC operates and attacks In the
same manner as tar baby IC (see Tar Baby, p. 42). However, If tar
pit IC trashes a utility online, It also injects the deck with viral code
that cormupts alf coples of the program In the deck's active and
storage memaones, Unless the decker has a backup copy of the util-
ity stashed in offine memaory. he's last It for good. And even if he
has 4 backup, he can’t get at it for the rest of the run

When tar pit IC trashes a program, make a Tar Pt Test

a taraet

Lo

against number equal to the deck's MPCP Ratng
Hardening increases the target number, If the test produces no
successes, the viral code |5 defeated and the tar pit IC has the
same effect as the tar baby program. so the decker can reload his
utility with a Swap Memaory operation. If the Tar Pit Test produces
any successes, however, the IC corrupts all coples of the program
stored on the deck, The decker cannot get the utility back until
he |acks out and reloads the utility from a source outsicde his deck

Mfream a storage chip, most I|k-q_-|:.,.-:

WORMIS

Wormes are reactive wirus programs used o booby trap aulisys-
tems. Any System Test against a subsystem infected with worm IC
prompis the worm to infect the MPCP of a decker's oyberdeck

Deckers can detect warm [C programs by performing
Analyze Subsystemn operations, However, if a worm inhabits the

sbsysiem, it tries (o Infect the decker when he analyzes |t
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Deckers can destroy worms by performing Disinfect opera
Hons of by cybercombat. However, il af atternpt to destroy 4
worm Fails, the worm can infect the dec k's MPCP. Worms have
no IC Rating as such. so desiroying one bw either means Aoes not
affect the security tally.

[o determine whether a worm successhully infects a deck's
MPCT. make a test using the Security Value of the host against a
target number equal to the MPCP Rating of the deck. On 1 suc-
cess, the worm has invaded the MPCP, If the deck has
Hardening, this test must result in a number of successes greater
than the deck’s Hardening to inlect the MPCE

Once a worm Infects an MPCP, it cannot be erased. The
decker has to cook a whole new MPCP chip. A worm infection
cannot be detected unless a decker actively tests for it, a task
reciuiring Computer skill {or an appeoy srlate Hardware or B/R skill)
2nd a Base Time of 10 hours. The decker may run the test perl
odically. as often as caution—or paranid dictates, or if he
experiences problems that suggest the presence oOF a Worm

Worm 1€ v 1.0 was developed as a Matrix weapon by Lone
Star's GridSec programmers, More recent worm IOSrams—
dataworm and deathworm—nhave Nt reased dramatically the

dangers presented by warm IC

Dataworms

Dataworms log information about a dec ker's runs and report
it to their owners. Each time a dataworm infected deck logs onto
a grid. roll 1DG, On a resull af 1, the dataworm tries to send a
report chock full of Incriminating evidence o 50MeE specified
delivery address. At the same fime, make a >ensor (8) Test for
the decker. If the test falls, he doesn't even know the system has
a dataworm, If the test succeeds, the decker notices the data
worm report and may engage it in cybercombat to destroy i
before it gets away. In cybercombat, dataworm reports always
act as standard jcons with 3D6 Initiative and an effective Evasion
Rating of B. They possess no offensive capabllities, but will
maneuver to Evade Detectlon (see Cybercombat, p 119, for a
complete treatment of these concepis)

[he effects of dataworm reports depe wd on the events in
the adventure. If the decker gets arrested, the reports Serve as
admissible evidence against him, even If he was not arrested for
Matrix crimes. If the decker uses his deck In a detectable pattern,
the dataworm will report It. This allows a gamemaster to rea
sonably give non-player characters the e-mall names and
addresses the decker uses, the identities of people with whom
he communicates, and the BBSs he logs on to—as long as he

employed that specific data while using the infected deck

Deathworms

A deathworm infection increases a deck s target numiers
lyy 2 In cybercombat. [his Increase applies to all Attack and
Resistance tests made by the decker. If the deck picks up multl
ple deathworm infections, each additional worm increases the

target numbers by an aciditional +1

W
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lapeworms

Tapeworms erase files downloaded onto a deck. [o determine
how much data the tapeworm deletes, roll 1DG - | at the end of
each run. Subtract the result from any Paydata Points the decker
dovwnloaded on the run, If the decker downloaded a specific datafile
to abtain Information, roll 106G, On a result of 5 or G, the tapeworm
cormupts the needed Information and renders it iretrievable,

Once a tapeworm infects a deck s MPLP, It continues 1o
affect all the deck’'s downloads In this manner until the decker

replaces the chip.

TRACEIC

Trace IC is a hybrid of white and gray 1C programs. Basically.
trace 1C works in two distingt stages: the hunt cycle and the loca-
thon cycle.

During the hunt cycle, trace |C tries (o get a fix on the deck
er's datarrail, It does this by "attacking” the decker in cybercom
bal. The target number for these Attack Tests is the decker's
Trace Factor {see below)

The location eycle s a fixed perod of time, based on the num
bet of successes the trace IC scores when it finally “hits™ the decker.

The Matrix 1.0 functions of Trace & Dump and Trace & Burn
are not available in Matrix 2.0, though their effects can be dupli-
cared, Trace IC performs the functions of Matrix 1.0°s Trace &
Report program, Under Matrlx 2.0, a successhul Trace also
enhances the effects of other IC programs,

[RACE FAGTUR

The base Trace Factor Is equal to the deckers current
Evasion Rating minus the trace IC's rating. Add the rating of any
camo utllity the decker Is running, as well as the number of
grids—LTGs, RTGs, and Pl [C—swhere the declker has performed
Redirect Datatrail operations during this run {see bystem
Operatons, p. 117} In addition, apply any trace modifiers for
the decker’s jackpoint {see Jackpoints, p. 28]

If using rthe optional bandwidth rule (see Cyberdecks, p O
apply any trace madifiers for the decker's current bandwidth The
formula, again, is actual banchwidth divided by base bandwicth,

rounded down and multiplied by -1

Vanessa has illegally tapped into the commlines in the basement
of & low-security office building. She went to the trouble of getting
inlo an office building because the business service lines there give
her @ Base Bandwidth of 50 Mp. Her total handwidth at the moment is
165 Mp. That calls for <3 to the Trace Factor (165/50 = 3.3, round
down ta 3, 3 x -1 ==3).

Wanessa left Datatrall Redirects on the local LTG to hide her jack-
paint and the host she is targeting. That's 2 Datatrail Redirects, for a
+2 1o the Trace Factor.

Vanessa's deck is running a Camo-4 ulility and has an Evasion
Rating of 9. The host is running & Trace-8 program. That leaves Vanessa
with a Trace Factor of 4.

Evaslon Rating - Trace Rating + Bandwidth modifier + number of
Datatrall Redirects + Cama Rating
9-B+[-d]+2+d4d=4

"
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HUNT CYCLE

During the hunt oyl

trace C makes Attack lests agalnst
the decker using Initiative and ather rules for ovbercombat. The
decker's Trace Factor is the target number for these tests. The
hunt cycle lasts until the trace IC achieves a successiul test.

During the hunt ovcle, the decker can attack the trace IC in
r'_-,‘-'l:-l-|i“||1|__|..,'1l and try to crash It

Relocate utility programs are not effective during the hunt cyde

LOCATION CYCLE

The location cycle begins as soon as the trace IL makes a
successful Attack Test against a decker. The IC Immediately “dis
appears” and becomes reactive I

Divide 10 turns by the number of successes achleved in the
trace IC's Attack Test, The result, rounded down, is the number
of turns the trace IC needs to complete its cycle and locate the
decker's jJackpoint. During that time, the decker may attempt 1o
locate the IC and neutralize 1t by spending a Complex Action 1o
perform a Locate IC operation to locate trace IC. If the decker
cannot do this In time, the IC ldentifies the decker's Matrix and
meatword locations and reveals them to the host's operators
{See Trace Effects, p. 46, for other consequences, )

For the purposes of measuring a trace IC location cycle,
Combat Turns are consldered completed once they reach Phase
0. If a decker can freeze or destroy the IC before Mhase U of a
Combat Turn, that turn is considered completed

Crashing a trace IC program with combat code produces the
standard penalty to the decker's security tally (see Security Tally,
p. 19, Defeating trace IC with a relocate utllity has no eftect on
the security tally

Vanessa is on a Red-B host when she is attacked by a trace pro-
gram. The trace IC Atack Test produces 6 successes— puch! Ten
divided by & produces 1.7, rounded down to 1. If Vanessa can't take
pul the IC, it will trace her in only 1 Combat Turn!

The IC vanishes and the clock is ticking. Vanessa tries a Locate IG
operation on her last action of the present turm and finds the pro-
gram's address. She will try to beal i next fum.

DEFEATING TRACE IC

A decker can defeat a trace program three ways, During the
program’s hunt cycle, the decker can attack it In cybercombat
and atternpt to destroy it. During the location cycle, the dechke

can run for it or use a relocate utilioy

Run for Il

A Craceful Logoff operation enables a dechker (o ger away
and immediately stop the location cycle of a trace program
However, trace |C tries to prevent this operation, so increase the
decker’s target number for the operation by the 1C's rating [see
System Operations, p. | 14, for details)

Simply jacking out of the system will nol defeat trace IC,
because jacking out leaves the comm links in the network open

for a measurable period. First, the LTG has to verihy carrier signal
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Relocate It

To use a relocate utility to defeat a trace program. a decher
must spend a Simple Action (o make a Control Test (the relocate
utility reduces the target number), The gamemaster makes an
opposing Security Test for the host/grid. Any successes for the
opposing Security Test are added to the decker's security tally

It the deckers Control Test succeeds, he successfully
"spoofs” the trace program, Its sampling algorithms are sent on
a wild goose chase. However, unless the decker keeps that trace
suppressed (see Suppressing IC, p. 40), the trace will pick up
where it left off, so the gamemaster should note how many turns
were left in the location cycle when the decker completed his
Control Test

[F the decker chooses not to keep the trace program sup-
pressed, he can use a relocate utility again any time during each
turn. It he succeeds, the trace IC remains neutralized for that
turn. It he fails, the trace program ticks one turn closer to finish-
ing its task.

Deteating a trace program with a relocate utility does not
count as crashing the IC, and so it does not add the penalty to the
security tally created by destroying the IC with an attack utliity,

Vanessa has only one Combat Turn te beat the trace program. Ba
her first action, she uses the relocate utility. She has Computer-10
gnd is running Relocate-4. The IC is Trace-8.

Vanessa rolls 10 dice (Computer Skill) against a Target Numbsr
of B (IC Rating) —4 (Relocate Rating). The host opposes this with tw

usual test: Security Value (Detection Factor). Vanessa, rolling 18 |
dice against a Target Number of 4, scores 4 successes. The hest |
scores 3. Vanessa successfully blocks the trace this turn, but the :
security tally goes up another 3 points. |
Vanessa can either allocate a point of her Detection Factor le

keep the trace IC frozen, or can try to use the relocate ulility againsi |
i1 again next turn. 1 she fails to do either, the IC will finish traciey 5
her jackpoint on Phase O of the Combat Turn. f
:
TRACE EFFECTS :

If a trace program completes its locatlon cycle successhilly,
several things happen, First, the system records the jackpoint's I

nerwork address and physical location In its security logs. That
means that any security assets in the meatworld monitoring the <

invaded system can Initiate physical measures against the deck-
ers location (l.e., they send out the goons). More immediately .ll

dangerous to the decker are the |C-targeting and tally-accelera-
tion bonuses that the host recelves T
t
IC Targeting a
The IC-targeting bonus reduces by | all target numbers for A
Aftack Tests the system’s proactive IC programs make against ¥

loss. Then It gracefully dismantles the decker's datatrail, the the decker In cybercombat

same way a user-initiated Gracehul Logoff does. just because a W
decker jacks out doesn't mean his datatrall disappears in a big 'I.illg Heeeleration ré
puff of bits. If a decker does jack out, roll 1D6 = 1 (minimum When the tally-acceleration bonus Is [ effect, add | to any 3 W
value |s 1), The result is the number of turns the decker's data- increase to the decker's security tally. For example, If the host '

trall remains intact, If the die roll result equals or exceeds the scores 2 successes in a System Test, add 3 to the security tally

number of turns lef in the trace program's location cycle, the |C

will still locare the jackpoint

i
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SECURITY ASSET RESPONSE TIMES

Jackpolnt Target is:
Is In Security Rating: Mubllc Corporate Megacorp Government
B or higher 1+ LDG 15 - LD6 B+ LDo 10+ 1D6
L [0+ 405 | DG |0+ 1DG 10 « DG
D 20+ Al I = 2D6 5+« 106G 54 1D
i M A 10+ 106 5+ 1DG 5+ 1DG
on Shle M A 2D5 + 2 IDG + 2 206 5+ 2

Physical llleasures

The physical measures triggered by a successful frace pro
gram really depend on a large number of varlables. For example,
sy the trace |C has reporied that the decker 5 apped into a
dataline in Eedmond. at such-and-such a location. The speed of a
physical response depends entirely on what resources the Invad
ed systern s ovmers have, jurisdictional concerns (see Matrix Law,
p, 132 the location of the nearest usefd] assets, whether Lone
Star or any other local law-enforcement agency has been called in.
the standard Security Rating of the site. and so on

The samemaster may use his own discretion or dice rolls o
tetermine the time it takes for securlty assets {l.e., goons) to reach
the decker s jackpoint. IF using dice rolls. consult the Security Asser
Response Times table. The result of the dice roll is the response
fime in minutes, Keep in mind fhat all response times are simply
suggested guidelines, "Covernment” entries in the table assume a
UCAS setting—response times may be longer for less organized
governments and shorter for efficient, paranoid ones. Cruel
gamemasrers can always determine that by some wretched mis-
fortune the com or government in gquestion |ust happens (o have
A ‘strategic asset (i.e., goon squad) near the scene that can reach
e decker s location in, ob, 30 seconds or so

"On site” jackpoints refer to entry points inside a manned
location that belongs to the system's owner. For example, a
decker jacking into a government host from inside a federal
cifice bullding Is on site

TRAP TRACE

The functions of the Matrix 1.0 programs Trace & Dump or
Trace & Burn can be reproduced by combining or trapping
trace IC with a program that can blow the lcon off the grid—such
a5 killer [C—or gray [C programs that attack decks directly, such
a5 blaster or sparky IC, OFf course, trace also may be combined
with black IC to create lethal trapped trace IC.

lrapping trace IC reduces the frace program’s effectiveness,
when linking trace and gray L programs. add half the gray |C
litthng to the Trace Factor of any persona targeted by the trace IC
When linking trace and black IC programs, add the full black IC
miing to any targeted decker's Trace Factor

See Trap B, p. 50, for more information.,

TRACE 0N A GRID

Trace triggered by a grid keeps working agalnst the decker
as long as he remains on any grid controlled by the same KI1G. |f
he defeats the IC on an LTG, he must keep It suppressed or keep
relocating it as long as he is on that LTS, its parent RTG, or any
other LTG governed by that RTG (see Suppressing IC, . 40, and
Relocate i, p. 406, for detalls). On the other hand, the [C |oses
interest in tracking the decker once he has logged onto a host or
another RTG ar PLTC.

If the trace IC has been triggered by the RTG that governs
the decker's [ackpoint, or by an LTG attached (o that BTG, then
the IC can immediately dump the decker once it detects his jack
point. In such circumstances a killer-type attack is not necessanry,
because the central switchers for the RTS accept control direc
tives directly from the 1C. This option Is not avallable to a trace

ariginating on other grids or hosts

BLACK IC

Black IC is a torm of proactive IC that samples the command
transactions between the decker and his deck and then injects
dangerous biofeedback responses Into the deck's ASIST Inter
face. These feedback responses raise the deck's simsense signal
to the same levels as a BTL chip on overdose intensity, As a
result, the signal may overload the decker s neural connections
and in turn render him unconscious, trigger psychological disor
clers, brainwash him, or cause death from stroke, heart fallure
|[--.[3Ir.ur_:ur'-..' F'-l--'-.’.|:'.-'5~i5. dNEUnsm, Of neuratransmitter autotoxiclog.
And those are just a few of the possible effects.

"Cool™ decks, which use weaker ASIST signals, do not pro
duce lethal simsense signals in such situations. though deckers
using cool decks remaln vulnerable to stun damage and psy-
Chotropic IC. Only the most feeble, non-simsense {erminals, the
so-Called tortoises, provide protection against these effects. (See
ICCM, . 86 in Cyberdecks, for more information. )

BLAGK IG 11 COMBAT

Black IC begins to subvert the ASIST interface in a decker's
cyberdeck as soon as it scores a successful attack on the decker,
even if the hit does no damage. Lntll the IC scores that first
attack. jacking out of the Matrix is a Free Action

U< 0D
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After a black € hit, the decker must spend a Complex

' J."r-." ";:‘]ﬁg-”h] Action and make a successful Willpower (Black 1C Rating) Test to

] i Rl A jack out. If the test succeeds, the decker may jack out, but the

A &) black |C makes one more cybercombat attack agalnst him before

the connection foes down. Black IC also makes an automatic

,  BRLA attack if a companion at the jackpolnt pulls the plug when the

o, ' deck indicates black |C activity, or if the decker jacks out using an

: ; ICCM bBlofeedback monitar {see Cyberdecks, p, 51)
LETHAL BLACH IC
4 v \ Lethal black IC fights ke Killer 1T in cybercombat, However

- successful lethal black IC attacks cause damage to a decker and

! \ his icon. The Damage Code for the IC depends on the Security I]
i j . Code of the Host: (IC Rating) Moderate for Blue and Green sys

r._: N it il ! tems, [IC Rating} Serious for Orange and Red ones, The Damage (e
: ! .": I Code applies to damage to bath the decker and his |Con b
i d Raise the Damage Level for every 2 successes on the ICs 5
I l Artack Test, Every time black IC hits a decker, the decker rolls b
{ | two Resistance Tests, Hardening reduces the Power of the dam- -
"I- age for these Resistance Tests, A Body Resistance Test, using his =
\l:, Body Attribute, enables the decker to resist damage (o his per- c_i
\ son. The Hacking Mool may not be used lor this test, though i
y! Karma Pool dice may be, The decker also makes a Resistance [est o

| using his lcon’'s Bod Rating to resist damage (o the lcon, The lcan
| resists damage as it resists damage from killer IC (see Killer, p I'"

41}, and armor protects the icon normally
The decker’'s Martrix connection remains intact if the con g [

L

killed before the decker dies or manages o jack out. In such

f
cases, the |C completely dominates the decker's icon bandwidth. :::
I Increase the effective rating of the |C by 2 (even If the optional -
i bandwidth rule 1s not in use). OF course, the decker cannot fight m.
back at all with his icon down, All he can do s ry o |ack oul Bin
. before the 1C kills him di
3 The Matrix connection automatically goes down IF black € i

: kills the decker, But before i turns the deck loose, the black IC
gets a shot at the MPCP, making the attack as If it were Dlasoy int

IC, with clowutre its rating. If the black IC completely destroys the
MIPPCT, the IC deletes all data downloaded by the decler during FIS
the run. It deletes any such data stored |n any connected storages

; f I % i memory as well, and reduces the MPLT" s Rating to O let]
) ' . Lethal black IC damage overflows in the same manner i} fac]
Physical damage o a Shadowrun character, Overflow r|.=|r|1.13:': -
r from lethal black |C represents increased levels of brain damage § det
If the overflow is high enough, the decker may receive imes ma
versible damage that leaves him brain-dead even |F life suppo ' ey

can be established. IF the decker can be revived, all the rules g
Deadly damage apply (p. 115, SRI). IF it
\ If a decker Is using a "cool”™ deck, lethal black |C acts ||'l!:ll e
\ same as non-lethal black 1IC and causes 5Stun damage, (S8 e
' Cyberdecks, p, B5, for detalls on "hot” and "cool™ decks.| deli
. :

i

8 l1 Cybersushi, who has Body-4 and Hardening-1, is rummaging -

around a Red-8 system whin he runs into a black IC-10 program. The
IG attacks him and hits, scoring 2 successes on its Aftack Test. We
wan't worry about what happens to the icon—~Cybersushi has snough
troubles of his own.

W
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The 2 successes stage up the Damage Level from Serious (3) to
Deadly (D). Cybersushi takes a 100 hit from the IC! His Hardening
reduces the Power of the damage to 9. With only 4 Bady dice,
Gybersushi is not thrilled by this benefit. He adds 4 Karma Pool dice
to the Body dice for the Resistance Test and achieves 2 successes,
which stage down the Damage Level to Sarious. Glose call.

Cybersushi fills in 5 boxes on his Physical Condition Monitor.
Moanwhile, the IE rips his icon into junk logics and takes complete
goftrol of his icon handwidth.

On its next action, the IC whacks Cybersushi again. Now his icon
is down, so the IC's rating is up 2 points, to a 12! It scores 1 success
Ihis time, so Cybersushi has to resist 125 damage, which his
Hardening-1 reduces to 115, Good luck, Soosh.

Permanent Effects

Any Deadly wound may produce permanent aftereffects
see p, 113-114, SRIL. This rule applies o damage caused by
black 1IC as well, In addition to the permanent damage listed in
SRN. these aftereffects may Include neurclogical damage that
praduces memaory lapses, hallucinations, tremors, phantom pain,
migraines, or similar conditons. In the case of neurological dam-
age, the gamemaster may devise his own rules for the long-term
eflects—perhaps cannibalizing the rules from Cybertechnology
for the TLE and CCS5 syndromes—or permanently reduce the

decker's Intelligence Attribute by |

l0f=LETHAL BLACK IC

Mon-lethal Black 1€ functions n the sarme manner as lechal
black IC, with the following exceptions. First, non-lethal black IC
causes Mental, not Physical damage. Deckers resist such damage
with Willpower Tests, If damage from non-lethal black IC renders
a decker unconscious, the decker's Matrix connection s auto
matically broken. However, the non-lethal black [C still gets a
final shiot at the cyberdeck’s MPPCT and the data downloaded
during the mun. In addition, non-lethal black IC works the same
on both "hot™ and "cool” cyberdecks

Mental damage done by non-lethal black 1€ can overfiow
neo the Mhysical Condition Monitor,

PSYCHOTROPIC BLACK IC

Meychotropic Rlack L functicns in the same manner as non
lethal black 1C. with the following exceptions. When a decloe
jacks out or 15 rendered unconscious by damage and dumped,
he makes a Willpower (Psychotropic Black 1€ Rating) Test to
determine If the IC program caused lasting psychological trau-
ma. Reduce the target number by 2 If the decker is using a cool
cyberdeck

[ the test succeeds, the decker suffers no psychological effects,
Fit fils, the I implants s psychotropic effect in the dechker s mind
These effects may vary widely, but a few of the commonest ones are
described below, Creative gamemasters may aevise Numerous
tdelightful vanarions on these themes as they wish

See Recovering from Psychotropic Effects, p. 50, for infor

mation on recovering from the various effects of psychotropic 1C

Lt

Cyberphobia

Cyberphobia s a profound fear of the Matrix, decking, and

all related concepts, Any character afflicted with cyberphobia
must make a successful Willpower Test against the rating of the
psychotropic IC that caused the phobia before he can [ack into a
system. Also, add the IC's rating to the target numbers for all
rests the character makes when decking, programming, working
with hardware, vou name It As a rule of thumb, the phobia
affects any task involving computers or the Matrix

Drugs or spells inducing tear-free responses. tranqullizers
and the like may reduce the phobia penalty by up to hall, Adrenal
conditioners with endorphin analogues are the best bet, These
drugs are only mildly addictive, cost 25 nuyen per rating polnt and
are avallable without prescription up to a rating of 4, A Jdose lasts
for about a day, Once medicated or under magical treatment, a

decker suffering from cyberphobia can begin recovenng

Judas

The so-called |udas effect is a subliminal compuision to
betray one's self and one's colleagues, A decker sutfering from
the Judas effect leaves clues, bath in the Matrix and the rea
world, that lead to his location or reveal the identities of his col-
leagues. An afflicted decker Is not aware, however, that he is
doing this. To simulate the effects of the syndrome, the
gamemaster may simply e about tests macle to defeat trace IC
programs or increase the decker s target numbers in such tests
by a penalty equal to the rating of the psychotropic IC program
that caused the Judas effect.

The afflicted character simply performs other roleplaying
actions without any conscious awareness, For example, If some
one were to ask the decker if he was the one who scrawled the
camural's commecode on the corporate office’s front door with
hot maroon lipstick, he would really believe it when he saic
"Wo.” He'd even beat a lie-detector test, Make a secret
Willpower (Psychotropic |C Rating) Test for the character when-
ever he is about to perfarm a compulsive act thar would betray
himself or others, IF the test succeeds, he resists the compulsion
(However, all this Is subconsclous and the decker has no ldea
what his ming Is up to.) If the test falls, the decker carries out the
compulsive act with an effective Stealth Skill Rating equal to the
rating of the psychotropic IC that infected him. IF another charac
fer s present when the decker performs a compromising act
make an Intelligence |Psychotropic IC Rating) Test for that char
acter. If the test succeeds, the other character notices the deck
er's actions. The same test applies to any character monitoering
the decker on a Matrix run or reviewins Ic:j.._';'- ol hls runs

If the decker’s companions detect his conditicn and prevent
him from acting out his compulsion, he may begin recovering

from the effects,

Mat rix Mamac

A decker infecred by Matrix maniac 1C recovers consclous
ness Ina maniacal state of rage. He may attack persons at ran
dom, flee In howling terror. gibber, rant—you name It In combart

the decker fights no-holds-bamred, firing weapons full-auto if he
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LA, Wsing his nastiest WRALHINS 1N ||-|'I".,-"‘-IIZ al combat, and 5o on,

This state lasts until the decker s killed or knocked owut.
However, the state résumes when the decker regans Cconscous
ness, A foolishly over-Kindly gamemaster may allow the characrer
to make a Willpower {Psychotroplc IC Rating) Test every £4 hours
to see if the decker finally wakes up In a non-peychotic state of
total exhaustion (though the Matrix-maniac conditioning might be
designed to produce perdodic maniacal states, of course)

Magic or drugs may suppress the rage and allow the char-
acter to recover. Trang patches (p. 250, SRI) or equivalent med-
ication with a total rating equal to the psychotropic IC's rating
suppress the rage for Z4 hours, whether they knock the decker
not. Control Thought or Control

1 also can be uset
SRII} al I I

out ol Emotion speils |p

| Si5=5F

Positwe=Conditiomng Psychotropic IT

MPositive-conditioning psychatropic 0 (PCMC), more com

monly known as "l-love-the-company™ 1C, [s not truly black 1C
because |t does not harm the decker. PCPIC compels the decker
ta |ack out, rather than damaging him. Use the uswal rules for

Black IC
IC Raring) Test ro avoid voluntarily jacking out. If the decker has

but the decker has o make a Willpower (Psychotropic

thee Mlarrix

For ather effedrs, charac

program that infected them. A character affticted will
fest clally

manlac etrect must make the

ters repeat the test weekly, IFf the dechker s under appropriae

medication or magical treatment, recduce the target number by
| P |

Hospitallzed Likestyle,

under intensive psvchotherapy, which requires the

reduce the targel number by £ (medica

tion is part of therapy, so these bonuses are not curmulative), If
kept under maintained, locked, quickened. or other spells with
the desired effect, reduce the targer number by an additional |

Recovvery rom PCPIC s

aversive counter-conditioning {i.e

mare difficult because it involves

the decker has o be condl
tioned with graphic images showing the corporation o be utter
bastards, despoiling the environment, murdering chiidren, and
the like), Raise the target number for these tests by | to reflec

the unpleasantness ol the procedure

IC DEFENSIVE DPTIONS

Ao 1C Progiam may be fitted with three defensive aptions
armor, shield, and shift. Shield and shift defenses are Incompatible

with each ather. though both are compatible with the armor Gpion

taken damage, apply a target modifier based on the character's "H"][IH ﬂEFE"SE ::I
Damage Level (41 for Light damage, +& for Moderate damage,
3 tor Serlous, and +5 for Deadly]. The character repeats the test Armor defense reduces by 2 the Power of any attack againsl A
every turn after the IC hits, so it's only 4 matter of time before the protected |C. For example. armored |[C attacked by an 5
the decker is forced out of the system Attack-6M utllity would make irs Resistance Test against a Targe Te
Cince the decker has jacked out, he may make a Willpower Murmiber 4 il
(Peychotropic IC Rating) Test to negate all subsequent effects of ,
| ‘“ | SHIELD DEFENSE h
If the test fails, apply a +2 target modifer to all tests the The shield defense adds a <2 target modifier to all tesisd ;_E
decker makes when he performs actlons that might harm whar decker must make o hit the protecred 1T in oybercombal =
he percelves as the best interests of the company or other group Combat utllitles with the penetration option defear op
or Individual that employed the psychotropic K. This involves shield defense automatically and do not recelve the +2 penaly e

not just Matrix actions {"steal data from them? Newver!™) but any
thing else {"Help you break In amd steal hard copy doCuments
rom that corporation d rather shoot my granny. ) The decker
may make a Willpower (Psychotropic 10 Bating) Test to avoid this
penalty on each oCcasion

For actions that normally do not require a test (such as
deciding to infiltrate the company’s premises ilegally), the deck-
er must make tests using a relevant Attribute (usually Willpower)
against a Target Number 6.

Comporate programmers with a sense of humor have been

known o include more positive elements in PCPIC as well, These

However, the shield defense s extra-efective against prosrani

with the chaser aption, which must add a +4 modiher to the tal

get number.

SHIFT DEFENSE

The shift defense enables an IC program to "dodae”™ Incom

ing attacks, It adds a +2 targel modifier to all tests a decher mud
malke to hit the protected IC in cybercombat

Combat utllities with the chaser clefeat the shl

Cpatihean

defense automatically and do not receive the +21 penaly

However, the shift option 15 extra-effective agalnst progrm

PCPIC programs not only make the decker reluctant to particl with the penetration option, which must add a +4 modifier to i :-:":

pate in acts against the company. but impel him o buy their target number. be |
products, Honestly

P may not be part of any party 10 in combination with THI:"] |E Valy

any other farm of hlack 10 This

HE[:[]UHHI"G FHI]m I]WEHHTH"NE EFFEETS frap I is 10 that is linked to aray or Black IC. Ay reacts i

Characters may recover from psychotropic 10 effects by white, or trace IC program can be used as trap 1C, IF crap IC) all ¢

making Willpower Tests against the rating of the psychotropic IC destroyed In cybercombat (or in the case of frace, it It inishes i b

lacation cycle successfully) it triggers the hidden gray or bladl i
ncre

Sl

R
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IH:_}“? If the decker neutralizes the trap 1C without destroying it I'he maximum increase depends on the Security Code of the
e it does not trigger the gray or black 1C, which remains hidden system, as shown on the Cascading IC Table
and Inactive, The optional cascading 1C rule makes 1C more dangerous for
s Applications, files, anc skave remotes can be Arred with hid deckers, However, deckers may minimize its effects by quickly
"? Ilﬁtl den gray or black IC programs as well. The decker triggers these suppressing 1C programs as they encounter them (see
d 'I_I' programs when he crashes the protected icons or falls a System Suppressing IC, p. 400,
arge! Test made to control the icon, The trapped data bomb is a partic
ularly nasty variafion of this arrangement. If a decker s test against
the booby-trapped subsystem fails, the trap IC goes after him and
detonates its data bomb if it locates him, Onby a successful Defuse [:I:IS [:I'“]I"E ": ]HELE
A Test enables a decker to destroy both IC programs
e .'"I..l:‘ll"l. ker can detect trap IC by performing an Analyze IC System Security Code Mazlivam: Intinaie
ity operation against the white IC or :m_f"uml},.'n' lcon operation in Blue |
ifb the case of some other Matrix entity fitted with trap IC. Craan 25 percent of orlginal rating or 2,
IL Lat whichever is higher
up'”ﬂ"nl. HULES Crange 50 percent of original rating or 3,
whichewver iIs higher
_ : _ ) _ _ Red 100 percent of orfginal rating or 4,
G _ Ihe .I'D.Ilmwnu:', optional rules EIE'S-EI'IL.?IE particularly _Iu_f[hal warl whichever Is higher
CE afions of L and suggest ways o combine types of IC into even
. more threatening gamemaster tools.
=
n;::l_ EHS[:HI]I"E II: : _ : . Fastlack is nru_im atiack by a cascading Killer-5 program on a
When cascading IC misses a decker in cybercombat or fails Grean-6 host. Its first Attack Test pses 6 dice. The test falls, and so
;:‘I'”nl'-' o damage a decker when it scores a hit, it allocates more sys- the next time it makes an Attack Test it rolls 7 dice. If the test fails
e tem resources to future attacks. Any proactive IC program may 39‘3“‘_- the value “5_'35 to H—'H'P.liI:h represants a 25-percent increase
be programmed o cascade. over i1s nrhglnal rating, FIIIHi S0 ItS maximum Iru:rerr_se.
If cascading 1C misses on an attack, Increase the Security Now; lot's Siu.r i “:.IHIE AR S H "'.F"'“:EE PRGN 10 ML
5 ing. The IG's rating, which is the Power of its damage, would starl to
Value used for (ts attacks by | for each subsequent Attack Test cascade. Because the IC is a Killer-5 program on a Breen hast, Its rat-
This increase is cumulative—each time a (est fails, add an addi ing may increase by 2.
fonal point to the Security Value, a0, IT FastJack is “lucky” in early exchanpes with the IG program,
sl If the IC program attacks successfully but the decker resists he will eventually tind himself facing the equivalent of Killer-7 on a
il al of the damage or otherwise neutralizes the IC's effect Green-g host!
e5 the . ; ;
ncrease the IC's rating by 1 for subsequent attacks. These
M X ncreases are also cumulative

!
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EAPERT IC

in Matrix 2.0, expert [I€ may be used o increase rhe attacl

NS GF Cdrmids Feslslance rating capabilities of proactive IC

OO i i L1 L H these ratings are Dased
i e | 1] ECUTITY  Value—see IC Ratings, p. 40
However, incredsing one rating reduces the other automatically

| ] & CExpert molincanon 1o inerease the attack
18 ala program by 3 would reduce the program s cdam

TRFE | LaArkCe raring by 1. The expen moCRCation may Increases

or decrease ratings by | to 3 points

For an Expert Offense-2/Blaster-5 |C Program on a Redl-6

nost, the Arttack Test wauld = odice (securiny Value of G

]
i o

| S

expert modincation « Ihe gamemaster would roll only 4 dice

far any Damaoe Resistance Test madle for the [C
1T k T
CONSTRUCTS
A canstruct is a gamemaster-designed icon that consists of
b0 or more e programs combined In a Matrx “criter
Lanstruces should displav cu ning, using nasty tricks and
actical simia la retlect this anstructs may have Threat Hatings
p. 187, SRHU). On Green systems, construct Threat Ratings man,
not excesd Lin Liranege systems, these Throat Fatings may not

Cxoeed L Un Ked svsiems. Threar I':-":i""'." may ol exceed] 3

Lonsructs on Blue sysrems miay not have THrear Ratings, Threat
-

dice may ¥ added to a eals excepnt Inltathve rolls.

Ihreat Ratings may make construces too daneerous for wat

fving game play. especial it I"-_*'.""“"f". declkers, and so
Amemasters may skip giving constructs Threat Ratings in their
=Eiaal: LI e other |||||.| YN I'I'_l.:llllll"l:n'I I'l‘._'l,_'.':f" oo
| e e ENse noy 1o gel into systems thal are |I|-:-'|'-,.' LD CONCain

Buwlding Constructs

LONSIructs e ceellent way o Create nrolec e
Irmms of reacrivie |I I 0o 50, simply palr a reactive form of N
WER A proactive form, Any I1IC [Fragram masy be included ina con

i

v CONSIFUCT & Canag 1T Y |'.||| Ut DA I'.r"':'-“'._ LTI TS l'.,-',c||||.l' :;I

e IL-5 parent host or grid. The combined ratings of the IC pro
e the constrect may not exceed (s Ccapacity, Mo single [
program may hawve inng arearer than bwo-thirds the
hastygra s security value, rounded up. 5o, on a host with a

SeCUrity Value 8 onstruct can hold IC programs with com

ned ratngs of 10 points. No single program In the construct

can exceed o, which is twasthirgs of 8. rounded up

Lerdy I [3rosdrams oo ictcdicionral

SUMme an [0t of Capacity

or eXArm[2le

ster-4 would use 5 points of a construct's « RTEED

ey, Black I ysess 2xra polnts, Lonstnucts may bhe -|."-"-Il.'||'|l.";|

IC

2l Each option selected uses up 2 points

irmon, shleld, and shilt defensive options as well [{see

Deftensive Options, p

ONsiruct s Capacity. 50, IFa conscruct with a « apacity of 15

Aas Nied with the armor and shift options, the construct would
have 12 paints lefr over o divide among IC programs.
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Gonstructs in Cybercombal

Lonstructs are always proactive, because bullding a con

struct with no proactive components offers no advantage

A Construct can attack any available target in cybercombat.
USlng dny one of its avallable programs. Resolve attacks against

| F s 4

Construct as If it were a single icon. A construct has a sinele

Condition Monltor. Fill thar in, and the whole thine crashes—al|

ITs r_||| -:lllllll--'\.. w i I 1

B

- .
unring

with

individual |C programs, constructs use the

host/grid's Security Value when making Attack Tests and

”"-”"'u'." Resistance Tests, The ratings of the individual 1C G
grams are used to determine cheir effects only

Lonstructs can use combat maneuvers as well [see

Cybercombat, p. 121). When designing a construct, the

gamemaster should determine its basic combat approach: stand

up-and-slug; sneaky. popping In and out of detectlon: going for
killer positions In Matrix dogfights: and se on. Some « orps tend
o consistently choose certain behavlors fow their constructs, Ares
CONSTUcts lizts

s ]

taceical

[

madaneuvering and frickeny.

ATte |_|'|I|-.||-::_-:'I-,.' Ioads s constructs with Pewwerful programs
designed to overcome opposition by brute force
A construct’s Initiative |5 based on the lowest rating of all its

component IC programs.: (See Cybercombat, p. 120, for details.)

PHRIVIC

Farty IC consists of a cluster of independent programs that
WOrk cooperatively to destroy the decker. Unlike constructs, the
component programs of a party IC cluster do not form a single
icon. A decker dealing with a three-piece cluster of party I
wolllel have to defeat each plec separately, However, party IC
differs from individual pieces of IC in several ways

First, any proactive 1 program in a party IC cluster suffers a
penally on jts Attack Tests because the host |s civicling its atten

O Amone
v

the programs, Increase the target number for all
Attack Tests made by party 1IC pragrams by the number of pro
grams contained [n the party IC cluster

aecond, party IC programs are harder to hit because they
surround the decker's processing space with rapidiy shifting tar

get addresses, Increase the decker's target number (o hit any
COMPaneEnt program in the party cluster by the number of IC pro
grams In the party cluster. Combat utilities with the area effect
optien defeat this feature, however, and the Penalty does nol
apply to tests made with such utilities

These modifiers continue to apply even if the decker crash

Es Ohe oF the component programs of the party 1C

Buwlding PartyC
Every party IC cluster has a capacity equal to twice the

host/gric’s Security Value. The combined ratings of the party
cluster’s component 1K Programs may not exceed this capacity
As with constructs, treat the capacity as a pool of points used to
buy” IC programs,

The maximum number of components in a party 1C cluster is
eqqual to half the Securlty Value. Non-IC COMPONEnt Programs

My have dly ‘._"'.Ill'.:-.'!l_

.
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All the options avallable for individual IC programs are avall
able for party 1C, Each option added to a party L cluster con-
sumes | point of the cluster s capacicy

H0ST SHUTDOWI

IFIC Programs and constructs Fall o stop an intruder, a host
camputer may shut itself down completely 1o dump the dechker
Unlike a decker-Initiated Crash Host operation, a host shutdown
mvolves a number of sreps, such as gracetully terminaring run
ning programs, transfering controls to back-up systems, Closing
files 1o avoid damage, and so on,

Hosts begin the shutdown procedure when the decker
reaches a predetermined Security Tally threshold. (Typical
firesholds for different hosts appear in Matrix Hot Spots. p.
1499, When the shutdown threshold of a host is reached, the
gamemaster rolls 1 D6 for every £ points, or fraction thereof, of
the host's Security Value, For example. the gamemaster would
mll 1046 for a hose with a Security Value of | or £, 206 for a host
with a Securicy Value of 3 or 4, and so on, The result of che roll

Indicates the number of Combal Turns the host's shutolosn

sequence will last. In addition, the samemaster should roll

DGy LL rounding fractions up, The result of this rall indicates the
final warning™ turn
Once the shutdown sequence begins, make a secret Sensor
Test for each decker In the system, Make these tests al the endl
of each Combat Turn against a target number equal to the num
er of Combat Turns remaining in the shutdown sequence
Continue the tests [ar each declker untl! ane succeeds. At that
[acunt, that declier Lnows rhat the host s (0 £huotdown mode, bt
not when it will 2o
Whether or not deckers have detected the shutolown
intorm all deckers In the system that the shutdosan sequence
(5 In progress when (he sequence reaches the fdnal warming
turn, and el the deckess how many tarns remalin before final
shutdown,
The host actually shurs dtsellb of f at the end of the last Combat

Turn In the sequence. Any decker online when the host shuee

down s dumped and may sutfer Dump Shock as a result. A

frames and other pragrams the decker has rinning crash

Ongoing and monitored operations (see System Operations. p
[ 1) terminate as well

b
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HEADER DAMAGED: .07 Mp CORRUPTED > =:Internal Memo
FROM: Manager, Data Security
TCH: Seaf

Dear Colleagues,

Attached please find summary digests of the papers from
the Countermeasures Symposium at the recent Corporate
security Managers Online Conterence. Flease treat this material
as company confidential and do not clrculate it outsice staff
Authorized as need-to-know, even here onsice, 1 will welcorme
Ay suggestions for Including these concepts in our own securl

iy drrangements af the unit workout session next weels

Regards,
<DATA DAMAGED; 005 Mp CORRLPTED»>

EMD Internal Memo-

i‘Weat, he s own sigratura? Whatl o cireb

corupted
Sarity (2 15132008 12-58)

=(loke out alzon and buy a Clue. The decker who rippedd

e ail filed the numbeas off. [hat way, some snesich for the
ores can't gal in hare and 18l M Corodeck that his security’s
ompromssd, Whot woaudld you wand B de? Take oot anoad on

aagtle spy teling everyone vou did nis great datanp 7l

MmO The Run (0508 34/05-14-55)

LS PLAY Arcachment
COmMAPANY COMNEIDEMNTIAL =°°
Intercorporate Security Management Lonference

Intruslon Countermeasures Symposium

[. An Enhanced Counterintrusion Location Constellation Alicia

spotted Serpent, S5anta Fe Security Systems, Pueblo Coundil
-[Corslaliotican™ What 1§ this, astionamy Or Comp scifisa<a-s

Hearrls ¢ |yLf Ty 1 L T LY

We have developed the Rllowing algorithm under the

Cooperative Constellation |C maodel, developed in the Pueblo

SOTHINFEAR

Host Security Ualue
0 8 10

lrace-4*
Probie- 2
Killer-5

Trace-5°
E"rl“\[u' i |
Killer-G
lar Baby-3

lrace-&"
Frole-4

Killer-G

"All trace code is offensively augmented with onboard exper
system code. with offense-orlented optimization and reciproca
defensive recalibration. On a host benchmarked at Security Value
&, this means an effective rating of 8 during the location cycle
with a damage-resistance rating of 4, All values = 00085 sulyject
to extended foating polnt adjustment in the pulse transports for
the host's system command compllers, See appendix llc for

detailed projections of efficiency issues In ported code

===x2 (" Offense-crented optimization and reciprocal defensive
recalioration?” Combating 12
._|r.=_.|, &

MNaller {18:58:12/05-12-56)

L= T LT l"".|F Arect 1a decos |"II\:_;- ”'l:.

»=22>What it means Is, if it gets at yvou, you're ragged If yvou're
swill enough arnd gat the fist strike In, vou can fake It down easy
Honestly, don't ¥Oul B0 ] ClET an aducation tThass doys?] <

Plugheoad (21:4%:31/05-12-584)

»a>x>(Education |8 being taught not to write drivel lke
el | el

Mailer (2412 12/05-12-54]

This particular configuration is designed for execution when
intrusion is suspected but not confirmed. The killer program s
activared in the Rllowing circumstances

‘Tar baby captures a utilit,

“The trace completes its location cycle and [solates an lllegal
jackpaint, In that event, the killer program becomes aggressive,
applying the -1 combar efficiency parameter to its attack instruc
ticons, due 1o the lock on the ntruder icon s jackpoint

A relocate program is used on the trace component

lcono
|

mom

Caomporate Council as part of a joint effort by a consortium of lead- Maturally, as cooperative elements in a program constella Tk
ing software development houses tion, the Level 6 and 8 implementations suffer a +3.0 adjustment WS |
to success probabilities, and the Level 1O version suffers a +4.0 mani

[(Cih, tnot must ba the fancy name for party oe. Mever adjustment. Against intruding icons on Orange-to-Red-range and |

securley systems, these Inefficiencies are compensated for by

addr

-Berds (194801 /08-13-54) baseline success probabilities. We project a target value of 7 to the |
S on a Red-10 mainframe, for example, though low-trace intru falco
The development environment was a Mitsuhama Yorltomo i
= | - - e okt el sion routines would have a proportionately greater chance of the 1
frame W - L - = he -1 r [ . 4
malntrame with Security Value benchmarked atc 10, We then avoiding detection, leart
tweaked the code under VIV emulations at Values of B and &, v L
Merformance remained within the parameters documented in the
LK 1FhE Lo TG 1 *LETS QOCUMeTyieds | ] = e 1 rlpes, v II'-][-] with this ot Al anad the I'"' g Im _:'I..“"
evaluation summany In the full document PP e
chrire-Frs s inde the - ] 1 ti 5 I e |
The shart-form code index of the basic implementation ety (2 1:55:50/05-12-66) Y
Follows gol 1
Jrjs W
lir |

]
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SOTHINMPFEHR

cnapnin’ 1his Itk minag ke o vswotte akin' all kinds of foiss
e lconography Hh : :
n ) ) o ) - v the fime | polished off fhe somunal fwo more pleces of K2 wera
The constellation s programmed to take its sensory cues L
i i - seramblin’ ar e, and the ninga bod graBbbasd my relocats ano
from the operating system, defaulting o UMS in the absence of PRI I S R : 3 ' : '
. i i & sxplodad. | bharely Gol Ul with my hoop N one olese ) .
Jla- specific sculpture cooe The initial commercial implementation e g e 3 e VTP
} | —Mr Wonderful (23 14:06/05-14-54)
Bt wits in a medieval [apanese metaphor, with the rrace component T i b Tk il
4.0 manifesting as a hunting falcen, circling throughourt the hunting . A | | 10 host? D
: I . Foi S S S S A U W R =T i 1 htlrsuiman | okl H=F
nge and location oycles and swooping when It verifies the jackpoint s ’ i el ' ' '
s =

by

address, The killer program was an armored samurai guarc, anc

Wiondarmman, you ot more cojonas than rme 1

SUFVED (231 7:48/05-14-561
by | R S I o I £ . 2
7 o the probe program appeared as a mounted daimyo watching the [ !
T falcon from a hillside, In the Security Value [0 implementation
S T =] Tt SO OIS Qe oIy, M e, | e
e of the tar baby program manifested as a hidden ninja icon, which L HHGgaa o '

WOLT

papt Into view and tried o snatch away ufility icons from the
Intruding deckers,

3h, 15 THAT what that was? Nasty, | fired off g ielocate al

e

the Bird and this fragoin’ ninia popped oul of nowhere, almost
got my relocote code, and before | could whack It I'm playing
ksvlocs with 1his fragoin’ guy o samunal crmor swingilng G ghot

in B swioedd, Aand avery faw oycles this hoopface an The 8l 15

b Wonderful (230182 1705 | 8-08]

=z Fispiay_grin|l<<<<-

SumEl (230 1 B35 05- |4-58)

-

2. ZELIS-I Combat 1C Consoruct
[MAME DELETED], Renraku Data Security Division
We got a new ZELS-Il construct that' s resally wilzzer Ysee

wee applied some of the Series 9 Gamma logics to iy and ger

)]

LR -




better integration coefficients for construct-oriented ice. The

MITM proceedings for summer "55 had some way-cool object
holocode protocols that we thought should make for ... uhb
O, look, it's all in the high-level design summary, OK, so ool

at that swhen vou have a minute, it's really elecant, OK/

L zhost, Rerraku et Terdzle Tony out of the program
MIre] S tiorn, |-

= REM (02404 7 /05 1d-545

; ;
w11 B30 14-54%

Ty Bendorf, pickad up Re sacond Ph.D oa/her b s
1bout 21, and maybe the only guy | know wWing scores negallve

uble digits on soclal Intferaction profiing tests, Thne maost arche
tvpal Matrix nerd you aver saw. Makes mora moneay Than Gos
DUt they wsudily keep Bim in g caoge, throw doubla-kaf sodos aond
e oocasional inflatable abject over the partifion and get killar

ExREM {1d: 1502

L | St

We ran up this implementation in a skunk worlss project on
the HOME-H. After the prototype got stabilized, we did a ser of
regressions down the serles from Security Value 10 to 6. Take a

ook at the object summany

Host Securiby Ualue.
i ] B 10
A rmicr
Acid-G

Ao
Acid-8
Blaster-8
Cascade

A FImor

Acid-d4

Blaster-4 Blaster-&
Cascace Cascacde

LSee? See what we did? We 2ot wo defensive options in

and then we threw in an acid program to weaken the decler con
before the construct Blasts the auy off the nets and fries his deck
and everyihing, And If the construct muns into problems 1t starts
cascacling, like it doesn’t matter which program it is, anything
aaded into the construct core can cascade. whether it's the acld
or the blaster. and, and the poor bozo won't know what hit him,

really!

MIME LT [l I._. tleag

ExfEM (00240 A44/05- 1 4-543

[here s some really unique metrics I the acld/blaster cas-
cacle calls, with interaction to drive the tactlical declsion talle as
o when o let g2o with the big hit, ¥ see we found some trans
aCtion l.1'!."|.'i.|':|ll'|_:.f. methodologies in the last report on competitive
DATA DAMAGED: 2.1 Mp Corrupted
LI, | guess | m not supposed o tell you about that, The guys
from DATA DAMAGED: 003 Mp Corrupted

recognize their stult anyway when they look at the code logs—

techniques we gof on

will probably

really Sood stulf, guys

LY § RS-

nlcwing the

SOTHINFPFEARAH

st Wl that just coused at least bwo corananes and
1 reduchor-in-grade tor Renroku secunty monagasmant, Benc
sodlls of a deck un on o campetitor in a gensm
SVIMESsium with holf the companie
iy has come close 1o killing me
Aottc lowve him, <=

Fald=m] O A5 LI N- | -5

lconography

Qur main sculptor got this really great idea. | think he used
to do some stuff for Olymplan, before he got stralght and jolned
Renraku, and so the construct appears in this stream of thunde
clouds. It looks like some big old guy, a god or something he
cavs andd the raln from the cloud 1s the aciel, QK. and It eats away
At the persona code until ZEUS [s ready to use blaster, then it
throws this really big lightning bolt, and It's really mindfragging
how that looks on the A5IST—there s a recording of the sense

impressions in the appendices, so tap that.

3. Fearmaster; Due Punishment for Computer Criminals
|- |. Johnson, Artechnology Information Systems

Cur management has agreed 1o cooperate in this sympo
sium within the limitations of our corporate securley directives
The following example of code, well-implemented at the time
has been cleared for possible compromise to our worthy com
petitors since it has been declared cbsolete on Aztechnology

systems and is being phased out as of this writing

[Are the Arrdes ohways this snoty?)

grad Killer (05 12 49005-1 A5

a Fat .I'.]"'.-' RS- 1% wWhial They Te ke e 1= TNEY e

The program utilizes the constellation model developed by
Artechnology, though certain unscrupulous frms have attempt
ed to claim the credit for this breakehrough In program intes
operbility, backed by governments that have a long history of
short-sighted restrictions on the free market. For the benefit of
our readers, we shall use the popular “party IC° jareon In dis

F €| is Qroora
CUSSINg this program

r

=z | Ryt SEVONE KNow's The Fuelins developsed oorty
architechare
ol rensaallies on il ]«

wioTone {1302 100 18-506)

Host Security Value.
Black Msychotropic 1C (Cyberphobia)-6
Expert Offense-2/Killer-5
Simple and elegant: a killer program to weaken the criminal
scum's Matrix presence, followed by behavior-modification
impulses, designed by a team of experts from Aztechnology
Medical, to impose a fitting punishment on the invader—within

the limirs of compassion, of course. ancal .:||'\-Ir|i|-..'.:|:|' "-"".“I"'-:'-“"'
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mposed by bleeding-heart governments on the use of so-called
deadly force. Those tempted by Aztechnology s commitment to
humane wvalues. are reminded that corporate  jurisprudence
applies on our native systems, and that any appropriate mea-
sures will be raken (o preserve the well-being of our employees

and stockholders from Intrusion

rawnocose anyona missed tha suotle nimt, he meaons Thot
2xasthy tha same codae corgtmuchs would run Block lca on va, Ne
paveh hangups, sk suadan death. Even i va can dack throucgh

a Leval O host like o bullet through drek, yo owonto o8 redl core

¥ f 1/ 1 4 1] (mR: 1k (!
Hecs regst 10140 14 210D s G i
AR AR O Svstem with even g har more Drocassing

CORCCITy, vou could Tert shs up o with samething 1o a2t the deck
al up evvan worse, ke npoars o somathing oo
R ST T B s =5yl

[ Ugh—nasty thougnt Though the more pleces vou gut i
harder It s tor them ta filt yau—or for yoaul 1o it
ihem. WMight slow It down some, Jsoeae

Seena (09425505 1 4-54)

== [loun that black drisk D T, 50y, Leve! 8 and

/ f don't have
s [ - =F wisry o wey ot rese .Il r =l bicrrce - - .
L | | W i " I [ ey C3oOdl MOrdenin (] =aa-

o b Pty ) O R P O L T B BT

leonography
DAalA DAMAGEL: 1.7 Mp Corrupied

Ii.i"‘l'[l sl with ol COM AT AL SO pture II.-';LIIL1IZ_‘|II'|E"'_-\.

entirely in

Swell that s certoinly In keeping with AL s parongio gbout
ethng anyone know whot fhelr cvbenpoce |ocks ke, =<

HEa 15 _||: 14 an I_I'._-'I_I'_u | 54 ".;'-__l

4, Positive-Crrientational Cumulative Conditioning Following
successful Psychotropic Neural Implantation
Br, Werner Shallis, Transys Neuronet Psychotropic Laborataries

fransys Meuronet, Edinburgh, Scotfland, UK

Legal consideratlons have compelled responsible corporate
ncermns o innovate developments other than aversive and
phoblc conditioning for dealing with the recidivist computer
ciminal. Transys Neuronet has played a ploneering role in such
research and has recently completed owo series of trials with
gaptive experimental populations on positive psychotropic con-

ditloning effects

3 > naars they gof thaa honds orn g ournch aof imprisonasd

JEckhiecacts Gndd fragioead e Broing, S0 much for Tlecpal consic
Hotar (16:25:19/05-17-54)

Effects replicated In both expermental serles Include the

sandard phenomenon ol positive response conditioning

towards icons and Images assoclated with Transys Meuronet. and

a new experimental fnding: that of cumulated conditioning
Pewchotropic Implantation was oriented toward engendering
ongoing conditioning toward corporate imageny, and the data
show an increasingly exclusive pattern of poasitive organismic
responses occurring only with respect to such images. These
data sugeest that exciting possibilities now exist for marketing
(Note: Copy to Marketing Division) corporate products following
psychotropic implantation. Pre-existent data on neural and
behavioral plasticity suggest that such conditloning procedures
might be further optimized If they could be undertaken with

younger experimental subjects

235 IRy, Stanoiorg aostive pesvchoiDics meaars Vol
r
gt O nice warm giow whan you 588 The company [Sgo. whal
this swine s tolking about i3 that when ha's finished with yol, you
[y -__':-I 1 FINEE Wiy _:||- wt i the oesanca of thie T [
T L b
Siater ¢ 14:44: 12105 17-56)

=[This rnight explain scmething,. A friend of mine los carlain
ahy, pesonal diffculties, He finds i incraasingly difficult 1o sustain

1 " pcEitive organismic responsa” withiau! an icon Of Iransys giow
ng on the wall, Js<s<

ks
e . Y

T = ara| 1+ 1640 =

Hrewst {21 111 | A=

(Con't e shy, Brawer, You meacn youd can't do the nasthy
withoaut thie Trarsys Ralo shining owoy, B just the fighfar-pllod svn
drome all aver cagain, After World Woar I, many fighter pilats oo
thedr states of arousal so enfralned o the excitement of Seing I
ar aircraft cockpit ot they couldn't do their husbandly dutles

bock on clivey street, The theropists manoged 1o Tigure out 1hat

i 0 Q vOouum Sedansr unaer the Ded aid heae ol The Q580

Hexticar with The rod Of the Glrcral enginas Balng enoudh 1o e

the pghl response Dock a1 simple arlech after all, o mils
Fhara 15 wirtually no diff@rance i el pRysslody Datwean sTatas
of sewual arcusal, angear, ond feoar. Vs called the 3F syndrome
-~ 4 I..-I I._. e Fiest 17 |||I 4 I . I I i P L
1Ml T 5T reya are “figl anad a3 a2 pilar-ming was a
~onditioning  of ausal te environment—now TIansyYs's  pay-

chotropics condition arousal o an oo
They 'ta going 1o hidgve aredl 10ck an Hs marke? [or Sl

miale dystunchon, aren’| hay? <arnin

Somontte (007 ] A0S TH-58

==t To mention that sinEter eftarance 1 YOUMOgE! sub

Slater (17:12.11/05-1%-58)
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APPIG IMATRIGES

Alla BOXES, chummer, an’ alla datapulses onna lines, trillions of ‘em, an’ they all connec’

L o

chummer, alluvem, ev'rywhere, like alla TIME!!

O

=huth Morton. Mitsuhama system designer, explaining her breakdown

Lincler Martrix 1.0, thée majoi
ity of martrix systems used the
UMS—rhe  Unlversal Mlatrlx

Speciiications {p. 167, SRITL Only

a few systems accepled the over
head processing costs for creating custom, or "sculpted” systemns, In Marcrix 2.0, the increased
availability of next-gen hardware and enhanced opfical-code processes have made sculpted
SYSIEMS INcreasingly commaon, Some system-design shops still work in the UMS, but they are
a dying breed,

In game rerms, the Martrix .0 system layouts required detailed mapping. Declers saw the
specifics of the local Matrix or private matrices as they went fram node to node, Under Matrix
2.0, no fixed maps exist for hosts. When speed |s of the essence, the gamemaster and players

can simply declare their actions, System Tests, IC attacks, and other pleasantries without con

sicdering the appearance of the Matrix ar all.
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SY5TEMACCESS NODES

In Matrix Z2.0, system-access nodes (5ANs] connect host

computers to grids and to each other, just as they did in Matrix
| . When a decker performs a Logon to Host operation from
the grid or from a dedicated host connection, he enters the SAN
icon for the host he |s invading. The gamemaster needs to
decide—in advance or on the fly—ito which LTG a host with open
access is attached. Simillarly. IF the host can only be accessed
from a PLTG or via host-host access, then the gamemaster needs
i make that cholce,

(See p, 169, SR, for more guidelines on these rules. )

SECURITY SHEAVES

A security sheal describes the security measures In place on
a host or grid as well as how the host/grid reacts o intruders
Quite simply, a sheaf consists of a list of trigaer steps. These
steps represent security tally thresholds, As a decker s security
tally reaches each trigoer step, the system activates onge or more
IC programs, Trigaer steps also activate the varlous alert levels In
a system, The alert status of the system, in turn, affects the types
of IC programs the system activates,

The security code of the host/grid determines the frequency
of trigger steps In a system, and the gamemaster determines the
events acfivated by each trigger step. Gamemasters may use their
own discretion or random generation to determine these events

TRIGGER STEPS

As noted abowve, trigger steps consist of speciic security
tally numbers, Whenever the security tally of a decker reaches or
exceeds one of a system s trigger steps, the system automati-
cally activates one or more security measures, such as IC pro-
grams or alerts, Low-security systems, such as Blue hosts, main
tain few trigger steps—as a result, they have fewer IC programs
and other security measures. High-security systems, such as Red
hosts, set trigger steps in small increments, and so they have
more IC programs and security measures,

A systern s securty sheal lists the system s trigger steps anc
indicates the events triggered at each step. The Sample Security
Sheal Table depicts a system that activates a Probe-5 1L program
when a decker's securty tally reaches 3. When a decler's security
talby reaches 7, the system activates a [race-/ |C program, and so on

SAMPLE SECURITY SHEAF TABLE

Trigger Step Event
3 Provbe-5
7 Trace-7
[ Killer-8, Passive Alert

13 Marty 1) Expert Offense 2/Acld 6,

Kiler & A rmor/Shifting
i}

be

IMMAPPING
MATRICES

GCamemasters may assign system trigger steps at thelr own
discretlon or generate them randomily. If generating trigger steps
using dice rolls, roll 1DG + £ and apply the appropriate modifier

from the Trigger 5tep lable o the roll result

At

rased on the sys-

tern security code

lo create a high-security systermn, simply use the lowes
value in the security-code range when determining the system's
trigger steps, For more mild-mannered systems, use the highest
values when setting the steps

For example, a low-security Blue host might have the ol

lowing trigeer steps: 6, 12, 19, 24, 31, 36, 42, and s0 on

TRIGGER STEP TABLE

Die Roll Modifier/
Trigger Step Range

System Security Code

Blue Hd modifier, for & final range of
5 to 7

Cireen 3 modifier, for a final range of
4 to 6

Orange +4 modifier, for a final range of
3ta 5

Red # 1 maodifier, for a final range ol

Lo d

Multiple Inggers

If a decker performs several actions on a system thar togeth-
er add a large number of points 1o his security tally all ar onde
the Increase may cover two or more trigeer steps. In this case

the indicated events for ALL the trigeered steps that have been
reached or exceeded occur at once {otherwlse known as “the

drek nits the power *1|J|:-|:!'_-,."'l

ALERTS

After determining the intervals of the trig@er steps for & 8y
tem, the gamemaster chooses the
measures activated |y each trigger step. In order to determig

an Appropriate |level of response for each trigger. however S

IC programs and Secur

gamemaster must first determine the timing of the system akens

All sysiems hawve three alert statuses—no alert |1-155h1':
alert, and active alert, The normal status for all systems i ng
alert. Specific trigger steps activate passive and active alers [}
turn, the alert status of a system determines the bypes of IC |';|||1_'-

grams that go into action at the system’s trigaer steps

o Alert .

Generally, rrigaer steps under a no-alert status activane e
e, {

tive IC or trace IC programs

Passe Nlert

In a typical security sheaf, the third or fourth trigges EIJ"
]

activares a passive alert
|
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MAPPING
MATRICES
VAT Masslve alert means that a system suspects an intruder has
Ll b L invaded i, but is not 100 percent certaln, Linder |-.||'||-_-',5i-._.'¢'- alert “LEHT THBL[:
ifier status, tngger steps typically actlvate proactive white or gray IC
SAS - programs. Reactive IC tends to be trapped or part of a party IC ID6 Result No Aleri Passive Alert Active Alernt
cluster or combat-capable construct, [ Reactive White Proactive White  Proactive Gray
vest When a system goes on passive alert status, increase all 4-5  Proactive White Reactive Gray  Proactive White
m's Subsystem Ratings by 2, o=/ Reactive Cray Proactive Gray Black
hest Hi Passive Aler A cthve Alernt Shutdown®
Hetwwe Hlert
feal- A typlcal systern goes on active-alert status an the second "See Host Shutdown, . 53
of third trigger step after the system goes to passive alert, Active
alert means the systermn has verified the presence of an illegal
lcon
Under active-alert status, trigger steps typically activate
proactive and sometimes black 1IC programs Irig@er steps may HEH[:"“E l.I.IHITE ": T“BLE
alsa activale COMparate or law -enforcermeni ceckers In the g -
tern, and the system console operators may initiate a system ID6 Result Ic
. shutdonwn [w=g Preslye
o Unce a system reaches active-alert status, running away anc 3.5 Trace
sheaking back into the system become much more difficult for 6 Tar Baby
o legal deckers. Security personnel know that someone has been
snooping around. and the system managers remaln particularly 3
of vigilant for some time to come. This will lead to a very slow host
_ resel (see Host Reset, p. 65).
o PRORCTIVE LDHITE IC TABLE
RAADOM IC ALLOCATION
M The following tables provide a system for using dice rolls to
randomly generate IC programs for the trigger steps of a securl 2D6 Result "
ty sheal. Gamemasters who choose not to use the random gEn 1-5 Crippler”
"ﬁ'rl' efaton svsterm may still fingd these tables useful as fuidelines for o-8 Killes
MCE, allocating IC programs. Table entries for low dice roll results can ¥ Irap Trace"*
CASE, be used for relatively easy systems and entries for higher dice 10 'rap Probe™
been rolls used for more secure, hostile systems with data really worth dlost sanstruct/Party IC
the protecting N . i
Special pieces of nastiness (notably worms) da not appear in ‘Roll on the Crippler/Ripper IC Table to c1.:-r|_a||||||_|.1- which
the tables. The gamemaster should use these as special features persona attribute the 1C attacks, then roll on the IC Ratings
of vicious systems that provide stiff challenges to deckers, fable for the |1_"“-"1'r"_'”
\ 5y5- [o use the random-generation systermn. first roll | D6 for each Eoll on the Tr.L['-_ IC Table to determine the type of trap IC
—urity mgger step and consult the appropriate column of the Alert then roll on the IC Ratings Table for both programs
e Table. At the No Alert and Passive Alert levels, add the number -
. the of tigger steps that have already been passed at that alert level
lerts. to the roll result, IF the result indicates a type of IC—such as
SHVE keacthve White, Proactive Gray, or Black—proceed to the appro- HEH[:“UE EHHU I[: ‘”:IHLE
i priate IC table to determine the IC program at the trigger step, |
ts. In ihe result indicares a mowve to a higher alert level, for the next die
e rall result consult the column for the higher alert 1D6G Result IC
After rolling on the Alert Table, move 1o the appropriate IC -4 [rap Probe”
able, Roll 1D6 or 2D6G, as Indicated on the IC Table, to determine -5 Irap Trace®
the specific IC program assigned to the trigger step. After deter- & Tar Pit
FEaAc- mining the program, roll on the IC Rating Table to determine the
rating of the IC program. Then consult the IC Options and IC “Roll on the Trap IC Table to determine the type of trap pra
Lefenses tables and make the indicated dice rolls to determine gram. then roll on the IC Ratings Table for both programs.
the options and defenses the IC program carrles
sep

b3
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MMAPPING
MMATHICES

F
PROACTIVE GRAY IC TABLE C RATINGS TABLE L
2D6 Result IiC System Securlty Value
i -5 Rippers® DG Resuli A or less 5-7 B-10 i1+ F
f—H Bilaste] =5 i 5 {3 B -
910 Sparky 68 5 7 8 I¥ 9
| 1—12 Canstruct/Party 1T o=11 G L | 0 I x
12 7 10 1 1L
Kol on the Chippler/lipper 1L Table to determine which P
persona attribute the 10 attacks, then roll on the |G Batings ;
Table for the program
R IC OPTIONS THBLE i
P
Te
2D6 Result Option B
BLACH C TABLE Y
-5 Expert Offense” fe
o8 Mone ki
D0 Resuli IC Q=11 Expert Defense” D
-4 Paychotroplc” I 2 Cascading H
S Lethal . o
510 Mon-Lethal "Roll 1D + 2 o determing the Expert modifier |
=12 Construct/Party 1C ar
Sl
"The gamemaster may select his favorite type or roll TR, fie
Lnoa 1=3. Uyberphobla; on a 4, |Judas; on a 5, Matrix ;
Manlac: on a l’l |"'.I-_|'|{_ IE HEFE"SES -”:IHLE 2
rit
206 Result Defense Sa
-3 Armor and Shifting ha
IH"F Il: T"HLE 4-5 AT l'hl
& Shifting se
7 Mone e
1D6 Result IC : Shielding
) Blaster 9-10 A Eﬂ
o8 Killer | 1-12 Armaor and Shielding
o | Sparlsy Figh
| 2 Black IC lau
Camemasters may modiby the results from these  aies [
depending on the Matrix system defending against the intrudes e
For example, black 1L Is significantly more [Ikely (o e encoun SLr
tered in an Aztechnology system than a Renraku systeém e
%
Lonstructs and Party IC
Under a no-alert or passive-alert status, constructs and paty IC |
1DG Resubt Target Attribute IC clusters typically include trace or probe programs, with com chem
|—& Bod bat IC or a tar program o provide cover, Linder active-aler i Dy
3 Evasion tus, constructs and party clusters usually carmy substantial offes aar
Masking sive IC programs. (See Intrusion Countermeasures, p, 52 Iof cha
O Sensol more information on constructs and party 1C,) def
Ras
Sheaves on the Fly anc
he random-generation system enables a gamemaster [ [
genorate a security sheaf in advance or an the Ay, The latter may o

bt
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prove especlally useful when a player decker invades 4 Sysiem
ipexpectedly during 4 game,

For example, say that John invades a host rated Orange
7A0/14/13/14/13, Samantha, the samemaster, has not pre
nared a security sheaf for the system, so she ralls 1D6 + 2 with
atesult of 1. She consults the Trigger Step Table, which indicates
i 42 medifier for a result of | on an '!'}r.lll:.',u' systerm. Mow she
knows that the first trigger step for the system s 3.

fohn logs on, racking up 2 points ta his security tally in the
proCess then fails an Index Test, which raises his security tally o
4—past the trigger step. Time for something to happen, so
Samantha rolls 1 D46 for a result of 4. She consults the Alert Table:
no alert 1% in effecr on the STy, S0 thils means |-;_'||'|I:1 neasunters
sraactive white 1C. Samantha consults the Proactive White |C
Table, rolls 2D6, and achieves a 7—that means the IC is a killes
program

Next she goes o the IC Ratings Table and again rolls 2DG,
far-ar 8. The system has a Security Value of 7, so that means the
Wller 1€ has a Raring of 8, Now Samantha rolls 206 on the IC
Deferses Table and scores a 7, 50 no special defense is in piay.
However, she rolis a 12 on the IC Options Table, Bad news o
lohn, he's just run into a Cascading Killer-8 |C program

lohn crashes the IC In cybercombat. Samantha rolls again
andl consults the Alert Table to determine when the next trigge
step oocurs, Her 1D - 2 roll vields a 2. She adds the + 1 modi
fer for Orange systems and determines that the next ngger step
BG03 + the previous (TIEEer S0ep).

On the next turn, john uns Into real problems and his secu
fity tally rises to 9. This is 3 points past the next tigger step, s0
Samantha rolls on the Trigger Step Table again to determine if he
has triggered two steps. She rolls 106 = £ and gers a |, She adds
the + | modifier for Qrange systems and comes up with a £, That
sers A trigeer step at B, Bebween the fhirst trigger step and his cur-

ent security tally. John passed two trigger steps, at 6 and 8.

UAUERTS

Sometimes the random-generation system will produce a
rasult that fAunks a reality check, For example, a host won i
aunch a trace program If it has already located the decker s jack-
point, A mom-and-pop Blue host won't have black IC. Or the
decker might not have any chance at all against the [C the tables
summon up [assuming that this bothers the gamemastern) In
these and other cases, the gamemaster may maodiby the results
as e sees fit

Camemasters may also wish to adjust randomly determined
IC i itings o bemer match the decker's defensive resources. The
decker uses the rating of an 1C program as his arget number for
Dlamage Resistance Tests when taking damage from IC, 5o the
gamemaster needs to consider how the decker s detenses will
change the “raw” IC rating, Once armor or similar persona
defenses reduce the target numbers for the deckers Damage
feslstance Tests, he could easily take 2 or 3 points of damage
andl survive. Results of 4 or 5 are more difficult (o survive, and a
resizlt of & virtually suarantees the decker will take significang, 1

not fatal, damage

(W} E e

HOST RESE]

If a decker logs on (o a host, raises nine kinds of havoc, jacks

the host up to within a hair of shufting down and then logs off
he can t expect [0 hook ack into thal coMmipurer fve Tribes
later and fnd that all is forgiven and forgotten. Undoubtedly, the
hast will still be running 1C programs and other Security mea
sures. Before jacking back In, the decker will want (o wail unt
the host "declodes” o reduce its akert lewe|, deactivare running I
programs and in general get back to work, That process is known
a5 4 host neset

Bl e SVRIEMS reset con ifHelely I F0G minutes curing
which time the host deactivates security measures and the secu
rity tally drops to 0. More secure hosts do not reset as quickly
Green, Orange, and Red hosts reset afte A0G minutes, proviced
the decker did not (NEger 4 passive or acthve alert In the system.

If a decker triggers an alert on a Green, Orange, or Red host
(ART & '\-\.':l."-l-l'.'ll regels gy more slonaly Roll 1DG every 5 minuies
far Green hosts, every 10 minutes for Lrange nosts, and every

the svstem s securlty tally by

15 minutes for Red hosts. Reauce
the result. Any IC program left running when the decker logged
off remains running until the security tally drops below the (rg
ger step that activated the I,

IF any decker logs on to the host lllegally before It Anishes (s
reset, his security tally begins at the level the secunty tally had

dropped to when the intrusion occurred

Selena invaded an Orange host and raised s security tally to 18
before she logged off with & killer IC program and a construct both
lusting for her chitlins. The system then began a host resel

Hall an hour later, when Cybersushi logs onto the same host, the
system is still resetting. Its security tally stands at 6. During Selena’s
run, the host went on passive-alert status at trigger step 5, so the sys-
tem remains on passive alerl. The killer IC activated al 12 ano the
construct at 16, so0 bath of these programs have shut down

\UHAT HOSTS DO

Host computers do not exist just to provide playgrounds for
deckers, When designing a host for use in a game, fhink aboul
the function the host serves in the "real world —what data
resides on it, what processes [t controls, and the like. The host s
orimary function in turn determines if and why a decker would

invade the host, and his llkely goals when doing so

PRYDATH

Virtually all hast systems contain datafiles. The vast majarity
of these files offer nothing of any relevance o shadowrunners
but some contain Information that may be quite valuable In the
marketplace or may answer crucial questions. This infarmation s
called paydata. Paydata can be new technology from fhe big

brains in BRED. business plans worth money to insicle tral lors O

0




competitors, Incriminating informartion ripe for blackmail—any
thing with value on the black market that exists hor secret clata
Cameinasters may  determine  [or themselyves the exact
nature af any pavdata contained in hosts in their games and role
play character s attempts o sell it on the Black market
Alternatbvely, samermasters may use the DIlowing random

miethod for determining payoata and its value

bE

B

maAaerePinG
IMMATRHRICES

Deckers must use Locate Paydata operations (see System
Operatlons, p. 115) to locate paydata. Guidelines for retrieving

paydata appear below

Paydata Points

The paydata random-generation method uses Paydata
Points to measure the value of paydata. Characters may fence all
Payclata Moints for the same amount, whether they retrieve the
data from a single file on a high-security system or from hun
dreds of Mp of trash files on less dangerous hosts

A host's securty code determines how many Paydata Points
s files contain, Less secure systems contain fewer Pasclata
MPoints., and more secure sysems contaln more points. The
Yavdata Points Table shows the dice rolls used (o determine the
amount of MPaydata Points on a system

A stared] abowve deckers must download Ales to retrleve
Paydata Points. The size of each fle |s determined by Its claga
.'1.:-|'|'\-_i|:'!.,. wihleh vanes -_'ll,_'l,:l'_'“li"l:,“I'l:.-': ton the H-.,-'HI:'II'|"1 STy Cole
The Mavdata Points Table provides dice rolls for determining the

clata density of files on a system

PRYDATA POINTS TABLE

System
Security Code Paydata Moints Data Density
Blue DG - 1 L2060 x L0 Mp
Cireen 2D = ¢ DG 15 Mp
Orange 2D6 DGx 10 Mp
[Rech FAR SR 06 x 5 Mp

Gus logs on to a Green host and performs a Locate Paydata system

operation.
Charlie, the gamemaster, consults the Paydata Points Table and

ralls 2062 to determing how many Paydata Points the system con-
tains. He rolls a 5, so the system contains 3 Paydata Points,

Gus achieves 2 successes on his Locate Paydata operation, so he
locates 2 of the Paydata Points. He decides to download the worth-
while files. Charlie again consults the Paydata Points Table to deter-
mine the data densities of the files containing the paydata. For the
first Paydata Point, he rolls 206 for a 6. He multiplies that by 15 and
finds that Gus has to download a2 90 Mp file to get the first Paydata
Point. For the second point, the gamemaster rolls again and Scores
12, So for the second point, Gus has to haul down a 180 Mp file. The
dacker decides the paydata is not worth the effort and logs off.

Paydata Defenses

Cenerally, host operators do not leave paydata fles lying
around unprotected. On Green, Orange, and Red systems, paw
data files may be linked to data bombs, scramble |C, or othe
defenses. The gamemaster may deslgn such protections himsel
ar roll 106 and consult the Paydata File Defenses Table to derer

mine the delenses attached (o paydata llles on a system
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'er gamemaster discretion. Data bomb plus scramble may De used as a defaulr

Other”

tencing Paydata

The base street price of a Paydata Point is 5.000 Auyen
However, the final price generally varles, as stolen paycata must
be fenced like any other stolen property (see p. 188, SRN, for
fules on fencing loot),

Deckers must move fast when selling stolen paydata. The
black market changes very quickly indeed, and today's hat Info
I5:odcl news tormaorrow. To reflect this condition, reduce the deck
er s stock of Maydata Points by | for each day it remains unsold
[This reduction does not apply to specific files Invented by the
gAamemasier as part of the adventure. Mr. Johnson's prices are
usually set in advance, and the time-sensitiviey of such fles

depencs on the story.)

he flature of Data

For rancdomly determined databauls aned gamemasie|
gesigned datahauls, design paydata that fits with the nature of
the systerm being raided. 'When dealing with megacorporare sys
tems, the gamemaster may find the corporate profiles in the
Comporate Shadowfiles sourcebook helpfu

bool describes the Fuchl megacorp

For examiple, chat
S Major areas of inlerest as
mmputer engineerng, computer science. Matrix securby, and
1scal aperations. Logically, paydata retrieved from a Fuchi sys-
Em owill lHkely be related to ane or more of these areas

From these bare bones. the samemaster may iImprovise For
example, a decker who snatched valuable pavdata fles from a
Fuchi system may possess information that shows Fuchi has been
sEveEYIing the costs of developing Matrix security software
Fuchi's competitors, such as Renraku, would probably be very
neerested in such information

Ihe Corporate Shadowflles entry on Renraku describes the
irm s high level of interest In both Matrix security and Ascal
ppeTations—s0 the idea fits quite well in the SR universe
manner. the Corporate Shadowflles profiles also can heln the
gamemaster ldentify likely buyers for specific pavolata

In this

Other SR sourcebooks provide background information For
other corporations. For example. the SES corporation (Tir na nOg)
Cord Mutual (Neo
Anarchist’s Gulde to North America) would stone dara relevant to

nsurance, and the proprietors of Stulter Shack™ would keen huze

might possess parablological dataliles

wetiges of data on toxlc and addicrive food additives and the like

il

U H

Dwiously, some systems, especially public-access systems
mMay NOT Contaln cdata af value (o anyorne 's;m'|- in mind. Bowey
&, r|1.:'|[ ._‘|_|'||'u".‘.|.|l'u. 5 FTcy |3 g|r'|_r'|'. {1448 |r|| |-\..|||||_.|r- e archival
files ot the Royal Armories of the Tower of London contain loads

al cross-indexed entries on the development of German plate

mall armaor in the sixteenth century and similar subjects. Such

data is harclly likely to earn the decker any funds. However the

Tower of London has a gany and Intriguing history as well—the

bodies of more than |1.500 executed persons, mostly nobles. lie

buried beneath the stones of its small chapel, Who can say what

politically devastating files might be found within the hosts of the

K

lower nenwork

Excesswe Paydata Rewards

The random method for assigning Paydata Points allows

deckers o make money when they need It Unforiunatelby, somse

plaver character will inevitalxly discover that he can s pend davs

on end doing nothing but cracking Creen systems and hauling

DE |"':"..l|.3'l- |"|||",.'| ata o IECOMme™ A |||||||-;:-||_||||I ||'.I_I ||!._|_|-|. |||.:'

gamemaster has numerous options for preventing this.

Firse, corporations and sovernments ay particular attesntion

to repeat offenders. They expect and even allow a certain

amount of datathefr from thelr systems. Bat things wet oul ol
nand they send our investigative agents and nail the source of
the problem with unmatched efficiency. G IS Even cooperate o

Identify habitwal CAMINas Wi faread out thedr thelfts across

NUAMEToWLS | -i'-||||3'.||||| <,

the Increased corporate/government heat fueled by suc

cleckers will most lilkely rakk off ofther deck

rs as well, They |l

qUICKEY notice that someone 1s spalling the biz for evervone

Tlu'j-.-. fncl out the name of the culprlc from fixers and fencers

.._:':I_‘I 1Evisas || ||"\-'\.i'\-| Jala

Finally, deckers who accumulate laree an

Ui I'I"r' aliract

the attentlon ol orler |'u--;-|'.!|- many o wliorm w

iImmediately begin devising ways to relleve such a decker of his

[k l'-'l'..'|I1'|I the descker reall zes thiat Bs onier ENrhusiasods rhiesns

Is Béring matched by a similar rise in the number of burel Ties andt

mugaings he suffers, not (o mention thets from his own banb

balances, he may see the advantage of limit

. i
I NS 2ores
=

The Samemaster may also counter excessive ereed

| ||||_II- ||:,_:'I LATFCRCH A rules L L .||=-.- [Nose L '"--"I'II.'l'--

||1||'-r- WEMIErEs and SOTA Adeclker s neeyd

o @reatly increase the
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SLAVE SYSTEMS

s slave subsystem handles any ren

p R EEEY 100 OaEvVIiCes Corn-

- i i ;A . . i 5
|||_||||"|_ s the hos s lavie "...I"".'-\,.' tems control a wide range of
¥ -

remote devices and sysoe cluding  automated wending

machines, site-security controls, haspital medical systems, auto-

mated faciories and laboratories, air- and ground-trathc control
sySTEMms, [HYWer arics, elecoHmmunications ANl 50 on
samemasters should cetermine whether a slave subsysiem
miess fo e CHMErA L] friom a central hast, angd whether that host
needs to be connected (o the public @rid. The UCAS Alr TrafRc
Control net, for example, consists of a serles of Lrange and Recl

processars running in a Hosi-Hast conl Zuration over a Joven

ment PLTG, with no direct connection to the public nets

An adtomabed factory, on the other hand, needs o order
components and materials, update Inventory databases, process
orders, dispatch transpore, and otherwlse operate as part of a
siness, &g a resdle, the hosts Involved in runn 1 = plant must
e arcecsible morm the |||_||| C g1 e I sorme weay

Very sensithve controls swill almost cermainly e on dedicared
PO ESS S, Wil |"||_-.||:_.1_|'- or Red seq unty lesvels, bulfered rodm Inva

sion behind chokepoints, tricky SAN designs. and layers of IC

security Remotes
.
[vpically, corporactons and other organizatons use slave sub
systems o operate the physical security Infrastructure af a sit
Durdng a shadowrun, while samurai and magical assets o in on
the ground, one af more declkers invade the hiost that controls the
s5ite 5 cameras, securlty doors and maglocks, alarms, and 5o on
he cdecker uses the Locate Slave operation to find the controls For
A @hven security device and then employs the Contral Slave or Edir

Slave operations fo takie 10 ower OF Supaaiess [0S alarmms,

Another cormmon decler 1 =t use the Monltor Slave

operalion (oo |'-'l"-|!-'|' 0N SECréel MeenineEs ol the Ve SWS
L

ems Intended o protect such meetings

factories and Labs
To manipulate an automated factory, laborarorny. or any sim-
alfl Drodcess, 4 -|-: Cleer must |'-|.-'---1'-.':. ol *-\.i:i|| In hiow the [FrCEsS
WOTKS OF an X« waiem that provides that sk o i, For
example, say a decker is altering the way an assembly line makes
cars. This may be a subtie sabotage |ob. whoere the manufactures
beine set up (o produce lemons, of a complicated plece ol
cguipment stealing (alter making a high-performance ser of
whieels, the decker (s going o have i delivered to a neutral Axer
el fudee the accounting records o make the vehicle look paid
fori, The decker needs to use Ground Vehicle BSR skill, or

Automotive Engineering, to give the nght commands o the

| W SLDSYSIem, e e Loniro Slave CrpETAtion Bl details

(Svstem Operations, p, 111)

HPPLICATIONS

Applications are legitimate hos

[ pragrams that lack Matrix
intelligence” or direct wser control. Application  programs

nolacte  spreactshests, doCument  processors, analytical pro

MAPPING
MATRILCES

grams, database search programs, and dumb-terminal sessions

Sabotaging an application, as opposed to simply crashing it,
is a sultle mission. First, the decker must duplicate the program,
Then he must alter the program so that 1§ does whatewver he has

mind: launch a frame at the appropriate moment, report find

n@s. fake output data to give bad conclusions or crocked results,
ANl 50 On

Assume that standard business applications have a design
size of 106 x 50 Mp. and scientific or industrial applications have
design sizes of 206 x 50 Mp. Double the size of applications that
handle very complex processes or operations (stock market
inalysis, complex factory procedures, advanced scientific
research, and 5o on)

lo duplicate and alter such programs, a character must use a
mainframe computer and possess a relevant skill,. The character
combines the relevant skill with his Computer Skill and uses the
average of the two skills to make a test to perform the task. For
example, a decker would make a Computer/Physics lest, using
the average of his Computer ang Physics skills, to rewrité a pro
gram (o support o sabotage a physics research project, A team
can use the highest skills of any of its members for such tasks
Sklllsofts or other expert systems may be |:-'1.'[1l::'.,'x'xl A% el

Deckers must use an Edit File operation to upload the new
application program to the target host and place It into the file

CONLAIneg I||1 |,l.'fl1.1|il'|._1i .'1|'||,'-|Il:_.|'i|.lr1 |:-|'-:'r_:..‘_r.-III|

UMS AND SCULPTED SYSTEMS

In the Matrix, what you do determines where you are. A
decker who succeeds in a Logon to Host operation on a grid
moves info the host's SAN. Logging on from a workstation
wolld put hime Inowhat Matrix 1.0 called an 10 port, IF a decker
makes an Index Test to locate something, he |s in the addressing
tables for the computer—an SPU or even the CPU under
Universal Martrix symbolism {LUMS). A Files Test would maove the
decher to a datastore or /O port, a Slave Test to the slave nogde
that controls the device in guestion, and 50 on

On osystems that wse UMS icons, the gamemaster gan
describe the results of a decker s tests In terms of mosement o
the various nodes. even thousgh detalled mapping s no longer
required. A user in the Matrix can. In effect, reach any node from
any other node by performing the appropriate operation
Location and description kecome matters of same color and
atmosphere, not necessity

The same concepl applies to sculpted systems, However, unbig
LIMS systems, sculpted hosts possess a central metaphorn, and all o

rrwcvslr Gl the thil 15 e deckad SRENENCES CONMOrm 1o that I1Il!'|.-'|[I|I|'H.

CHOOSING A METAPHOR

Sculpted systems use custom-designed imamery rathe than §

LIMS icons. The megacorps started the trend and still maintalm the
highest levels of virtual realiny and detalled design. However, more
and more non-corporate systems, even the arids in places |ike Ik

na na, are acquiring at least some level of distnctive sculpture
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MMAPPING
MATHILLES

The central metaphor of a sculpted system defines the virtu
il realicy of the system., When designing a simple sculpted sys-
lem, choose a concrete name for its principal Image: Office
Complex, Castle, Amusement Park, Egyptian Palace, and so on
Complex systems? All imits are off. The Denver Datahaven s a
flashing model of a fantastic solar system orbiting a massive
black hole. The Mitsuhama Pagoda contains wvirtual villages
where application lcons toll patiently in the rice paddies of a
cybernetic medieval Japanese milieu, and sensitive data is storecd
in fortresses that make Osaka Casthe look like a kiddy toy,

Simple or complicated, the gamemaster should plck a
metaphor he can have fun with, Don’t worry about accuracy in
historical or literary settings. Designers in the film and sim indus
ties have Deen purting zippers on medieval gowns foor at least a
century. Ninety-nine percent of Matrix sculprors go for what
looks chill, not whar matches the history boolks, MNatch, IF the
gamemaster |s personally wiz at, say, Victorian London, then the
most realistic sculpted system In an acdventure might happen to
recreate the milleu of Sherlock Holmes and Jack the Ripper In
any case, the metaphor should capture the gamers [magina-
tions, and suggest images that fit the commonest System lests
and system operations

Hosts in a linked network, cerainly sharing host-host access,
usually share the same metaphor Keep In mind that these
metaphors are usually intended to make day-to-day work easier

and more [ntuitive for the people who use these computerns

EFFECTS OF SCULPTED SYSTEMS AND REALITY FILTERS

When a decker logs on to a sculpted system. everything he
does or senses Is explained in terms of the system’s central
metaphor, He has to act as If the metaphor were his reality. If his
icon is In a virtual corridor, for example, he cannot walk through
the walls. IF a decker insists on describing his actions In terms
that de not conform to the system's central metaphor, apply a +2
maodifier to all target numbers for tests he makes In the system.

System sculpture can slow down deckers whose MPCP
imageries, or realiy filters, do not conform to the systerm’s central
metaphor. The gamemaster determines whaether this happens.

If the decker’s icon doesn’t fit the metaphor on the sculpted
systerm, the decker rolls an MPCP Test against the system's
Securlty Value, IF the test fails. he loses 2 points from his Reaction
and 106G of Initdative as long as he remains within the sculpred
environment. (System sculpture can extend over linked hosts In
a network, even over an entire PLTG and its attached hosts, so
the decker may suffer the penalties for quite awhile.)

If the test succeeds, his filter dictates the systemy architecture dur-
Ing the run, and his Initlathve bonus for using the filter remains intact.

MAPPING SCULPTED SYSTEMS

In Matrix 2.0, formal system maps. like the UMS diagrams
usad under Matrix 1.0, are unnecessary. Gamemasters need only
note, elther on paper or mentally, the appearances of the main
subsysterns

For example, ScreamDream Productions, a simsense studio

that grinds out wildly popular horror adventures, has sculpted |ts

L

b

headguarters host with a Haunted House central metaphor. The
system is full of characters and settings from ScreambDream sims.
Logging on, one walks through a mist-covered front yvard, as
vague voices mutter at the edge of comprehens|bility all around
you. When you knock on the massive, Victorian front door, the
lumbering butler from Bilood of the Gobiins opens it and
demands the passcode

The great central hall s modeled after the slte of the hnal
massacre in Revenge of mhe Living Corpses, From the hall, stair-
ways and passages wind off In many ditfferent directlons
Searching for a file leads to the extensive library upstalrs, where
polsonous splders guard sensitive fle pointers, and a secret door
leacls inte an old dungeon (from the homor-comedy Catacomb
Crawlers) where deadfall traps, anlmated skeletons, and sham
Bling homors await the decker who carelessly riffes through the
executive datastores down there

The studio complex's securlty cameras feed images through
the hundreds of mirrors In the Hall of Madness raom Reffections,
and the slave subsystermn that coordinates the simsynths used in
post-production is accessed through a4 Rube Goldberg plpe
argan from Phantom of the Opera Meeis Godziiia

That's the way to "map” a sculpted system-—not with lines
and boxes, but with scribbled notes or just a vivid and slightly

askew |magination and a fun metaphor
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eeeooe|logging on to the Mtsuhama Pagoda

Thiot waak thae Pagoda SAN wos over in LTE-A206 T ranin o
satlink from out i the Rills south of Rainier. Good shot south to thea
geosynch comsnt: from there. | hod o sensilive deception prog

d got from ang of Geysar's pat codars, good on the safellite ven
dor's sacurlty, 8o thot wosn't @ big deal. | swapped It for my nor
il Epaol coce before | hit the Saotte RTG.

2@ e Telecormm wiols The dsudl pushowas | AICn T redlly 5105
tealing pressure " locked onto the Mitsuhamo S2AN addrass

The sculpiure kicks inoas you frigger the logon interupts. Ona
He, I'meswooping through the gridines, all UMS-drek on the grid
Y enow, The next, I'm walking along a ramped-up road foword o

opanesa costle. Those coamying chairs ¥'see in the chanbarg sims
Jre going by, e Jopanese guys In diagpers houling them, Folk

mzst of ‘Bm probably sorordmon wser icons—are walking I/ ond
outta the castle gates. | hear a clack-clock-clock and a Quy nuns

by withh o box on a pole; yeiling sormething
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Evaryona gefs outta his woy, and my sensors 1D 1 os-a pricrity
occess data packet accessing the SAN

Mo 11 mwy furn, | dan't evan think of trving my own reallity
fillar—house-to-house In o cesarr war dan' ! match with samurdl-
land, s'reght? As 1t 5, my MPCP stufters and my timears hove 1o
cyole slower 50 | stay synched 1o The commillink, 5O | kmow miy leon
5 haing dragged deaper into Mifsunama's reality

go with Tha flow and un up my deception prog s the

Suardlon lcon of the access routings steps In front of me and
haolds up o hond. My log-on op went smooth as slilk—I wos in a
samural roba mysalf, and by the look and feel, my deck was
tellimg the SAMN thot | was some corp-exac type, It bowed way
low and tha gale swung cpen

e, e mcin fortress recrad e i e distance—s Tunny
You con't see i from outsice the first gortes, Bulb inslce, IHs the
Diggest thing on fna horizon, A maln rood ran fowends 1, DL
wiasn 't going that way foday, | leoked around, trving to find whiat
| needad by ifling through the index code for the subhost 'd
accessed, My browse prog finished inferocgating the retwork's
infarprocessing oddresses, and a side rcad—hadn't been hare
a second ago—branchad alf trough a meass of farmers working
im Tielas fublc watar, OfNce workers, sSinging some KINao wWork song
soundad a lot ke the Mitsuhama corp anthem ya geat an thealk
coble-occeass station 1D spots

| 'walked past thie formearns and saw some Kinda fermple, [otso
peopie coming and going. It my browse preg had It rght, this

IMORLDS OF
THE IMMMATERHIA

wios the gccass poind fo the subsystermn for Fuch Med Systerms
where the daota | was affer was locoted, | jolned a bunch of pil
grims—| think they werae e-mall packats from anothar division
and fried fo blend In, but a tough locking palr of monk-swarrons
nacded my way, Oh wail, Too much fo hope for, getting all tha
woy Im o without sorme kinda argurment from the local lce, <<

A-Register (20:08:39/02- 12-56)
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I wios inslcde the desk clerk lags for the Nikko Downtown, Thy
hodn 't clegred them yet, But the records for March were dus 1o
consolidate Imfo thelr Tokyvo headouarters foright, 5o 0 | didn’
frack down thie data | was getting poia to find hers, |'d have 10
risk & run on O corporate Hel computer thal would make this
regional nel loox ke a pushover

Biggast hotal chain In Japan, 5o their sculpture s nght Gul of
0 Hollywood westermn, o flguie. | hove an MPCP cookad with
cowboy stuff—It's a popular seulpture motif—so I'd slipped it inf
my deck whern | heard what WM Johnson wanted, | rode ot
fown, occessed the Index router and fournd mysalf in g saloon
knocking back some really foulc booze ond falking 1o the bor-
kaep aboul folks passing through. Browse finally figured aut thit
the phona |[ogs werain the telegroph offica, Before | moseyad on

ovel [hara, | nad 1o degl with O boamroom Draowl—| thirk the b

IDUGH Qs wers Killars I rogs | hod o ocala the peono play
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DECHERS =)

A decker’s got to want to deck. He's got to have a love of something besides the numbers.

©

el ucifer dechker

If wou jack in ai the office and jusgale databases, yvou re a wriggling little user, If vou get
into what makes the pretty lcons work, you might become a programmer. a much higher form
of life. But unless you punch deck till your fingers bleed and your neurons melt, unless you bet
your braln to get a microsecond’s advantage over IC as black as hell, you're no decker.

We can define the numbers that define the decker, 1n this section, we do just that, But only

the players can provide the attitude that furns a rechnonerd with a megayen worth of com-

puting gear into a decker.
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ATTRIBUTES

The Mental Atcributes rule, as far as most deckers are con-

carned. Abter all, Intel wence s crdclal to the Hag j‘.‘“".l"n 'l
While Body may be Important when nﬂ.i-:.rmg {I.1rn.|_-_.__lln:- rom dlack
L, the new blofeedback ICCM technology (see Cyberdecks, p
&0 lets deckers disregard Body and depend on thels Willpower
Enoush Cuickness for a decent Reactlon wvaldue s useful, but
frankly. most hot deckers depend on their decks, not thelr meat,
for speed. The enly Mental Attribute not essentlal to decking s
Charisma. Some deckers say this reflects and continues a time
honored tradition {and stereotypel of brilllant nerds with no tme
for saclal trivia like empathy, relationships, self-awareness and

that king of crek

SHILLY

The Computer Skill Is ESSENTIAL for deckers, lts Sobfware
Concentratlon includes the Decking Specialization, but beginning
deckers will sutfer if they increase skill in Decking at the expense
al programming ability

The maximum rating of the programs that characters can
design equals the rating of their Computer (or Software, or
Martrix Programming) Skill. The ratings of character-designed
MPLP and frame cores may not exceed the character's I:__n,,-||'|[:-|,|l;|,-r
(or Software, or Martrlx Programming} Skill multiplied by 1.5

Ihe Harchware Concentration is not as important as the afore
mentioned concentratlons, Computer B/R is the skill for bullding
decks. The Hardware Skill comes Into play if the decker is deslign-
ng basic components, rather than bashing stock parts into his deck.

The ttquette (Matrix) Skill governs searches for equipment,
soitware sources, local access to Shadowlands, and orther goods
and services. This skill also keeps the decker current on who the
major players are In cyberspace and lets him pick up the latest
rumors In the global gossip of the Matrix, Gamemasters should
not overlook this skill. Use it to determine whether a decker gets
hot goss on who s got goodies that might be useful to him {great

new software, contacts, paydara Info) and more besides

THE PERSONA

The persana, the decker's online fcon, Is defined by the MPCP
ancl BEMS ratings of the deck (see Deck Ratings, p. 16, in Matrix
2.0}, and [y the deck’s special options, such as Response Increase
Ihe Anal measure of the persona’s processing power s the utility
programs loaded into the deck curing a run.

The following two sections, Cyberdecks and Programs, pro-
vide rules for deslenine and constructing rthe hardware and soft-
ware that make up the cyberdeck, and the persona it generates,
inis section discusses the basics of what the m ograms co, and the

aecisions e decker must make when he is loading his deck

THE MPCP
[he master frEfscnd control Program (MAPC™ s the operat-

Ing system of the cyberdeck. It runs on a dedicated processing

Ul

HDELCHERS

chip and Is the central component of the cyberdeck. The MPCP s
the heart of the circuitry that supports the other persona pro-
grams, like the motherboared In a regular microcomputer.

In addition to performing Its technical lunctions, the MPCP
defines the persona’s appearance, On a legitimate terminal, It car
fes the so-called Matrix signature, Every time a user logs on toa
system, edits a file, touches a control system, 4 |4,'&-_':_-|1".;'.|| 1@ unction In
the MPCT writes a record of the user's signature, timestamp, and
4 codde indicating what rthe user did into the system

Cyberdecks, almost by definition, do not possess Matrix sig
natures, Deckers illegally “stealth” thelr MPCPs and fit them with
lllegal masking chips. But each MPCP Is subtly different from
every other, and these differences give each MPCP a dlistinctive
appearance In Matrix iconography. Some deckers are paranold
enough to continuously tinker with their icon, radically changing
its appearance on a regular basis. Others accept the Inevitable
and maintain the same look rather than endanger their precious
“edge by undermining their sense of identity in the nets

Characters rarely use the MPCF in tests. The two principal
exceptions are (esis measuring the stability of the lcon [rogram
on 4 sculpted host (see Effects of Sculpted Systems and
Keality Flilters, p. 0%, in Mapping Maitrices) and when the deck
ltself is under attack by gray or black IC {see Intrusion Counter-
measures, o 18]

All the other programs on the deck, both persona programs
ane utilitles, execute under the MPCPs control. Therefare, the
MPCT Rating determines the maximum ratings for these subor
dinate programs. The total ratings of the four Persona programs
cannol exceed the MPCP Rating « 3. No utility can have a rating
greater than the deck's MPCP. (See Deck Ratings, p. 16 n
Matrix 2.0, for more information.)

PERSONA PROGRAMS

The latest piece of Matrx slang for persona attributes [§
"BEMS,” for Bod, Evasion, Masking, and Sensor, These four qual

ities measure the effectiveness of the persona in « ylerspace

Bod

Bod measures the stability of the character’s lcon—Its resis-
tance to error, logic attacks, and other cybernetc attacks, A high
tod Rating is iImportant for deckers who like to solve problems
via cybercombat

Evasion

Evasion measures the agllicy of the lcon—Its ability fo
maneuver 1IN cybtercombal and escape the attentons of trace |C
Evasion is not generally Installed on most cyberterminals, unless
they are designed specifically for cybercombat. Mot the kind of

feature you find on an office worker's deskiop.

Mashing
L

Masking measures the ability of an lllegal lcon ta avel
detectlon. This attribute s especially important when resisting
the system Security Tests that oppose the decker every time he

imakes a Svstem Test, I'-.-'l:'li-..1||:..- |"."|.,=|:-.|cil|_g programs are pol

¢l

IS




I is

pro-

iPCP
car-
to a
on in

and

¢ 5ie

with
frem
Taaht] =
ynoid
2ing
Itable

CIDUS

nclipal
A
, and
+ cleck
INUET -

2rams
g, the
ST
Zrams
rating
G N

utes Is
ir qual-

s |

5 Mesis-
A high
allems

sty 1D
race IC.
L unless

kind of

o avoald
reslsting
fime he

Are Mot

DNECHERS

Installed on legal cyberterminals. Investing In excelient Masking

= arguably the sign of a decker who knows what he s doing

apnsor

The Sensor attribute controls the icon’s percepton of cyberspace
and measures its ability 1o process data. The attribute may be used
for ad hoo Sensor (System Security Value) Tests to notice changes in

e host computer, such as alert states, |G activations, and 50 on

OPTIONAL RULE: DECK MODES

Under the optional Deck Modes rule, cyberdecks are In one
of five modes at all rimes—default mode, bod mode, evasion
mocle, masking made, and sensor mode, Each mode has distinct
effects and confers specific bonuses and limitations. Switching
peiween modes requires a Complex Action, and decks may be
1 Ny OnE mode at 4 time

When increasing or decreasing wvalues under the deck
modes rule, round up all fractions,

Cenerally. substantial disadvantages counterbalance the
aivantages @ained by using any deck mode, Throughput loss
makes this especially tnue tor he evasion made, for this 1eason,,
deckers may wish (o reserve deck-mode switches tor special Cir-
cumstances. For example, a decker might choose to switch to
evasion mode when he identiies the presence of trace IC Ina

system gone to passive alert

UEFAULT MODE

In the default mode, all deck ratings remalin at thelr base values.

w0l MO0k

In bod mode, the deck's MPCP allocates resources to resist
damage. The Bod attribute increases 50 percent. The Evasion,
Masking. and Sensor attrributes are reduced by 50 percent each.

The deck's 1/ bandwidth is reduced by 50 percent as well,
Ihat is, it the decker has 100 Mp of total bandwidth allocated, he
only g@ets 50 Mp of throughput (throughput is the actual speed o

data over commline), See Cyberdecks, p. 90, for bandwidth rules

WHSICH MODE

Typically, deckers use evasion mode to avold trace IC and
enhance the combat maneuvers of a deck. Evasion mode
poreases a deck' s Evasion attribute by 50 percent. Bod,
Masking, and Sensor are reduced by 50 percent, as is the deck s
pandwidth throushpur

(MRSHING MODE

Masking mode increases the deck's Masking attribute by 50
percent, The deck's Bod, Evasion, and Sensar ateributes are

reduced by 50 percent. Bandwidth throughpur is unaffected

SENS0R MoDe

Sensor mode improves the persona’s abiliby fo detecr

thanges in the host environment, as well as the ability to counter

e 2

Tl

combatl maneuwvers, Sensor s increased by

50 percent. Bod
Evasion, and Masking attributes are reduced by 50 percent
Bandwidth throughpurt Is unatfected.

DECKERS AND TRSKS

Tasks follow the same pattern whether they involve hardware
or software, {See Cyberdecks, p. 81, and Programs, p. 94, for
details on designing and constructing hardhware and software, )

All tasks require a base fime, usually measured in days
PSSt important, every task requires & SUccess Test (specified in
the description of the task) 1o develop the basic design of the
program, circuit, or whatever, The base time divided by the num
ber of successes rom th fest edquals the number of davs in the
task period. The task perod is the actual amount of time [r takes
the decker o finish the task

If the Success Test fails. the gamemaster rolls 206 and
divides the base time by the result, Round ractlons up In this
instance, The result equals the number of days of work that the
character must put In on the task before discovering that the
Li{*:’,._l._‘;lh ks Irretrievably flawed and that he must begin again. Task
ponuses, defned below, apply 1o his work

The samemaster should make these Success Tests secretly,
50 that only he knows the actual task penod and the SuCcess of
fallure of fthe attempt. Alternatively, the gamemaster may have

the players make a number of Success Tests in advance and use

the results when the player attempls tasks

[0SR BONUSES

Each task requires minimum tools and resources. Without
these required tools, the job cannor be done at all, With them
one day of work, defined as 10 hours of unintermupted labor at
the |job, reduces the task perdod by one day. Gamemasters
should resist the Dlandishments of Players who clalm thelr declk
Brs can put in a | S-hour day thanks ta excessive |Intake of cal
feine and the latest meditabonal exercises

In some cases, superor resources may grant a bonus to the
wiork rate, A 41 task bonus means that one day's work reduces
the task perlod by 2 days. A +2 task bonus reduces the task per
o] by 3 dlays for a day of wark, and so on, Rules for specific tasks,
presented 10 subsequent sections, note which tasks may be

shomensd with task bonuses

FINISHING TASHS

Characters may complete tasks In pares, rather than in single
unbroken eftorts. For example, a character attempting a task with
A A-day task perod may pertform 5 days of work, 2o oft an an

adventure, do another 1O dayvs of work, work on ancther 1ask

and then do 5 more days of waork to complete the task

HEHLTH AIID THSRS

Characters suffering from Light wounds may work at rasks
unimpeded, Characters sutfering from Moderate wounds may

perform {asks, but they have only half thelr normal productivity
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Ly ! U AR el | -vear DocWagon™ Contracet (Platinum)
the machine when he 'I!l".'\. L L L
Microrronics Kin
I mlictdle Litestyle (1 yvear prepald)

na Attributes Intelligence: & (8| Pragramming Shop

- :-_:I"::'“ : Wilipower: 5 |-"_|:.:'Il_| "m'__|-r| Warbhawhk Dadith 10 raunds standard amrmunbtions
LQuickness: 3 Essenoe: d Yamaha Rapie

vE atret :'I-;h. i Keaction: 4 17 In Martrix!

== Charisma- | ‘:'-r.\ning Cash: | | 818y

na

5 Inkladbve: 4 « 105 {(Physical), & = 306 (Matrix)

:
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HHEHLCHEITYPE

Inftlative: 4 - 106G (Physical), © 200G (Matrix)
Skills
Bike: 3

r

Computer: &
Computer B/R: 5
Etiquette (Martrix): 4
Etiquette (Street): 3

Firearms: 3

Dice Pools

Combat; G
Hacking: 4
Cyberware

Dratajack

Headware Memory (30 Mp)
Lontacts

Choose {2) Contacts

Fixer and Deckmeister recommencied
Lear
Cvberdeck (208,64 1 ¥ package price)
MPCP-6/5/4/5/4
; Hat ASIST
Fa knonw iolks  ust
assurme us poinfy-eared types a
culE. Ve

ahlv o more interested i b

Response Increase- |
feer e fo 10 than strikin

Hardening-4
got attitudes that just won't

wearing what vy all got in mind

sarme kinda pose. Al wouldn't clalm (o

Active Memory: 500 Mp
£ able ta fake or leave my deckin’ worls, but ah sure don't have

Storage Memaony: 1,000 Mp
1O Speed: 240 Mel5S
Programs: (147, 400%)
Analyze-4 (48 Mp)
ancients were fond o -AIGEN AR NIP)
Attack-65 (144 Mp)
Browse-4 {16 Mp)

bve or die it, Allus better to live to fight another day, as the
Sy in

formance record, though, Ah kin slice through black IC pretty as
y picture and leave
Ever knows

Dot miatale my lald-back nature for laziness or poor per

M o wantin more
b weas there

the best of It Is. nobady Commilink-4 (156 Mp
. Deception-G {F2 Mp)
ya won t be fussing with tracers ar

avin to clean up my remains, and that's a promise ah kin keep

Let s talk specifics on your (ol

over to that licdle cale and have

Decrypi-5 (A9 Mp)
Dut not right here. Let s mosey

= L5
yal explaln the polnt o' my new mission

umpin cool to drink while
Commentary: just when you

ern Do T u'_'::.'l_l.flr'-:l

fead/Write-4 (34 Mp)

Relocate-4 (32 Mp)
Scanner-4 (45 Mp)
iink you ve got this south
he'll drawl out a question that |l make you
mino

change wou

Sleaze-0 {108 Mp)

Spoot-4 (48 Mp)
Apparently less intense and hyperactive
than the deckers vou usually hire, he s equally competent—
ancl you can hardly contain vour curnosity about his reality Hl
ter, According fc
albout his skill

%] ':L.'|'I| IT COontacts

Desktop Personal Computer [ A00 M)
however

| -yvear DocWagon'™ Contract (Basic)
Fellinl-Med Breather vask
he s not brageing
Lintess this suy' s reputation is a complete hc-
tlon (which means he s _'l'.i'-..'il'lll.:; att a lot of COTOarare ':.r-;_'ll'_‘:-:.:!lf_"*il_
he s almost never talled to meat his _l.':_l_:-._li

Middle Litestyle {3 months prepald)

Programming '_?-hr:['-
wias a double-crioss he couldn t salvage

-ang when he did, €
Attributes

Fuger Super warhawl: twith 10 rounds standard ammunition)
Yamaha Hapier
|I|r,|"l:i_'.-‘:_|""'|_|", ]
Bocy: J

Willpower: 4
I:_:l_l Ickness

3

Starting Cash: 14 0Z8¥%
strensth; £

Essence: 5.5
LCharlsma; 3

Allergles: Mildly allergic to pollutants
Heaction: 4 (G in Matrix)

il
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Well, what the drek did vou expect? You’'ve got the fraggin’ thing in backwards!

O

=Joe lhsdom. deckmeister

The key to the decker's art, the cyberdeck is an extremely powerful microcomputer
with a highly speciallzed Instruction set. Its processing power is dedicated to implementing
the ASIST Interface that converts the decker’s neural impulses into the programming Instrug

ticens that bend the Matrix oo his willl



s seCcron provicles rules for consinue ting and buyling

y i 1 MMatrix 2.0, deck buvers are not restricted to the

2@ CeChs of the riginal SR rules, Mow, buvers may

Lrinase maoduiar unil I el e g e e 1o seelect the ._:|||'||-\.||

1 dndl capaslicies of the deschk, OF courss e ek 3 COSC blg

e, And where s thi ] o I
C sechon |s divided Into three maln parts: Constructing
Decks. Tools and Panis. and varous subsections on the con po
a decl. Constructing Decks provides a general expla

tHon of deck construction. Tools and Parns provides [nfor

LONSTRUCTING DECKS

Tel &0 TTIETTH Y 'q.'llq.'l-!l il hese |..-||||-|'\I|I|_" {v A ek -\.E||'||- W

HEnat waork, The components are assembled in a sefies of tasks
that may be performed by the decker himself or 4 ovberdes
] 1ln
AL S | ital that It Is almost mandatory, but theo
Etlcally a deCKer ¢ make a n without it If no '-.-_-."||:!|: it clata
yre involved, All othe COTIOrTerm 10 matter o
il I they m e, are optional
HOH DESCRIPTIONS
il sl 1l
vl ol the component entries s =ection contaln task
(4] TAEIL TS s 1S T o I|I--'..i.\,i|' Fhie= I"::'!:'Iu" tests, and
ther @il dlues involved In producing or upgrading that par
component. fasks are divided into three types: Sofbware
lasks, Cook Tasks, and |nscallation Tasks
Software Task
1 COMPONENT redjuires 4 program, the program s effective rat
il size multiplier are listed in the Software Task heading. These
e usaedl In the programming task (see Programs., p. 100
VEDNSITLICT a Ow el | CHECKEEeT must abtalny a custorm
T et or obb-the nell obect copy of the software befor
A L] d WO iy T "'i|l|"'-5"|.| & Rarcwar \re
10H 1d5H
WWAle L] Ltk I's, eSO [PFOEFRIms, al e su [T
It [ [ATCHETAITS SUCH A% EsnOonses |INCrease aAre A AeErmanent
AMEITTTETT (Bl (%] s i s s KW A optical-oocl
J ] VIl cthsr COMIa0 s Thar euire saffware ysp
i
| mady purchase pre-programmed OCCs from an
i f 1 i lferally L I Wity ther e o ||.-'"-.'
i ITware o T thiermselwe by performins
lasl
recuire the use of an optical-chip encocler

LY

fimes and cook imes as well, which are described in each com
ponent s Cook Task description. Additionally, every Cook Task
recuires a 1.___|_'-"'.I'||j|1'-r |"|..'F-' lest, The farget number fon the test s
supplied In the component’s Cook Task description

LLCs and compaonents that use OCCs may not be installed

untll the |'|I|‘\-‘.. have Been created with a '..-:':‘-|-. [ ]

Installabion lash

Onee a decker has cooled or purchased amy reaulred O0Cs
] ||||||"||_|I'|'||I ||l_' may |:||-r- AN NeCEssaAry [l s andl Install the
component. Each component’s Installation Task description [aro
vides [he ase tirmd ancd Success [:--.r needes (o |.|'.||||'.||'|:.|" he
i |"-|'|||'-|,_-||-'||I"-. installation

The prices of creuitry and other parts required for Installa

tion are described 1 Tools and Pars

CRANIAL CYBERDECHS

Lnaraciers must use cranial deck parts, not standard cnes,
wihen EONSrUCTIiNg cranial decks, or L decks. The implant spe
clalization of Computer Skill Is the appropriace skill for all Cook
arel Installation tasks made when construd |i||_|.'; CE decks .-".|:-|'|I-|.' a

2 modifier to all target numbers If using Computer B/R Skill for
these (esls instead

C< decks also require the use of cybernetic as well as micio
tronic tools, Fo r',--'-|I'|'|||||'_'_ ir the task description or a G onenl
calls for a Microtronics Shop. the task would require a
Lybernefics Shop as well IF the declker |15 constru ting a C deck.

See pp. 54-59, SR, for more Information on crankal

CAIIE TOVEC ks

100L.5 AND PARTS

LN A -.||r|r.l-_r_-'-| I'II_|I| ||.|'-\.I"- [awsls . e mdy Uuse ||!r'||| IEsr WAl
ious tasks. Fo 4'-:.III'||-||- A4 OeCker may use an ok il I|-||.
encoder to cook any number of OCCs—he does not nead o [
chase a new one to make new chips

However, parts are consumed when the task s performed,
Cnce the job is done, the parts have been turned Into a plece of
the cyberdeck. Characters must purchase additional parts to per-

oirm actditional tasks

100LS

Milcrotronles tools Alre I.":_||,||||'!I far all cvberdeck construi
tion, both external and covbernetic. These tools come In ki
'-i'l-'|:-'~. and facilivles. A kit Is a |:-.'|II._|i|!-e- '-.n,ilill-._ ol towls o [AE
orming basic work, A shop contains more tools and can be
moved only with a large van or small truck, A facllity contains
bulky, heavy machinery and s immobile

Tasks that require a small tool unit, such as a kit, may be pel
formed with any larger unit. such as a shop or facility. In fact
using a larger tool unit than required confers a Task Bonus, a3
Hustrated on the Tool Lnit Table. Kits may not be used for tasks
that require shops and facilities: shops are not adequate for tasks

that recuire facilities

P —




CYBERDELCHS
LD transport clreules, and so the DTC cost s multiplied by che
fask I II][IL un" T"HLE Hardening Rating, squared
5l 15 Chips are rated in price per mi oA i |se The omponent task
Task Requires  Appropriate Tool Unkts Task Bonus descriptions describe required chip ratings as the type of chip, at
alled Kit I it MNone the size of the relevant program, For example, an OCC would I
Shop k| shown as "OCC @ program size,” at 20 nuven per Mp of pro
Faciliey -3 Blarrtsiie
Circuitry Is measured [n Rating Moints and priced per point
s 'L',h..l. Shon Kore For example, an entry In a task description such as “PLC @ MPCP
| the |:H.I|I."-.' 1 Eating would mean buving processor-loaic circuitny with the
pio same rating as the MPCP. at 25 nuyen per point
 the Faclliey Facility Neye The component task descriptions list any required special
I el parts and their prices as well. Cranial components are
alla reciuired for Cf decks
Many tasks Fequire & [,r-|u|:||.a| COMpULer with a minlmum All |:'-=|'|"--lll'r':'-l'-'|-i'--' availalxe. Even cranial components are eas
memory slze. This same computer can, of course, be used to ty availatde through cyberware markets. Mon-cranfal components
wilte the programs for the software elements of a compaonent are always avallaixe anc have Street Indexes of 1. Cranlal compo-
nes, The price for a desktop unit s pravided in the Tool Prices Table nents have Avallabilities of 4772 hours and Streer Indexes of 1.5
_Lm'. (vee p. 259 SR, for prices of more compact computers, )
o Uptical-chip encoders use a quantum process to PIOgrarm
ly 4 s, The process breaks down and reconstructs the crystalline an‘I pHI[:ES ":IELE
| Tor lattice of the “raw" chip. The encoder’s rating is added to the
Computer B/R Skill a character uses for a Cook Task. The bettes PART COST
Cro encoders also provide a Task Bonus, Encoders weigh a few kilo Chips
e grams and are about the size of a shoebox, Uptical Code Chip (OCC) LUY per Mp
€ a Once cooked, OCCs cannot be reprogrammed. Upgrading Optical Memory Chip (OMC) S5¥ per Mp
ek antl repairing OCCs requires a whole new Coolt Task Cranial ©CC L00¥ per Mp
nlal Cranial OMC 50% per Mp
Circubry
"][IL FHE[:ES II:IELE Processor Logic Circuitny (PLC) 15% % rating
| Data Transport Circuitry (DTC 0% x rating
Street Cranial PLC 250% = ragine
Tool Cost Availability Index Cranial DTC 100¥ x rating
s I Cybernetics Kit |, 5000% 5 /48 hrs
hip Cybernetics Shop | 5,000¥ 8/72 hrs 3
i Cybernetics Facllity 100, 000 1477 days 4 UI]GH"I]ES
Microtronics Kit 1,500 5/48 hrs Z
ed Microtronics Shop | 5,000 B/72 hrs :
b Microtronics Facllity 300, 000% 14,7 days 4 Upgrades represent improvements to existing components
- Personal Computer FO¥ per Mp s"-:lwnt'_v'.-- 5 The Software Tasks for upgrades are based on the difference
of memory between the component s old rating and its uparaded rating
Lalculate the size of the upgraded prowram and subtract the size
Optical-Chip Task Street of the old program to determineg the amaount of wearlk involved in
Lig Encoders Rating Bonus Cost Availability Index the task, Program upgrades are discussed in more detail in
i Sony Encoder | 0 0 [, 200 4/24 hrs | frograms, p. 107
e Fuchl OCE /500 | 4 2 TOD G/ 24 hrs | Characters must perform the Cook and Installation tasks for the
[ Sany Encoder [ . i1 & 000 B/77 ks | 5 component rom scratch, ustng the new soltware rating and size
i Hitachl RM-AX 3 o) O 500 00T days Far example, a decker has an MPCP-6 deck with Hardening
B 4. The Hardening software s 144 Mp in size. IF the decker
iy upgrades the Hardening to 5, the new size is 180 Mp—a 36 Mp
ik, 1]'|:|H-IE|. upgrade, After performing programming equivalent (o a 36 M
o Each component’s task description specifies any parts need program, the decker performs the Cook and Installation fash
:::j: gd for each component, Par prices appear in the Part Prices ”Il.."'-t‘ are based solely on MIPCP-0 and Hardening-5, as if rhs
: lable. Task descriptions provide any task-related cost multipliers component were being bullt from scrarch

s well. For example, Hardening a deck requires redundant data

it
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UPTIONAL RULE: SALUAGE

Camemasters may allow declkers to -.._||'._-'._|_l.',-'|_"" 50 nercent of

Che: walue of parts they replace In upgrades. This represents

come from selling outdated (OCCs, old memory chips. reusing

CIFCUIT IOEICs, AR S0 0N

MPCP

As noted previous sections, no persona program on a
deck may have a rating higher than the deck’s MPCP rating
Additionally. the combined ratings of a deck’s persona programs
may not exceed the MPCP Raling multiplied by 3

In addition. no utlity may have a rating higher than the
MPCT Rating. However. the MPCT Rating does not limit the num-
Der of utilities the deck may run at any single tdme. That limic is
nurely a function of the deck's activie memorny size and the size

af the utilities (see e o],

MPCP UPGRADES

Improvements in the holographic code links under Matrix
2.0 have eliminated the older, more dgorous requlrements that
controlled MPPCP upgrades. Characters no longer need to
upgrade persona programs to match new MPCP Ratings

However, whenever a character upgrades his deck’s MPCP
ne dlso must upgrade components that have construction tasks
that involve the MIMCP These components Include the ASIST
intertace, the ICCM filter. and Response Increase. Wntil the deck
er upgrades these components o match the new MPCP Rating
he cannot run his deck with both the new MPCP and the old
components. He may run the deck with the older, lower MPCP
Rating and continue to use the components. or he may run with

his new, higher WP rating but without the components

REALITY FILIERS

Feality Alters impose a metaphor on the Marcrix chosen by
the decker and programmed inte his deck’s MPCT. A decker whao
likes basehall can model an entire Matriz run an a hard _"-:__||_|_l.?l|||
game, A decker with a taste for swashbuckling can swagger his
vty thirauah the world of a cybernetic musketeer or duelist

In practical terms. a realicy Hlter acts as an additional level of
sesncse Increase on the oyvberdeck. It increases Reaction by 2
and acicls + 10 (o Initiative, However, a reality hlter also increas
&5 the MPCPM s design rating vy 2. This increase affects clesign
side and all base times, target numbers, and so on. based on the
MPCM s Rating. though the real size of the program is not
increased. Reality hlters also reduce MPLP Batings by 1. As a
result, deckers may have to reduce their persona programs to
keep them within acceprable limits (see MPCP)

The decker may operate his deck without turning on the
reality Alter. In that case, he does not receive the Response
Increase or the rating reduction

furning a reality Hiter on and off is a Free Action. Howewer,

untll the beginning of the next Combat Turn alter togaling the fil

o P

CYBEHDELCHS

teer o oof off, reduce the decker s current Initiative by halt and

apply a + 2 modifier to all his target numbers

(PGP ICONDGRAPHY

Instead of jamming the entire Matrix through reality filters,
deckers also may adapt their icon’'s appearance, or iconography, to
it the metaphors they are likely to encounter on a sculpted system

An MPCP program can e cooked with alterations o the
iconography If the decker has the source code. The program
ming changes only take a few hours to write and do not require
i rest, but the Cook Task recuires the standard task period and
CoOMmponents.

[he decker can then simply pop the new chip Into the
deck’s motherboard—na Installation Task is required

Deckers may maintain a library of MPCP chips, each
designed to present an image that blends with a specific system
iconography, and thus avoid the penalties for violating the

metaphor of a sculpted system
MPCP CONSTRUCTION

»oftware Task
Rating: MIPPLE Bating 1+2 for reality filters)
Mukiplier: 4
Cook Task
Time: MPCP Rating x 3 days
Test: Computer B/R (MPCP Rating) Test
Parts: OCC & program size
Tools: Personal Computer {Memory: MPCP program size|
Wilcrotronics Shop
Optical-Chip Encoder
Installation Task
Time: MPCP Rating = 2 days
Test: Computer BJRE (MPCP Rating) Test
Parts: MLC @ MPCP Rating®
DTC @ MPCP Rating?

Tools: Micratranics Shop

PERSONA PROGRAMS

Persona programs  Include Bod, Evasion, Masking, and
Sensor programs. These function as "attributes” of the decker's
persona. For further information on persona programs, see
lcons, p. 14, and Deck Ratings, p. 16, In Matrix 2.0

PERSONA CHIP CONSTRUCTION

Software Task
Ratine: Mrogram Rating
Multiplier: 3 (Bod and Evasion)
2 (Masking and Sensor)
Cook Task
Time: Program Rating x 3 days
Test: Computer B/R (Program Rating) Test

URaS.0D
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LYEBERDECHSS

Parts: OCC @ program size

Tools: Mersonal Computer (Memory: persona program size)
Microtronics Shop
Optical-Chip Encoder

Installation Task

lme: Mrogram Rating x 2 days

lest: Computer B/R (Mrogram Rating) Tesr

Parts: PLC & Program Rating?
LI, o r‘rnl'._?gm'u |3;'_,l,|:-'::.,:"'

Taals: Microtronics K

HCTIVE MEMORY

Active memory is the cyberdeck’s "RAM." to use the old
fech term. just as hackers In the twentleth century talked about
Naving 4 mes | memoany on thedr computers, a =ixrh ‘Warld
decker refers to 100 Mp of active memory on his deck

& deck's acthve memony limilts the |,||_|||I_':_-' programs the deck
can run and have ready for use by the persona at any one time.
A deck with 100 Mp of active memory can run no more than 100
wip of utilities at any one tlime

iThese [imits are in acldition to any limits imposed under the

optional icon bandwidth rule, )

HCTIVE MEMORY CONSTRUCTION

Software Task: Mone
Cook Task: MNone
Installation Task
Tlme: Memory Sire 100 days (round Lifr)
Test: Computer B/R (Memory 5ize + 100, round up) Test
Parts: OMC @ memony size
PLC @& memory slze = 10, round up
Tools: Microtronics Kit

HSIST INTERFACE

The ASIST interface component controls the simsense expe
nence of cyberspace and the decker's DM (direct neural inger
ace) connection to the Matrix, as routed through the interpreta
thve software coded into the MPCP, The Interface also has a con
trol program of its own o handle the data exchange

Ihis ain t no home sim entertainment unit, The rypical signal
strength on a full-bore cyberdeck is not too far below the brain
kicking current a wirehead gets from a BTL chip. That gives the
decker the best interface to the Matrix, and when a deck 1s run
ning at that intensity, it is sometimes called a "hot” deck

Howewer, a decker can |_|-¢_‘-|||_H'_'i.=.|r_‘|'-,-' reduce the INTEensiry el
the ASIST signal. down to about the level of legal simsense. This
s called a "cool” deck. Cool decks can reduce the persona’s
speed in cyberspace, but black IC cannat Inflict lethal damage

over a cool interface, Lethal black I acts as non-lethal black 1C

throush a conl deck, Psychotropic black [C, however, warks owver

both levels of interface,

A decker can Install hot or cool ASIST circultry, IF he installs
the hot clrcult, he can selectively switch from hot to cool, or vice
versa, at will, However, swit hilll.‘I Interface circultry while under
attack by black IC requires the same tests as jacking oul. A coo
interface can only run cool. Either ASIST interface can  be
switched off entirely, which turns the deck into a "torolse” (see
Tornolses)

Whenever a decker upsrades his deck’s MPCP, he must also
upgrade the ASIST Interface, Lntil he does so. the deck acts ke
d tortoise if he runs with the new, higher MPCP. but the interface

worls as cdesigned if operated with the MPCP at the old value

CONTROL INTERFACES

A hot deck can be run withowt any manudal control surfaces
Al commands are transmibtted via DML This enables a decker
cool cown the deck during a run, but acts as another level of
Response Increase. adding 2 to Reaction and 41D to Inidative,

A deck equipped with a kevboard and a hot ASIST interface
can b mn hot, cool, or even oriolse-cold.

er’rlllill:.."l a aecl cool, by LSIME kevboard and other manu-
al comtrols to auament the ASIST interface, reduces a decker's

Initiatlve by 106

RS QUERRIDE

ASIST clrcuitry Includes a reticular-activation system owver
ride (RAS). The RAS override suppresses sensory slgnals from the
clecker s meat body, freeing him o concentrate fully on the sim
Sense !'ki?-"l."-"':'if'l'll.'{' of the Martrix, The RAS override also louses un
any physical coordinarlon the decker has, so apply a +8 modif
er to target numbers for any Physical Tests a decker must make
while jacked in, In addition, concent iting on the physical world
| oL ses U decker s Initiathee baclly (see € }'hr-n: ombat, P 1 20

Disconnecting the RAS override dilutes the ASIST interface

s0 badly that the ovberdeck acts like a “tortoise

[DRTOISES

lortolses are ovberdecks withour ASIST interfaces, They use
Vi goggles, holo-display screens or even flatscreens, gloves
trackhalls, and ather low-end tools to simulare the Matrix Ex[e-
rence without a DNl connection. A deck without an BAS owver-
rigte is equally inferlor, Characters can build rortolses easily and
cheaply, because cost of the VR equipment is a rrivial component
of the MPCP price

Deckers can always switch off their decks' ASIST Interface
circultnies and turn thelr dechks Into tortaises, IF under attack by
black [C, this counts as "ja !-.il'l:.‘I out and requires the same tests
to succeed (see¢ Black IC In Combat. p. 47, in Intrusion
Countermeasures)

lortoises reduce the user's Reactlon by hall rounding down,
Ly & minimurm 'l.'.lII_lI_' al | .‘|'|l:"".'.' Can be |_l.'|||||"'|'\.|'l.;.| -,‘-.,.|r|| I'\.:"l'\-hi'_h:\':'-"_l
Increase, but users only recelve the additional | D6 for Inidative,

nat the +2 modifier to Reaction

R
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ASISTINTERFACE CONSTRUCTION

Sofbware Task
Hating: MO Bating
Muldplier: 2 (hot deck)
| focol decl)
Cook Task
Time: MPCT Rating = | day
Test: Computer BYE (MPCP Bating] Test
Farts: OCC @ program sice
'!'-l_‘:ul"j.' [*ersonal 'f'_n_.-|||| ILIEET _.'-"n! ITHIY "".-'1:":_'!' |:-I-'|Il.'ll'-|l'|'| --i..-'1"f
Microtronics Kit
Ontical-Chin Encodce:
Installation Task
Timee: MO Badine = 1 day
Test: Computer BAR (MPCE Rating) Tesi
Parts: PLC o0 VPO Rating x £ (ot deck)
PLC @& MPCT Rating (cool deck)
ASIST Processar Unie & 1, 250%

Taols: Microtronics Kil

HRARDENING

Harclening reqguires some ProOErammning -.I|_-..i:.1__I||I|_':1:_ COFTel
thve subroutines to rewrnite damaged personaware, redires ting
itfack Coale and so aom—and hardware work to reinboroe the

declk s resistance o invasive code such as viruses, gray anc black

HARDENING CONSTRUCTION

Software Task
Rating: Hardening Rating
Multiplier: =
Cook Task
Time: MPCP x Hardening Rating x 1 day
Test: Compurer BYR (MIPCT Rating ) Tesd
FParts:; OO0 o Harcening program see
Tools: Mersonal Compurer (Memony: Hardening program size)
WUCTOITONICS "'||'|-.||:-
Oiptical-Chip Encoder
Installation Task
Time: MPCP Rating x Hardening Rating £ £ days
Test: Computer B/ (MPPCE Rating) Test

Parts: "LC @ Hardening Rating x 2

DTC @ Hardening Rating x 2

Tools: Microtronics Shop

CCM BIOFEGDBACK FILIER

Intrusion counter-counterrmeasures (ICCMY technolosy protects
Aeckers o thie woirst effects of [HMack 1, MNesw generancn |

technolossy allows ICCM dewvices 1o be built directy into cyberdecks

LD |

An ICCM flver Increases the decker’'s chances ol jacking oul
sucoesshully when under attack by black 1, Apply a =24 maceoifier
oo (e farsel nuimiaer for the "."'."i||| e (10 |":-1III':.I-','I [est (see Black
IC In Combat, p. 47, in Intruslon Countermeasures)

The filter also allows a decher to make two separate Damage
Resistance Tests agalnst lethal and non-lethal black e—one test
with Bady and one with Willpower, The player may choose (he
fest with the best resull to use as the character s resistance
Earma Mool dice added to the test are rolled separaltely and aus
iment the chosen Resistance Test, Hacking Mool dice cannot e
used for these tests

The ICCM hliter is poc effedctive asainst the psychologica
effects of pesychotropic 1L, HMoawesver, if does Dulfer the decker
from the physical side effects of sparky 1€ programs (see Gray IC
. 43 in Imtrusion Countermeasures), the same as |0 does
.'|I'.‘__.|i||'_.'. Islack IL

Constructing an 1CCM flter requires Computer B/R and
Biotech skills. The Success Tests for the Cook and Installation
Tasks use the average of these skills, though two characters may
instead work as 4 team o perform the tasks, each contributing

one of the two skills
CCM FILTER CONSTRUCTION

Software Task
Rating: MIMCP Rating
Muldplier: 4
Cook Task
Time: MPCP Rating = 2 day:
Test: Ave, Computer B/R and Blotech {MPCP Kating) Test
Farts: OCC @ ICCM program slzs
Tools: Mersonal Computer (Memony: ICCM prosram size)

T
E)

Microtronics Shop
Dptical-Chip Encoder
Installation Task
Time: MPCM Rating x £ day
Test: Avg. Computer B/R and Biotech (MPCP Rating) Test
Parts: PLC @ MPCP Rating?
DTC & MPCP Rating
Bioscanner o 5 000%

]l:lnl".i. ."I\.'rli'\- | R P "‘-'_\-lll_:\l[|

/0 SPEED

The input and output of a deck |s analogous to the old
modems that connected terminas and computers Dack In the
dark ages of computing, The /O speed indicates the maximum

y i

A0 bandwidth that a decker can dllocate to a task

A standare oyberterminal . whethe lewal or 4 deck, auto
matically and always can hamdle its icon bandwidth as a function
al i MPCP, sa the 10 speed feature only comes Into play wihen
using the optional bandwidth rule (see Bandwldth, . 90), If the

ptional bandwidth rule s not in effect, all uploads and down

5 ; 4 PP . |
laads are alwavs at the full 1500 e OfF A et

1 3%
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CYBERDELCHS

IO speec must be bullt In multdples of 10, The maximum

" bandwidth value of a deck i equal o the deck s Sensor Rating x
X MPCP Rating x 10 Mp.
: |/0SPEED CONSTRUCTION
it
e Software Task: Mone
; Cook Task: None
3 Installation Task
2 Time: ;0 Speed + 20 days (round up}
Test: Computer B/R (1/O Speed = 100, round up} Tes
! Parts: PLC @@ |/0 Speed + L0 (round up)
i DTC @ I/0 Speed + 10 (round up)
. Tools: Microtronics Kit
5
.| nesponse inchense
'l
Y Response Increase is the Matrix equivalent of wired reflex-
5 es. Each point of Response Increase Increases a persona s
feaction attribute by 2 and Initlative by + 1DG.
A deck can support only 3 polnts of Response Increase
Furthermore, Response Increase cannot exceed a deck’'s MPCP
Rating divided by 4, rounding fractions down (so a deck with MPCP
Rating 3 or below cannat sustain any level of Response Increase)
In addition to the declk's 3 points of Response Increase, deck-
ers may daln an additional point of Response Increase by Using a
reality filter, Furthermore, deckers running hot decks on pure DNI
control may galn an additional point of Response Increase, The
dbsolute maxlimum of Response Increase a deck may have Is 5
polnts. which translates as + 10 to Reaction and 606 for Initiative!
Response Increase requires both programming and hardware
eonstruction, The programming task is based on an effective rating
equal fo the MPCP, with a multiplier equal to the Response
Increase Rating multiplied by 2, For example, on an MPCP-G deck,
the software component of Response Increase-2 would require
programming a 62 x 4 routine, a design size of 144 Mp. (See
Programs, p. 100, for information on programming tasks.)
This design size also affects the cost of the task, because the
decker must use an QCC large enough to hold the Response program
RESPONSE INCREASE CONSTRUCTION
l Software Task
Rating: MPCP Rating
1 Multiplier: Response Increase x £
Cook Task
! Time: MPCT Rating x Response [ncrease x | day
Test: Computer B/E (Response Increase = 21 [est
Parts: OCC & program size
; Tools: Mersonal Computer (Memory: Kesponse program size)
: Microtronics Shop
a Optical-Chip Encoder
Installation Task
Time: (MPCP Rating + Response Increase) x | day
Test: Computer B/R {Response Increase x 2) Test
bl
Ui 0




Parts: "LC @ Response Rating x 3

DTC & Response Rating x 3

Tools: Microtronics Shop

SHILINK NTERFACE

A satlink interface consists of a cyberdeck-mounted protocaol
conversion logic and a satellite dish, High-censity fiber-optic cable
with built-in signal boosters connects the deck to the dish. The sig
nal boosters enable a decker to run a signal through several kilo
meters of this cable without using an external signal booster. Any
cish format may be used with a deck Atted with an interface,

A standard satellite dish is one-half meter across and weighs
five kitograms. Large portable dishes are one meter across and
welgh eight kilograms; they reduce by 1 the target number for
tests o locate satellites (see Satellite Links, . 300, Fixed-base
earth stations reduce target numbers by 2, Moblle fixed-base
earth stations require trucks and trailers

Characters inclined roward a do-it-yourself philosophy may

Usa fashion tempaorary satellite dishes our of spray palymer and
plastic webbing, These dishes can be assembled and mountec
almcst anywhere, but they only last for a few hours. The elec-
tronics for a temporary dish weigh 3 kilograms and can be
reused. The electronic components pack down into a box about
S0 centimeters by 25 centimerers by 25 centimeters

Dish prices are provided in the Satlink Dish Prices Table,

SATLINA DISH PRICES TRBLE

Permanemt Dishes Price
standard portable BO0Y
Large portable |, 2000
Fixed- hase CROOY
Cable | D%/ meter
Temporary Dish Components

Electronics | OO0
PMlastic webbing ek o

Spray polymer (1 use) | %

SRTLINK INTERFACE CONSTRUCTION

Software Task
Rating: MPCT Rating
Multiplier: 2
Cook Task
Time: MPCP Rafing x 1 day
Test: Compurter B/R (MPCP Rating) Test
Pams: OCC @& program slze
Tools: Personal Computer (Memory: MPCP program size)

I"'_ll.llq_:ill-lqu:_l ] I"||| |

LYBERDIDECHS

Optical-Chip Encoder
Installation Task
Time: MPCP Rating % | day
Test: Computer B/E (MPPCT) Test
Parts: PLLC & PMPLD
L i@ pa e
Tools: Microtronics Shop

STORAGE MEMORY

Storage memory is analogous to the hard drives on old-time
COMPUTErs Ay [FrOErarm in 4 dechk s '-'[':”*'-.'lf'." Memony can be
loaded aonea (e deck |I_'.- ST e 51'..'1-.-1_|:- .".."l-r_'l'|'||,'|r'.|.' aperation _-"'.,n.l-
utilities a decker plans to use during a run must be kept in stor-
age memory, Data for uploads and downloads can be kept In
Sorage Memory, or the cheaper off-line storage

The Martrix 1.0 [oad-speed rule, which controls the speed of
data fransfers between storage memorny and active memory

does not apply In Matrix 2.0
STORAGE MEMORY CONSTRUCTION

Software Task: None
Cook Task: None
Installation Task
Time: Memory Size + 100 days {round up)
Test: Compurer B/R {(Memaory Slze
Parts: OMC & Memory Size
DTC @ Memory Size

Tools: Microtronics 1Kt

(MISCELLANEOUS COMPONENTS

Certain fixed-price deck components, such as casing, hitch-

100, round up) Test

10 (round up!

er jacks and vidscreens, act the same whether they are hooked
up o an lcepicked CyberShak cheapy that some high-school
hacker is using to fix his grades or the finest product of the
Fairlight labs,

A deck's casing protects it from the daily bump and grind of
a shadowrunner's life, IF a deck Is exposed to physical damage,
It has an effective Bod of 1. The cost of casing is negligible when
-|'_-:'_|I'|'||:h'|l'::-'|'_‘: to the cost of other deck l:|'lII||l|_l|'|r_'|'||'. It soimesone
wants to buy a bunch of empty casings, figure they're worth 10
nuyen apiece, Prices for other basic components appear In the
Component Prices Table.

See oo 13, SRI for descriptions of hitcher jacks, off-line stor

age, and vidscreens.,
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COMPONENT PRICES TABLE

Base larget
Component Time NMumber Cost
Casing:
Basic lmpact 1) ™A A Mesligible
Lewel | ™A Pl 4 Sy
tmpact £, Ballistic 1)
Lewel £ M A Pl £ 000y
iimpact 3, Ballistic £)
Lewel 3 M A MA 5. 000
||'||_:q._1-:_l 4, Ballistie 3)
Hitcher |ack 48 hours ol |acks + | 250
CHE-line A4 hours 3 Y 4 5¥ e .".'1.|‘:-
Storage {OMC)
Vidscreen & hours 4 [ iy
JECHS A LA CARTE

In Matrix 2.0, deckers can order decks from manufacturers,
whi assemble them using components specified by the dechker
The Deck Component Prices Talile provides formulas for caloulat-
Ing the prices of these components, Each formula represents the
entire cost of the component, Including software, hardware, cli
cultry, installation—the whole nine meters. Slot yvour stick and
the deckmeister puts this in your deck, ready to mun

the formulas are derived rom the cost of the component’'s
satware, chips, circuitny, and soon given in the task description

Components with software feature a Program Factor (PF), the
multiplier in the price formula for software, The PF s determined
according to a specific rating of the deck, called the PF basis. For
example, the PF basis for a deck’'s Hardening is the deck's MPCP
Faring. The Mrogram Factors Table shows PFs for various ratings,

For example, a MPCP-8 deck has a PF of 500 nuwven for its

hardening program formula

PROGRAM FACTORS TRBLE

Program Rating

PF {in nuyen)

=3 | O
& 200
3 200
1 L4 REEY

A cecker can Break prices down fartber, of cowurse, For

example, if e alreacdy has the object code for his MPCDP, the
decker needs only the OCC and Installation parts, These prices

can be calculated from the MPCP (ask description

DECH COMPONENT PRICES TRABLE

COMPOMNENT
Fersonawane
MPCP
Bad or Evasion
Masking or Senson
Menmony
Active Memony
Storage Memaory

Deck Features
ASIST Interface

Hardening

IO Speed

Satlink Interface

kesponse InCrease

PRICE FORMULA

(ANl prices In nuyen)

MPCT [-:f.-|ll||_!._-' ¥ [(Bx PF) + 195]
PF Basis: MPCP

Rating* = [{3 x PF} « 95|
I'F Basis: Program Rating
|'C.-|[|I'|_'.":. W |:‘l' % PF) .-”'\-!

PF basis: Program Rating

Mp x f.a%

wip x GF

Hot Deck: (MPCP Rating® x [(PF x 2}
+ 400 + (MIPCT Rating x 50

Cool Deck: [MPCP Ratng® x (PF x
200] 4 [IMPCP Rating x 25}

PPF Basis: MPCP

|}'I.|,|r|-|'-l|||:.:ll"' * [[PF x 8) « [60OF] 4
(Hardening » 70|

PE Basis: MPCT

1M Bicheedback Filter

iAPCP Ratings = [(PF x4} + 113]) -
5. 000

PF Basis: MPCH

Speed in MelPS = 30

[(MAPCE Ratings x Response) x (PF
B0 + (Response = 105)

PF Basls: MPCP

(MPCP Ratings = [{PF x 2) « 40]) 4
(MAPCR Rating = 35)

PF Basis: MPCP

PACRAGE DISCOUNTS

Cenerally, deckers

receive a [D-percent discount when

aordering a complere declk (MPCP, persana chips, and ASIST inter

face, plus optional components and features]

After a parficularly lucrative runm, Suryl decldes to treat herself to
g mew cyberdeck. She orders an MPCP-8/6/6/6/6 deck with Response
Increasa-2, 480 MePS of 1/0 speed, Hardening-4, an ICCM filter, 1,000
Mp of active memary, 1,500 Mp of storage memory, and a hod ASIST

interface.

The price breakdown for Suzyll’s new deck looks like this:

MPCP:

82 x (8 x 500) + 195] = 64 x 4,195 = 268,480

Bod:

62 x [(3 x 200) + 95] = 36 x 695 = 25,020

Evasion:

62 ¥ [(3 ¥ 200) + 95] = 36 ¥ 695 = 25,020

Masking:

62 x [(2 x 200) + 75] = 36 x 475 = 17,100

R D




Sensar:
G2 ¥ [(2 x 200) + 75] = 36 x 475 = 17,100
Active Memory:
1.000 x 7.5 = 7,500
Storage Memory:
1,500 % b = 9,000
ASIST Interface:
(B2 x [{500 x 2) + 40]) + {8 x 50) = (64 ¥ 1,040) + 400 = 66.560 + 400 =
B, 964
Hessponse Increase;
[(82 x 2) x (500 + BOY] + (2 x 105) = (128 x 580) + 210 = 74,450
I Speed:
480 & 30 = 14,400
Hardening:
(42 x [(500 x 8) + 160)) + {4 x T0) = (16 ¥ 4,160) + 280 = 65,560 + 280
= 66,840
IGCCM Filter;
(B2 x [[S00 x 4) +115]) + 5,000 = (B4 x 2,115} + 5,000 = 135,360 +
a, 000 = 140,360

Putting it all together, the deck’s price comes to 732,230 nuyen. Af
the basic 10-percent package discount, Sury's blll comes to 659,007
niyen. A more generous 20 percent package discount brings the price
down to 585,784 nuyen.

MPLP 268 480
Bod 25,020
Evasion 25,020
Masking 17,100
SEnsar 17,100
Active Memory T.50:0
Sorage Memory 8,000
ASIST Interlace b6, 56D
Response Increase 74,450
Il Speed 14,400
Hardening B, 840
ICEM Filter 140,360
TOTAL 132,230
10-percent discount 73,223
20-percent discount 146 446

OPTIONAL RULE: BREADBOARDING

All the base numbers for deck construction assuime that the

manuiacturer oar gecker 1s bullding a standard portable
cyperdeck-—a laptop, In twentleth-century terminology.  But
cyberdecks can be Dreadboarded—Dbuilt larger, faster, and cheap
er with whacked out desktop-sized components and external
Hack boxes to handle special functions

Breadboarded CI'Us, which contain an MPCP, personawane.,
esponse, Hardening and 1/0 speed—weigh 10 kllograms, All
orther bread hoarded OIMIPOMNENTS Wi |:'.II|. £ kil HEFAITIS TV than
the standard component. A complete breadboarded decls is
1bhout the slz 1 & twentieth CEMtuny I1-|"|!n.\,|":|: COTTIRUTer

When using Breadboard construction
i

recluce the I'-'-:.'f-,\."'.l
nurmbers tor the Coolk and Installation tasks by 2 and reduce the
gal @l parts Dy 5U percent, The same discouint applies to 4 la
e deck Bullding. Breadlbsoarae omponents are nol compaftible

IR srarland declks

!l

LY BERDECHS

On the other hand, breadboarded and standard decks run
the same software, and programs developed for a breadboarded
deck can be cooked into OCCs for a regular deck at any time—a
Program is a program. By the same token, the same utilities mun
on koth stanciard and breadboarded decks

':.:': decks cannot e breadboarded. You can never find & huat

OPTIONAL RULE: COMMERCIAL CONVERSIONS

Under Matrix 1.0, deckers purchased legal cyberter minals at
street prices that reflecred the initial steps of deck conversion
stealthing the MIPCT signature, expanding the motherboard ta
accommodate the Evasion and Masking chips, and so on. They
retained the commerclal clrcuitry for features such as Hardening
and /0 speed and added modules for Response Increase. The
Matrix 1.0 rules reflected a parasitic decker subculture thar

adapted the tools of a host culture—Ilegitimate computer
Usage—rIio 15 own ends

MMatrix 2.0 rules reflect significant advances in the capabili
tles of lllegal programmers and deckmelsters and illegal Mairix
technology, Even commercial machines such as the remarkable
Fairlizht Excallbui lag well behind the 50TA today, As a result
imost deckers under Matrix 2.0 AssEmibDle thelr oW OEckS o L
chase decks customized fo  their own  specifications
|-".'-: Kimel sters are the Mo2sT COMmMmon source of customilzed o o A
DU & few manuraciurers produce such machines as well, (Se# the

archetype for the Deckkmelster, p, 92, for furcher information, )

OPTIONAL RULE: BANDWIDTH

Bandwidth Is the speed at which data mowves e A COn
nection. Old-tech acoustical modems measured banchwicdth n
“baud,” or bits per second, A 2,400 baud modem could send or
receive 2400 bits every second., With modem aptical tech,
bandwidth Is measured in MelS MESADUISES DT secona

I'wo kinds of bandwidth exist under Matrix 2.0 rules: lcon
prancwidth and [AOD bandwidth. lcon bandwidth carries com
mands and sensory data to and om the deck, 10 bandwidth
used to transfer data. Both types of bandwideh affect the size ol
4 decker s datatrall, which in turn affects how eastly trace |C [arg
grams can locate a decker (see Jackpoints, p. 14 in Grids and
Hosts, and Trace Factor, . 45 in Intrusion Countermeasures
for infarmation on using the optional bancdwidth rule)

The gamemaster can use one or both forms of bandwidth in
his game. The optional icon bancwidth rule |s simple, while the
Oy bandwidih rule 1% more ¢ omplex, If the group chooses not 1o

use the ool onal bandwideh rules Ay @ricl connec
tan operates ar virtdally instantanecus S[EE {5, Thi= |_.I":- Spes o
cyberclecks determines data-transfer rates, per the Shadowrun,

Second Editdon Matrix rules
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IGON BANDWIDTH

lcon banchwidth handles all the commands and ASIST signals
between the cyberdeck and the Matrix. lcon bandwidth s equal
@the surm of the decker s persona program ratings and the rat
Ings of all the utllities he has loaded inta his deck’'s active mem
ary, A deck's MPCPE, utility options such as the stealth option,
and optlons that reduce memany slze, such as the optimization
optlon, do not affect the icon bandwidch

A decker must set his icon bandwlidth at the beginning of a
Matrlx run. The bandwidth remains constant throughout the
un—ithe decker cannot change its size without disconnecting
and starting a new run (see Suspending lcon Operations, for
the sole exception to this rule). If something destroys or reduces
the decker's program ratings, the icon bandwidth may be reas-
sEned, but it cannot be reduced to make his datatrall harder to
frace

Before j[acking in, deckers may reduce their icon bandwidths
by reclucing (heir persona ralings lower than their actual ratings.
Ay reduced ratings must remain at ther reduced lewvels for the
ekt of the run

Deckers may not reduce the ratings of thelr utilities—utility
programs co not work at anything less than their full ratings.
MNote that the actual size of the utllities Iin memory has no effect

o lcon banchwiclth

Sidewinder has an MPCP-6/5/3/4/4 deck. She has not reduced any
of her persona ratings to stim down her lcon bandwidth, and so her
persona code has a bandwidth o1 5 + 3 + 4 + 4—or 16 MaPS.

Sidewinder also loaded Sleare-5, Deceplion-4, Attack-B, and
Analyze-4 into her deck’ active memary. That adds another 19 MePS
in the bandwidth, for a total of 35 MeP35.

sidewinder decides she wanis to load another 5 Mp of etility code
for the run, which Ingreases her 1con bandwidth to 40,

|/0 BANDWIDTH

O bandwidih bandles uploads and downloads, A deck
with an /O banchwideh of 10 MePS can upload or download 10
Mp of data per second, or 1,000 Mp of data in 100 seconds
Peckers may change thelr deck's 10 bandwidths at any time by
performing Retrain operarions

Deckers may increase their declk's 150 bandwidths by re
assigning Mel™ from their icon bandwidths, but the decker must
suspend his icon operations while doing so (see Suspending
leon Operations)

lata Transmission

Ona 20 MelS Matrix connection, downloading a 1.000 Mp
fle takes 50 seconds—fast enough for legal users, but potential
I lethal For a decker trying tostay ane jump ahead of blacl 1C
The same thing applies for deckers trying to upload doctored
datafiles or booby-trapped application programs

To avold such risky situations, most deckers keep thelr

bandwiclths as small as possible. Al the last possilble moment,

they perform Retrain operations to their bandwidths, graby the

T as 500N as they re cone, High

pavdata, and drop the extra MeT
bandwidih when the declker doesn’t need [f can be disastros |

a trace [C program picks up his datatrall

Utihty Loads

Swap Memory operations enable deckers (o load new
copies of utility programs onto their decks. This may be quire
convenient when changing the mix of ufility programs on a deck
ar replacing degraded or crashed urtilities, The speed of a Swap
wiemory operation depends on a deck s [0 bandwidth (see

System Operations, p. 117, for details)

Multsplexing

Multiplexing enables a decker to upload multiple utilities or
upload and download files or programs simultaneously. To mul
tiplex. the decker divides his 1/0O bandwidth MelSs among dif-
terent [obs any way he llkes, For examiple, a decker with 100
MelP5 of /O bandwidth could download files at a rate of 25
Mel’5 and upload utllity programs at a rate of 75 MelS

Multiplexing is a Free Action and requires no tests,

Retraming
Retraining refers (o the process of changing [/O bandwidth
during a Matrix run by using a Retrain operation. {5ee System

Operations, p. 117, for further information. )

Suspending lcon Dperations

Deckers may re-assign their icon bandwldths to [0 band
width by suspending their icon, However, icon bandwidth MelS
cannot be divided—the entire icon bandwidth must be re-
assigned, A decker with an lcon bancdwidith of 35 MelS, for
example, could re-assign 35 MelPS to his 1/0O bandwiclth, but not
15 Mel%. Suspending lcon operations are Free Actions

All persona ratings—MPCP, Bod, Ewvasion, Masking and
sensor—drop o | when lcon operations are suspended. Mo
matter how jazzed up the cyberdeck s Response Increases may
be, the decker gets only 126 for Initiative. The decker also |oses
extra inltiative dice from reality hlters and DM controls. Lastly, all
uellity program ratings are reduced by half (round fractions
down|

o restore the reduced ratings to their original values, the
decker must reallocate the bandwidth back to Its original pur
pose, which s another Free Actlon, However, the ratings do not
return to thelr original values until the decker's next avallable
action. For example. If a decker suspends icon operations and |s
attacked by IC, he can release the /O bandwildth at any time but
will have to Aght off the IC with recduced persona and utility rat-
ings, and an Inltiative based on those reduced values, untll his

next action. This is a very dangerous proposition

j
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T H & HUOTES
IDEC HHIMNMEIS T ER “Don’t tell me what you want It to look like. Tell me what

WO want it to oo,

“Mitsuhama’s got a new algorithm for that. Not on the pub-
lc boards yer, but for the right price

"D, now |ack in again and rell me IF that's what you had In

ming.”

COMMENTARY

The deckmeister represents the top of his craft, He's a mas:
ter programmer, a master microtronicist—he can produce any-
thing in the way of cyberdecks or programs that a decker could
need. IF a character has a deckmeister as his contact, ignore the

street Index for prices—the characrer ger everything at list, as

long as he mainrains good relations with the deckmeister, The

-
- 1 . [} 1
= meister has no patience with Matrix posers and  decker
-
- wannabes, though. If you aren't serious about running the nets
- L M
- don't waste his time
g
L}
=l
.'.. Attributes
4 Body: 3

Cluickness: 2
Strength 2
Charisma; 3
Intelligence: G (8)
Willpower: 5
Eszienice: [.6G
Reaction: 5

Skill=
Computer: 7
Computer {Software): 10
Compurer (Hardware): 9
Compurer BSR: 10
Compurter Theary: 4
Electronics: 3
Elecrronics B/R: 4
Efiquetie (Matrix): 4
Etiquette [Street): 3

Initlative: 5 + | D& (Matrix Initiative per gear)

-

Protessional Rating: | =2

Cyvberware
Laatajack, 600 Mp FIFF Memory
Encephalon-4 (3D6 Task Pool)
Softlink-2

SPU (1/0)-4

Evervone who's gonna make it in the Matrix caomes to Gaar
me—uor someone like me. Unless, of course, they spend a cou- As appropriate
ple of years getting as So0d as | am, You wanna punch hot
deck, yvou need the fgEht wares—ihe hard and the soft, You
need code! | gol code. You need chips? | got Mips, If you've

got the cred, I'll sef yvou up with whatever you need,”

!
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THE DECH SHOP

You won't find the deck shop at a shopping mall. No neolux

slgn outside proclaiming "Highly llesal Cyberdecks Sold Here,”
The deck shop may be a backroom operation behind a leglt
front, ar an enterprise hidden behing samural on retalner, mus-
cle-for-hire from the local organized-crime outfit, or another
equdlly deadly force. All part of the overhead, chummer
Inside, the deck shop may be a devil rat’s nest of
components, coding workstations, chip cookers and raw
optical crystals all spilling over benches and shelving, Or
the shop may be a complex that makes anyone else's

clean-and-neat look llke nouveau plesty, Personal siyle

b

rules in this field and competence counts maore than
housekeeping,

No matter how [t's arranged, the equip-
ment adds up to a microtronics facility
worth 300,000 nuven, IF the deckmels-
ter has been In business any length of
time, the deck shop contains a couple of
meganuyen worth of raw chips. loglc
circuits, and auxiliary components [lke
bioscanners and ASIST interfaces, He
Keeps local computing power with a few
gigapulses or so of addressable memaory
om tap, with a workstation or a develop-
ment mainframe for the real top-line
coders. Chips and miniCDs with meg
after meg of source code are fled
-e‘I-IZC::IrIﬂII'IE Lo SOMmMe :JIS:\I"IIJ‘;HHHIrLI
scheme—mavbe neatly, maybe in
some chaotic fashion that only the
deckmeister can unravel

Kids used to grow up dreaming
about Santa’'s workshop. This |s what
deckers dream of when wvisions of
sugar plums dance through their
heads, even I the elves here are llke-
Iy to be heavily armed and prone to
mocking wordplay in Sperethiel,

Oh, and don't even think about
making a mun on the place. The
thought of all that gear might be
tempting, it anyone who hiis a
deck shop draws the wrath of the
shop's deckmeister and his muscle,
not (o menfion every decker who
depends on the shop. Drek, you
might as well sign over your cred to
the Universal Brotherhood and send
Lone Star a resumé of your runs
you Il die more quickly.

0
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PROGRAMS

Bring me my bow of burning code. Bring me my arrows of design.

o

= Jerusalem. decker

Deckers use a wide varety of different types of programs. Persona programs define the
decker s online lcon. Utility programs help him carry out system operatlons or serve as tools for
specific actions, Command set programs Instruct computers to pertorm specific jobs,

his section defines the various types of programs and provides rules for creating, or pro
gramming, them. The programming process applies to the creation of any type o PIOZrarm
rom the deacdliest artack utifity to a simple spreacsheet

Note that the rules presented In this section do not apply to persona and deck Programs

Rules for these programs appear In Cyberdecks, 81

)
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SUURCE AND DBJECT CODE

A source pragram, also called source code, is the original form

ol AT All sDurce [OETaMmSs are WNTTEn [N o HEMAMMIMINE lan

BuAses IIII":|I_}{I' e to humans, Cormmon PIOSTAMIMmINGg :.l_||l_1:_|1.-l.-;.:|:-'-.

n the Sikth World include HoloLISPE, InterMod, MATCom, and
'..:'i_""."l':z_:I Thie=se |.I|'I:|.:.|-\.'I:|1'|""\. use different comblnations of verbal or
written Input and avnamic con r'|'|.'l'|l|'||_||._|[|-:_|r': o combine code
cons N wirtual reallty (o literally constrnact Programs

After a PO rArmirmes has writhen the source form of a [T
gram, he can translabe it into an object iormat. Object formar Is
the actual "machine language,” a serles of linked holographic
Constructs that constitute executable programs in Matrix tech
nology, Dbject code s what is loaded into memory when a utll
ity runs or is cooked Into an OCC

& decker must have the source code of a program teoy
upgrade or modify the program. Object-code coples of pro

grams cannot be used to change & program

UTILITIES

Theoretically, a sufficiently godlike decker could command the
Matrix with nothing but his bare persona and skill alone. Less divine
netheads, however, must supplement thelr puny skills with utility
programs. Litilithes come in four varleties: operational, special, offen
shve, and defenshve. Operational udiities apply to a decker’s Systemn
Jests. These prove especlally useful when performing system oper
itlons. hence the name operaional utilities. Speclal utllities perform
specific tasks in the Matrix, Offensive utilites are used to damage
opposing deckers, IC programs, and so on, Defensive utllitles are
designed to prevent or reduce damage taken in cybercombat

The multipller value listed In each utility entry |s used In soff
ware tasks (see Cyberdecks, p. 81) and programming (see
Program 5lze. p, 101). Each listing also notes any system oper
ations for which the utllity may be used (see 5‘}!5“3"1 GI’.I-EI.'I.‘“HI!S.
p. 108, for descriptions and rules for system operations), Some
utility descriptions also list options that may be used with the
utility (see Optional Rule: Utility Options, p, 102, for descrip
tions and mules tor utllity oplions)

Lnless otherwlse noted. utility programs must be preloaded

into both actlve memory and the decker’s online lcon to work

UPERATIONAL UTILITIES

Clperational wtllities help deckers execute system operatlons,
In the same way that a samural's smartlink makes his gun a more
effectlve tool and his dermal armor baclks up his armored jacket,
Operational utilities reduce the target numbers of a decker's
System Tests by the utility rating (see System Tests, p. 19 in
Matrx 2.0). Deckers may perform system aperations without util
ties (see System Operatlons, p, 108—not having the right pro
gram coes not make the operation Impossible, just more difficult

All operational utilities may use the DINABR, one-shot, opti

mization, and squeeze options.

PROGRHINS

Analyze
Multiplier: 3
System Operations: Analyze IC, Analyze Icon. Analyze
aecurity, Locate [C
The analyze utility reduces the target numbers for Syvstem
Tests that identify IC, programs, and other resources or events

contralled By a hiost

Browse

Multdplier: |

System Operations: Locate Access Mode, Locate File,

Locate Slave

[he browse utllity reduces the target numbers of Index Tests
made o locate specific data values or system addresses. Linlike
analyze and scanner utilities, which search for Matrix activity, the
browse utility works on the contents, or real-warld functions, of

these data nocdes,

Lommbink
Multiplier: |
System Operations: Retrain, Tap Comecall
The commlink utility reduces the ta el numbers oF any tests

that affect the decker's communications linlk

Crash

Multiplier: 3

System Operations: Crash Application, Crash Host

The crash utility does just what its name states: recuces the
farget numbers for deckers attempts to crash an application or

hiost,

lefuse
Multiplier: Z
The defuse .:‘.I||‘|:'|.' reduces the rarget numbBeErs of Svstem

Tests made to defuse data bombs (See Data Bombs, p. 41)

Deception
Multiplier: 2
System Operations: Craceful Logoff, Logon to (LT, RTCG o Haost)
Unless otherwise noted, the deception utility may be used

to recduce the target number of all Access Tests

Decrypt
Multiplier: |
system Operations: Decrypt Access, Decrypt File, Decrypt
Slave
lhe decrypt utility reduces the target numbers of any

p=t= “a2 1S ATIALE 10 CICTCAT S0TAITiie -, Drogrames.
Systern Tests macle (o defeat le IC prog

Dismfect
Multiplier: 2
System Operatlons: Disinfect
the disinfect utility reduces the target numbers of any

Svstermn Tests made (o destroy worm viruses

URS O
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Ludluate

Multipller: ¢

System Operations: Locate Payeara

The pvaluate utility s41rs II||--:|-.'I!: arge Lt a -..-||||-!|--- to Ancd
valualyle |oor Floweever, e ailiby 'I"':".""'-!"' aniclly as market
demands changae. The FAMETIASTES rofls | s D lrouno rac-
ons upl at the end of each run, The ratings of all evaluate pro
grams degrace by the dle roll result This loss of effectiveness
AEC wihelher the decker is currently in ='|.I'._.' 0f o

e kers with source copies of evaluabe utilities can upgrace
them per standard rules (see Upgrading, p, B3] o spend Rarma
Paslmis oy restore ther | Karma Paoint restores | Rating Point o

I e valiatie® Uiy ||||-. I"'\.i'lrl|.:l"|:' |-'[|'-"-\.'|I='. {irTe™ | il I'.|..

Gramiming sio. K market I|||.||.|"\-\,. 5 rUmors. news storles. shac

vertally, and ather daca Into the evaluate program

Mirrors
Multiplier: 3
System Operations: Decoy
The MMirors utility reduces the deckes's tara@et ndimber for

is used In the Decoy operation

ead/Wnite
Multiplier: /
System Operations: Download Data, Edit File, Upload Data

3 F ' 2 I 5
The read/write utllity recduces the decker s target number o
Svsterm Tests necessary for the aperations listed, and also for any

ither System Tests that may be needed when accessing, editing

: ; . 5 I :
ir loadine/creating data i the Wiatnix

Relocate

Multiplier: £

The relocate wtility reduces the target numbers of the spe
clal Tesls rtacie to Sleheal Trace IC '||--_'.'_|.-II'I'|' INETs |'||'|-\.'l_' I'l‘ Ii'.ll' IRR TSNS

pcation cycles, (See Trace IC, p. 45, for further information. )

Scanner
Multiplier: 3
System Operations: Locate Decker, Locate Frame
The scanner utllity reduces the target numibers of SRS rETy

Tesrs made o 19 0 e ANLONS [Han s arch |-__|I' e e rs, [Tarries, O

Spoof
Multiplier: 3
System Operations: Command Slave, Edit Slave, Monltor Slave
The spool utllicy reduces the target numbers for all System

Tests macle (o affect system and subsystermn skavie

|.||§|Ii§r||: B

Multiplier: 4

System Operatlons: Dump Log. Validate Passcode

The valldlate weiliby reduces the fargel numbers of any
Svstem Tests made (o implement aciministrative Changes o read

AT stra i ve® o .-ﬂl-.

Il

SPECIAL UTILITIES

Special utilities perform specific jobs. They cannot be pro

grammed on the fly—If the decker does nol

Nave the program

pre-loaced, e cannot use i

Compressor

Multiplier: 2

T Ty COMmpressor  ubliny recuces the size ol data | ing
urdlaaded o downloaded 1w S0 percent. [he maximum Rle size
that the compressor utlliny can handle |s Fat 18 X | LI "-."I!- y | )
M Ale would e compressed to 50 Mp, halving the time it takes
(L8] l,|='-||'-,l|': ar clownload
Declks must have en .-||:.-!_|| wctivie memony 1O accommodlale

the decompressed

size of a compressed utility belns ;i-i.-.l..I._.._:
If the deck does not have adequate active memory, 11 cannot
pertorm the Swap Memory operatlon, For exampie, uploading &
compressed 100 Mp utllity requires 100 Mp ol free active merm
ory, even though the program |5 crunched down o 20 Mp Tor
the upload

Decompressing a HAle or prosram an fhe Matrix reaulres a

LOmpiex s Ction £ URRIEig =t Ll s | il s 1 r-ul'-:.'l'.l_|||-. THLESE W

decompressed ebore thesy Can e readd of s

Cleaze
Multiplier: 3
The sleaze utility combines with a declk s Masking Raging to

. L ! v
enfdance the deck 5 I':-._-I_- CLan I.-- [ | -.'-'1..'."'.|=|. & o] [ Wl ol i

rouncl up

Trach
3 ;

Multiplier: B

The least reverent af the current publications focusing on the
Marrix describes the track utiliby as trace 1L for decker: Mokt
Lirces attribute [ts development to a Kenraku programimer who
decaomplled Lone Star's beagle utility (see the Lone Sar source
RTa ] f | 4%, When thi ArQETAMITET 5 [EArn prociuceo i opel
encded search aleorithm that put the arginal beagle deslgn w
shame, a [unior englneer on the staff disappeared into che shad
ow's with the s=ource code. Witd wiEEls, track wtility programs
began showing up in the catalog hles for Hacker Heaven and

5 i b I} b el

cilther ot saibhware sources

In game play, the i ek wellity bs used as a oomisal program
yzainst hostile deckers, ARter each successiul attack, note (Ne mum
-
er of successes the attacking qecker secrer]. The tareet decker
must make an Evasion (Track Rating) Test, It the Evasion Test fails
o vield an ECjual Or gredier nurmibe of successes, the attacker s

.

crack utilioy locks onto the ta Mol Oy el 5 flatateall andcl |-|".'!|:"‘-. i
location ovcle, similar to trace 1C (see Trace 1C, p, 45), Divide 10
W, & armacker s nel succ esses 0 CleDeEr mine Chight 15 LN » If
by th (N1 rs net i fereErmilne how many turms the

] 1 I '} ' 1 -
track utility needs to locate the target decker s jackpoint

The target decker can try (o escape the attacking decker by
i o3 [ 5 b fp I [ i v ot I it lies, | T
logming off or jacking out, However, the rack utlity makes [og
it operations more AiFflcult anc may [race a |l kecl-out chec ke

in the same way as frace It

r




targeted deckers can use the relocate atility AgAINsT frack

PrOgrams as against any trace program (see Relocate i, p. 46,

n Intrusion Countermeasures). When daoing so, the targered

decker makes his [est AZAINSst he ArCad |-II|_:-.=. decler's TS0
rating instead of the sysiemm s Contro i-',1r|||_-.'.; Ir thee reslocate yrtil
0y succeeds, the track program falls completely. The attacker
USE s eSSl |y .-.”.:.l\.\,ll\. rhie |.l_=ll.,'l-l'| flecker .-.II.'!;.-Illl IH_'J-C|||' l_|'\-\.l.r|:.'_ ||'|I:'

track urllity @ AINST NS ORDOrEnt
OF course, the target oecker can always crash the arac |-.|||-.=_

wersond. which would ston all its peshey [Frograms

UFFENSIVE UTILITIES

CHfensive utilites Inflic I‘I.-II'I.III-‘;-e' on the icons of deckers, IC
Programs. unning programs, datafles—pretty  much inything
SHme olfensive utilities, such as the attack utilley are goenerdl brute
morce destructive logics. Others are subtder and more limited

A decker can program the attack utility on the v (see
Cybercombat, p. 123) but cannot progaram any of the other

QRSN LTHITES CILUring a min

ihe following descriptions specify the targets each utility

Multiplier
Lisht: £

"Medium: 3
Serlous: 4

Deadly: 5
Dechkers

Target: FATIE% IC SKs (see

intelligences, p. | 38)

Artificial

Optlons: Area, chaser. DINAB, limit, one-shot, optimiza
rion, penetration, stealth, rargeting
the attack utllity. the least subtle offensive program, can be
rogrammed to Inflict Light to Deadly damage. It samples the
Istruction algornitnms of the targeted icons and tries to introduce
ty coarse memory laults into the icon's most frequently
cCessed code segments, [n ovbercombat, that eranslates o a
on the Condltion Monitor of the decker ar IC icon
tlity affects online icons only and has no effect

o A decker neatbody or cvberdeck

tlack Hammer
Multiplier: 20
Target: Decker
Options: One-shot, optimizatlon, targeting
WO REAre L0 | Wias A IO |.l'-| VAT A '}Il'ﬂ'l.' .;:‘,. l"-\.'l:.';l
veapon on the decks of Lone Star's GridSec elites, This vear th
ifled Black hammer utility Is cre -'-|:-i|'|_-._=_ up in shadowy hanos
e Dlack bammer utiliby s a black 1C program that targets
the ol er, not the deck. It can kill a decker withosut knocking his
Vidercdeck off-line, sa that the decker’s BT |-|-|:'\-|||r FEermAins trace
able. Black hammer lacks the blaster-like capabllities of main
ame-driven black K, but otherwise Its effects are Identical oo

wose of lethal black IC {see Black KC, p. 47 in Intrusion
Lountermeasures)|

i

L

Ardl bEhaves like acidd 1 If ehe de KEs SLecrs

PFPROGRHAINS

The maximurm rating for the black hammer wtility is half the

Programmer Computer Skill, reunded un, The o AT can e

istalled In a semi-autonomous knowbot (5K (see Artifclal
Intelligences, p. 140), but not In a frame

Hog

Multiplier: 3

Target: Deckers

Options: DINAB, one-shot, optimization. ta geting

I'I':‘:r'. 15 a1 WITLS WiE I|'\II ! ||'||'.i Ly e kers |:.,l__-. nst ather deck
ers. It Introduces simple, self-re plicating code into the targe
cyberdeck. The self replicating code occuples the deck's acthve
memory and crashes running utilities

Whenever an attacker makes a successful attack using a hog
program, the targel makes an MPCP (Hog Rating) Test
IHarcl nng e luCes e I.|:_:.-‘_I'I number for this test,) If the iICTAaACk
er wins the test. the hog utility reduces the rating of the highes

rated program running on the targeted deck by 1| polnt for eveny

2 nel suecesses the attacker achleved The hoe wtility continues
to drain the same number of rating points at the end of every
subsequent Combat Turn untll IF has erashed th pragrarm, Then
the hog Program repeats the process with the next hishest-raned
program on the targeted deck. The hog program continues this
process untll it has crashed every program on the targeted deck

Frograms  Infected with the hog wvirus operate at their
reciuced ratings until the hog vinus crashes them completely

A decker may purge o hog virus rom an infected deck by
spending a Complex Action and making a successful oM puter
i{Hog Rating — Hardening) Test. Increase the target number by the
arginal rating of the infected program. A single success on th
[es] Wi -es i'\'l '\':II Ihye= i l:'-'_ virus ana che (ffected [HFE -:|.=l|.|l'|. ITeuT thie
deck 5 active memaory. A hog vinus cannot be purged without
|l|."}-'|i||.'.‘__ rhi |n e et |'|'-':".'-1"-'

Decleers can use the Swap Memony operation to reload pro
grams crashec by a hog virus or purged In the course of &llm

nating rhe virus

Hillyouy

Multipllier: 1D

larget: Declers

Options: One-shot, optimization. targeting

The killjoy utility mimics non-lethal black 1€, Killioy pro
2rams intlict Stun qI-‘li'|'|-|-._;|_- I a decker s meathsody, Orhenas g
the killjoy utility 1s identical to the black hammer utllity. The max
imum program rating for a killjoy utility is half the p FSETAITIIIES S

[=

'.--:II'||[‘-||r{' akill, rounded up

Poisan

Multiplier: 3

Target: Deckers, Frames, SKs

Optlons: Area, DINAB, one-shot, optimization, targeting

Ihe polson utility actacks the Bod Kating of targeted personas
shully attacks his tareet
e target makes a Bod (Poison Rad ) Test, Reduce the ir@el s Bod

¥ 5 r ¥
Rating by | for every 2 net successes the attacker achieved



PFPROGRRAINS

Hestrict
Multiplier; 2

L“H"‘-’ e kers. FrAames. SI6s

Fi

Options: Area. DINAB, one-shot, optimization, targeting

he rescrict utillty attacks the Evasion .’:“.-_”p.-l of tareefed e
saonas. If the declker successiully artacks his targel. record hls gue
it [ et F=T- K O s R < T i
oesses LNt rarget makes an Evasion (Resrrict Batingd  Tees

don Ratineg vy | for every £ net success

Heduce the target s Eva

ps the attacker achieved

Heveal
Multiplier:
larget: [eckers, Frames, Sis
Options: Area, DINAB, one-shot

The revedl proaram artacks the Masking Rating of

imization, targeting

Lar ST
personas. The target makes a Masking (Beveal Rating] Test
Reduce the larget’'s Masking Rating by | for every 2 net sug
cesses the attacker achlewed
alow

Multiplier: 4

Target: I

Options: Area. DINAB, one-shot. optimization, targeting

| e showy utility reduces the execution speed of proacrive 1C
whenever a decker hits 1 owith the slow ofility, make an
(u]mlminit i Besistance [Slow |:.|ill'|_'.‘:'l lest tor the TATE ted L piro
ararm, I the W0 fest generates more sucoesses, nothing happens

IF the sl Attack Test achieves more sucoesses, the [
oaEs | action for every £ net successes the [C achieved, IF the [
% MO actlons et i a turm. if hangs—aoes dead
NODe rthat :-'|||i:-:'~|.l||!'.l cisalylinge 1IC In this rrariner [reswents

the IC from ralsi 12 the decKer s secunty tally Honsreswiag SLE

ressing the IO requires wint of Masking (see Suppressing IC

0, 40 in Intrusion Countermeasures), If the IC is not suppressed
W T &

at the beginning of the next LComba i, the samemaster rolls

1 dixy 1 i 1 i - , i 1 4 # 'l "
Indtiative for the O per standlara rules and the O resumes where

Feacrpee 1O i o wulperalsle o che slowe utiliew, Trace [€

inly wdlneratle 1o e siowy urthey olui 2 the Punging cycle

Steamroller
Multiplier: 3
Target: lar Baby, lar [Mits
aprmization

Options: DINAB, one-shor

[Arderin e
1 J - &
Ihe steamroller wtility 15 a specitic oype of artack [PraErarm

it inficts (Rating [ damage (o tar I [ E AT e stearmrolle

Proararm 15 mimune o the destrucive effect of ar program

ihence the name " steamirol |l t Hattens tarl. Crash e rar |
i I E Lk I . 5 i T T F. f Pl | i F
IFOETAMS With the steamrcller utintby InCreases the ded ki ST
nty tatly unless the FEam roiie| !:Illl.-:_l irm 15 e L e Wl rhs
ctedlth option or the declker siippresses the |1 H tandard rules
|

DEFENSIVE UTILITIES

Debers e utilith are designed (O prevent, reouc
.!|||||l.:_|- TAKEDN N SYRErCOmibal. Lelensive |||||||..; AN
grammed on the Iy A s with offensive utilities, ado or
the Lty ragfineg - as Iindicared in th alvicual descripil

firmor
Multiplier: 3

Optlons: Lntimization

& arror ety revClinc Hee [P OF COlamiaste Iinficted
clecker s (con 1w thee Armor Batl g, ror ex Uil CFet AT
I |=|- =5 All U I Lo il !". el J oar thes altack i i!il. & WE!
black IC, it reduces only damage taken by the decker
lamage taken by the decker's meatbody, In short, the am
hways Bl ITAINST SlAMK] L] '5-"Il.':-'_| [y e WO ©

IMOreor Sul as o eect

&k, Wihneh must gepeisd On Fancs nkre I

e T
I

INE ATl LETREI TS h.'\-. 1 |-,-'|||-_ !':'\-i i &P T
Fakes 1A oo ey T t ks e corminlets 1% Alsorn ¢
froarmy a hit CKErs Al replace Qearachec armor utiliimes

L

¥ r 1 1
..-i-||',..| e DO rAarn Tl B e | STTTTINNR '||-| 5 A |;'ll\.-.||'|||-.'-

Lamo
Multiplier:

Optlons: One-shot, optimization

e Camb Lt Al ":_= 1 .-.:.!.|: ey the Irclif IACTE
mpedes (e aArrempts O Ira Mo £k ol oy & Ol . Clatatra
Trace IC, p. 45, for more decaits), Additonally. the wclll

opeEraticonal ||i|||i'\._' I th e TEeCT LIALStral CErAricn

System Operations, . 11/

Cloak
Multiplier

-r"i("'-_-H =g byt |.||!-l Falioi

The cloak utllity reduces the target numbers fon

AU

s

1 =

A2

| |

lests mace durineg combat maneuvers (see Combat Maneuvers

p. 121 in Cybercombat)

Lock=0n
Multiplier: 2

Uptions: Une-shotl. optimizatio
The | I L, i i I [ ek L T :II_."i MUITIDErs FOT O
vensol  [esrs  mach lurine combat mMmaneuwes

Mansuvers. 0. |21 in Lybercombat)

Medic
Multiplier: d

Optlons: DINAB, optimization

Ihe medlc utility 15 usec oo resiu it T
I 1 [ } AT [ T T
OEes | |||4 COHNE ICOT § WO TSN 1 rar. 14 iSE Iy
1§ I 1 [T 1 | X LY (] N TTIA KA Wl

|i-;::l,' 1 Numb=Et of oice 2eaual B the mEosie gutihiey ratineg

|
} 4l i ri
2ET NMuumier (& e i E i E1:A1T110 Ll
i | I x = &} f i " sl
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EaCh SUCCess A Hle LAC =

Ti=si repalrs 1 wound

on the icon's Condition Moo program loses | Ratine

oint each time it s used, whether 1| scores any successes or noi

Deckers may load 4 new cormg of the mvesclic utility and restore it

5 hull rating by performing a Swap Memory operation

MEDIC TARGET NUMBERS TABLE

Wound Level

Target Number

=11 |
aderate r_\
Serlous ]

Hestore
Multipller: 3
Optlons: DINABR, one-shot, optimization
Mhe restore utility repairs damage to online icon attributes,
the

O eV e BIRELA LR cAnnal Il'|h-lil PErmanent I'!.'l_rﬂ.'I_:.:lIE"“ to the

actual persona chips caused by gray or black 1C

lo use the restore utlliby, the declier makes a Restore Test AgAlnse
a target number equal to the rating of the program that caused the
camage. If the lcon has suffered damage from different programs,
such as Ackd -4 and Poison-6 IC programs. use the higher rat ng

(he utility repalrs | point of damage for every ! successes

achieved on rhe Restore Tesi.

00

LEN s

. |
ahield

Multiplier: 4

Optlons: Opdimization

Shield enables a decker to parry attacks in cybercombat

Whenewver an aftack affects the decker’s persona, the decker may
make a Shield Test against a target number equal to the skill of

L

the attacker—Computer Skill for a decker, the system’s Securiy
the DIMNAR value for a frame
Feduce the artacker's net successes By the number of successes

achieved on the Shield Test

Value tor IC programs, and so on

Ihe shield utility is also effective as a defense against crip
Hler and ripper IC attacks and any other attack in which the tar
geted decker makes an opposed test. In these cases, the decke
makes a Shield Test and applies any successes from that test to
his successes on the opposed test.

A shield utility loses | Rating Moint every time It is used,
whether the Shield Test succeeds or not. Declkers may [oad fresh

capies af the utility by performing Swap Memary operations

PROGRAMMING

All programming jobs are tasks, with specific base times, §
[reriots, and

fasl tests needed o complete the work (see §

Deckers and Tasks. p. 77, in Deckers).
The base time required to write a program equals the size

ol the program muliiplied by 2. The result = the base cime |'




Frogram

Rating !
| |

2 4 B | & I

3 y 18 27 1)
o | [ 47 G4 3l
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! f (s} w | )
4 25 ¥ b A0
54 &3 77 . a0
s : 128 1 44 60
{ 5[ { 75 200 FL 750

£16 L3L 288 i) 350

s 3 302 A | 490

b A48 C | 57 A0
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&0 hE =00 W | OO0
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. S | s | 152 | 200 [ 440

|, 14 1. 153 157 1. 521 | GO0

I 1.372 | 568 |.754 | [l

expressed in days. When calculating the base time, Include in

any size optlons

the program sz noreases mom program
To determine the task period for the job, make a Compuiter

roncentration or MMatrix

|||'
Computer 5kill], Then divide the Base time Dy the number of sud

-{',...L:J|_,-,-| Rating! Test i{the Sofbware

Programming specialization AN substiturea  tar he

the [est, The resuli s task perdod

Computer
The

Test |s the actual rating of the program. Do not include changes

Prodram Rating used (0 the Compute

prpressec in oavs

In the rating ue o options

PROGRAM RATINGS

The ratings of a decld's MPCT and frame cores may not exceed
the progeammer’s skill rating multiplied by 1.5, (The programmer
CONCen:cr |Ii-'|

use the Computer Skill, or its Solrears

Thely
Matrix Programming speclalization for programming.| [he ratings

of all other programs may not exceed the skill rating itsell

PROGRAMI SI2E

Determine a prodaram’s size by squaring its rating and rmulgi
|'|'~'-|"". the ressudl by rhye [Eldel 4 rlpy |'|'|I|i'||-|il'-' 5] inlied] i the pro-
gram clescription T |'||_|-.1I:.|||'| Size [able provicdes precalculateo

sizes for proerams of Ratings | through 14 and multipliers up to

10 {all [AFCHRITAITY SLEES Are showrn in ""lj--.:!.-||_-l_||--4"--. The table should

e el r-'._-|'|-.-|':|||-.3 within reason. For unreasonable programs
.

FAMeMASIErs muUst perform their own calculations. IF ms 1l ifiers of
s kKlnd recduce the effectlive :,|ri|'|_|._?l oF a Frogram below 1, use 3
|{.||||.:.'_ af 1 o determine -||-'=.|I:._§||| rime and menory requirements
fnd the

Ta find the sizre of a program on the table nro-

l_!l|,l_||'.'-. rafing in the [:'ll,-_l,:':|._|||'| |-"|r|l'|l'.:'r colurmn ali e the lel sicle of

the table. Then read across o the comeact Multinlier column, &

Rating 4 program with a multiplier of &, for example. has a size

al [ s 'l.lill 3

Ul

LI o e

PROGRAMIMING TOOLS

The minimum setupn nesded for programiming is a wrrsonal
] [ )

computer with memory equal o or erearet than the size of thie
5 5
COSE AL NLUyEeEn 2T

SRIL. If

the required memaony, it oo

program being createn, [M'ersonal computers

Mp of memory, Minlature decks cost more (5ee o 7RO

the |-|'|".|'\-:!.'|,| COTTIUTET NaS double
(zee Deckers and Tasks, | for further

fer= a 1 task bonus

I||!!'l|'|'i AT On fask Donuses)

The

persanal computer a

programmer Can install A basic pragramming tool suite |

|

[ ot suber, catled a pro@rarmiming

confers another = 1 task bonus and costs 1,500 muyven

A more elaborate programming package Called a program

P otask bonus, A programming shop

"'_.!'.I_I"|

1 5. 000 nuyen A

mins COmers 4

l Clchubles the memory 1 e persorl

o e

computer, IFa decker has already doubled the memory on k1l

personal computern, installing &4 programiming shop effectively

quadruples the Computer FTIEErOeyY provides a +3 task

3

OIS © | tor doubled TNy, +4&

Using a mainframe host instead of a personal computer con

fers a +4 bonus to programming tasks. However, the main

frame’s Securlty Value must be ar least half the rating of the pro

ararm being created. Determine the cost of one day of program

ming tme on a malnframe by muliipiving the malnframe’s

Security Value w100 nuven. Companies that sell machine tline

up virtual mach|nes with the necessany ratings anda

actually set uj

have very actlve securlty, These companies do nol hesitate 16

ey o e Dasscol les o any customer who messes with the WV

termn's securing or tries to break out into native mode. Purchasing

4 maintrame is Gut of the guestion for most deckers, Dut for the

more amBtious programimerns, determing the puarchase Cost af a

malntrame by mulfipbyineg the mainrame s Security Value b

S UM M niuven




A programiming sulte Installed in a mainframe adds a + 1 task

Bonus to the mainframe host bonus |"II.'?'_"::.I'|'LII'|'!III|:“;1, G On a main
frame hal carmes 4 programming sulte |s quite expensive, how
ever, Determine the cost of one day of programming time by mul
tiplying the mainframe’s Security Value by 200 nuven, Mure hasing
d mainirame programming suite costs 300000 nuyven—and of
course, the suite is useless without a mainframe o an it on

Hote that standard |-'-:i_'.'|_I|II|II'|'|II'13'I tool sultes and '-.|||'-|:|'1 Can
e used only on personal computers, Mainframe programiming
sultes can only be used on mainframe hosts

Deckers may also "steal” programming time on a host, To
o so, the decker must perform a successful Validate Passcode
operation and plant a counterfeit passcode (1 the hast, The deck
ef may then use the host until the host systerm adminlstrators
nadice the lunky code and delece i€, OF course, system operators
may also send their own dechers or heavy IC programs after the

oftencine g rOFramimer A% Wil

PROGRAMMING TOOLS

Tool Task Bonus
Personal computer

Cost (in nuyen)
20 per Mp of memory

DCiciulle recu rect rory | 20 [T -"'-.-'||:- of memory

Programming kit | | 500
Mrogramming shop Z 15,000
Malnframe host 4 LK} ® Security Value

per day (5,000,000 x
Security Value to pu
L hiase)
MMainframe [ 5 Se '“i":«' Value
er clay

1 300,000 o purchase)

Ill'i:llr'll.i'llr'l'llllln'!l SLe By

Selena needs to upgrade her offensive capabilities ia the Matrix.
She has a Compurier Skill 8, and so she decides to write her own copy
of Attack-85. First, she determines the size of the new program. The
rating on the new program is B and the Attack-5 multiplier is 4, so the
equation looks like this: B2 x 4 = 256 Mp

Next, she calculates the base time for the programming task: 256
1 & = 512 days. To determine the task period, Selena makes a
Computer Test against a Target Number 8, the same value as the pro-
gram rating. Her test yields 2 successes, and she buys 2 more with
Karma Points, for a total of 4 successes. She then divides the hase
time, 512, by 4, which gives her a task period of 128 days.

selena has only limited tunds available, so she buys hersel! a per-
sanal computer with 256 Mp of memary at a cost of 5,120 nuyen (256
1 20) and gets to work. She works on the program for 10 days, reduc-
ing the task period to 118 days, then takes a break for a Tew weeks
to pay the rent with a shadowrun.

With her cut of the take from the run, Selena drops another 5,120
nuyen to upgrade her PG to 512 Mp of memory. That's twice the mem-
ory she needs for the programming task, and so she receives a +1
task bonus. As a result, her next 10 days of work count as 20, reduc-
ing the task period to 98 days.

Unexpectedly, Salena comes into a bit more money, and so she
buys a programming kit for 1,500 nuyen. The kit provides another +1

(I
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task bonus. Combined with the bonus from the memory uparade, that
produces a +2 task bonus. As a result, Selena's next 5 days of work
couni as 15, reducing the task period to 83 days.

On her next run, Selena haggles with Mr. Johnson and gets 15 days
of programming time on a mainframe in lies of a cash payment. (The
malnirame has a Security Value of 4, so it's adequate for creating the
Attack-B5 program.) Mainframe access confers a +4 bonus, so her 19
days of work on the mainframe count as 75.

With only 8 days left in the task period, Selena returns to her per-
sonal computer, The PG provides a +2 bonus with its doubled memary,
and 50 she completes the programming task in 3 days.

Programmmg leams

Characters may also worll together In teams to produce pro
grams. The maximum size of a team equals half the Computer
Skl rating, rounded down, of the team member with the high-

est Computer &

skill, The maximum rating of programs the team
eay roCluce Cojuals | |‘:-|||'. the € CITipuie Skill rating of thie team
mernber with the highest Computer Skill. For example, a plave
with a Computer Skill of B may form a programming team with
3 other players, and, If his Is the highest skill In the group, the
team may produce programs with Rating © programs

tar the Compurter Skill Test made to determine the task peds
od. average the skills of the tearn members, rounding up, e
exampie, a teamn of three programmers, with skills of 6, 7, and 6
respectively, would male the test with an effective Skill Rating af |

The tearn cannot share tools and task bonuses. Each team
member must have the minimum required computing resources
to work on the program. Without task bonuses. each day of work
by the team reduces the task perod by | day. To apply lash
bonuses, add all the bonuses the feam members possess and
recluce that rotal by the number of programmers on the team.
The result is the team’'s task bonus. For example, a team af 3
characters with task bonuses of +3, +2, and +3, would have a +§
group task bonus, Each day the team works on it5 program

recduces the task pericd by 6 days

UPTIONAL RULE: UTILITY OPTIONS

Litility options are modifications that alcer the baslc O,
ton of utilities. Generally, an option enhances a program's pef
formance in one way but limios its performance in some other

Oprtions dramatically increase the complexity of the Matrig
rules. The Interaction of options and programs can become quibe
intricate, and so gamemasters and plavers should become thore
aughly familiar with the standard Matrix rules betore Introducing
utility options into thelr games. As always, gamemasters may
!"'.l..ll.‘|I|'-.-' the aptions I|||1_=":. & es I'| A Tad Il.';‘.||'|'||""\-\.

Camemasters may also Introduce only specific wdlity
aprions info thelr 2ames, However, gamemasters should ke
utility and IC options balanced, Many of the utility options are
designed to counter speclfic [C oplions  (see  lntrusion
Countermeasures, . 500, and allowing IC optlons without pros
"'I""':"f. deckers with the means to combat them miay [proose

unbalancen and unsatisfving aame play

Gillk
Cef
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(PTIONS AND SIZE

Under the standard Matrix rules, program size s fixed. The
size that governs the base time to write the program is the size
that the program occupies on a cyberdeck

When using utllity options, programs have two separate
gzes. The actual size measures the space the program occupies
an a cyberdeck, The design size |s used o determine the pro-
gramming base time for the program

Oiptions may change the size of 4 utility program in one of
two ways. First. adding an option to a program may alter the
program’s rating. thus altering its real slze. Or an option may

Increase a program’'s size by a percentage of its ariginal size. In

aprrlies (e result 1o all Sped Ified fargets Increase the larget
nurmber for each target by the total number of tArgers

For example, two corp deckers, A and B, are engaging an
intruder on a green host, The larget Number agalnst legitimate
lcons on a4 Green system is 4. But decker A maneuvered sud
cessfully to dodge an attack already and scored £ extra success
e5, and so the target number agalnst him recelves a { modliher,
which ralses it ta G

The intruder engages the nwo corp deckers using an attack
program ftted with the area option. Against decker A, the larget
Mumber Is 8 (6 « 2 for attacking £ targets). Against decker &, the
Target Mumber is & (4 + £ for attacking £ targets)

The Intruder's Attack Test vields a 7. B, and 7. Therelore, he

_ (erain cases, an aption may reduce the actual slze of the pro
=2 o achleves | success against decker A and 3 successes against
i gram but Increase the design size because it requires hyper-effi
f ! decker B.
| clent code : _
L : ; Mote that the defensive utility armaor proftects agalns! util
: When layering multiple options on a single program., apply : : L x
L _ ; ties fitted with the area option. Personas and |1C programs camy
. iy changes to the program s rating before calculating any per- : &t 5
' = Ing the armor wtility add a +2 modifier to thelr effective Armor
. centage changes In its size. For example, if a set of combined
) 4 :: Ratings when attacked with utilities bearing the area option
h aptions add +2 and +3 modifiers to the program s rating and a '
4 S0-percent Increase in its design size, apply the rating modifiers l"H"l;EH
! ] =
first, Calculate the proeram size based on the new rating and
- i Rating Modifier: + |
then apply the percentage Increase Cumulative percentage y
' i B . e The chaser option negares the +24 target-number penalty o
; hanges are applled sequentially, For example, it a 180 Mp pro .
H . ; attacks against IC programs with the shifr defensive utility, Howewver
| Zram receives w50 pEfCent size recdluctions, frst reduce the ¥ ) .
| ' 2 Lo ' i F_l'l =1 WIS 0 I iR 1
, 180 Mp to 90 Mp, Then reduce the 90 Mp to 45 Mp G Chaser GPTON CES AT MCIO0NS, #4 SUEFCINIING prhay ©
d attacks against |C programs with the shieid debensive ulility
T [H]”IJIIS I_Iﬂ[l "ﬂ”"ﬁ[; The chaser and penetration options cannot be placed on the
L
= ) sarme utility
e Changes In the effective rating due to options do not count
| agalnst the maximum rating that a programmer can design. For [”""H
1 h L = A L.
- prample, a programmer with a Compurer 5kill 8 can design any Rating Modifl DINAB 1
A ; ; Afing Mo er: +DINADR Kating
utility with a Rating of 8, even if options raise it5 effective rating s ! ;
1 I DINAB (pronounced die-nab or dee-in-a-bee In Miatrix
4 Of programiming purposes __ ; 3
2 slang! stands for "decker in a box.” The DINAB option gives a
: Changes In the rating due o opfions dalso do not affect the . T
) : P utility program a bullt-in Compurer Skill, equal to the DINAB rat
; target number for the programming task, A Slow-4 utility with an ; )
L 3 ing. On any of his actlons, a decker may spend a Free Actlon and
Area-4 option would have a Target Mumber of 4, not 2 : ;
i the utility runs |tself
The maximum rating for options that themselves have ral ;
For example, if a decker has the analyze, mimors. and
Ings, such as the area option, s the base rating of the program. e i
j ' Browse utilities all equipped with DINAB, he can spend a Free
1 [
A Slow-4 program can have no more than Area-4, even If the : ) ;
Kl kil Actlon and two ':‘p||'|'||'-||," Actions to execute all three utilities, even
programmern s skill 15 nigner | 3
" If each program Is sent (o [H"III:I‘IH AN Qperaltion thal requires o4
' OPTIONS AND COST Complex Action
| 2 l]a - S 1 T o 4 . i . T |
(Hithes cannotl run two operations I the same action. in
The price of a program depends on its base rating and . ;
3 addition, the decker cannot use the program himself during any
design size, For example, an Attack-G6M program  without I : DINAT e .
. ; ! : : 3 i
: yhase when it is running uncker LHMNAL.
A opfons has a Base Rating of 6 and a design size of 108 Mp. The I : ' o
. ' _ The DINAB option degrades—Iloses | Rating Point—every
grogram’'s street price equals its size, 108 Mp, multiplied by _ _ 5
' : : i ; time it fails a test, Decause Opposing soffware Can analiyze e
b 200: 108 x 200 = 21,600 nuyen, , ; ;
= : I : ) failure pattern, find gaps in the expert system s decision tree and
An Attack-GMiISkulk-4) program has an Effective Rating ol o ¥ ) )
; i . i exploit those gaps. For these purposes, a test is lalled any time
10 and a design size of 300 Mp, for a price of GU, GO0 nuyen : )
the DINAB option is defeated \ System lest opposed Dy (he
¥ HHEH host/system. The DINAB option also degrades (per this definition
[ .
! of fallure) whenever it fails to hit a target in Cyvbercambat or the
Rating Modifer: +Area Rating ' y g
: 3 . target recuces to zero all damage the DINAB inflicls
s The area option enables a utility to engage mulfiple targets e g k
e ] Whenever a program or frame under DINAB control falls a
: any the host. The utllity may engase a number of targets egqual 1o Lk -
" : test with results of all 1's, the utility or frame crashes, The deck
x the area option rating. The decker makes one Attack Test and : i
er must reload a fresh copy betore he Can use I again, A awap
LB <2 01




remory operation restores .||-_-..'.!_|.|_.'|.-.I DI AR options  and

crashed DINAB-equipped Programs and frame

rames can be "."-]'lilll.':'"'.l with DINAB, and smart frames
must nave this option

A decker can overrice the DINAB option on any of his pro
Srarms or frames and use his own Lomputer Skl im s |'||.|-. & i
sSuUCh cases, the decker must spend the type of actlon {Complesx,

Simple, Free) normally required for using the program

LIMIT

Raiing Modifier: - |

The limit option rescricts the utllicy to a single [vpe of tareet,
such as deckers, IC programs, frames, ar 5Ks, The program is
Uselass .‘1_-._5|.'1||.-I ANy ohel Py of tar@e!

Mote that the limit option reduces the effective rating of the
program and thus reduces its actual slze, as well, For example,
an Attack-6M (Limit: 1) [Progran warsUlel have a |':Z.-|||||-.'I 5. and so

its size would be 5¢ x 3, rather than 6= x 3,

UlIE=5HOT

Rating Moditier: Special

he one-shot option turns the utility into a single-use pro
2rarm, AHer the utility executes once, It vanishes, To use the urility
asain, the decker must reload it with a Swap Memorny operation

The one-shot option reduces the actudl size of the utilicy by 75
percent, but It increases the utiling's design size by 50 percent

Aodecker can camy multiple copies of one-shot programs in
his deck s active memory, bBut tar baby and tar pit 10 programs

are extremely effective against that trick. Whenever a tar pro
gram trashes a wutility carrying the ane-shot option, It wipes out

Al COpes of TNe Programt 1N aciive mermory
i

OPTIMEZATION

Rating Modlfler: Speclal
I'he optimization option reduces the actual size of a pro

gram by 50 percent and increases its design size by 100 percent

tems, Far the Computer Test required in the programming task,
use an average of the programmer’s ratings in Computer SKill
and 'r-ll"'_'lll|l"l ||'|1'-ll-r or 1ts Matris '||l'l'-"~; CaOlcensracicn

Ihe sensitive option reduces a utility s actual size by 13 pek

cent ang Increases its deslan sloe by 50 percent
:

SKULK

Rating Modifler: +5iealth Batlnge

The shkulk aptlion enables & decker oo eliminate or decreast
additions to his security tally prompled by crashing IC programs
{see Intrusion Countermeasures. [, 40 Whenever a deche
uses a skulk-equipped program to crash an IC program, reduce

the resulting security tally Increase by the Skulk Rating

SOUEEZE

Rating Modifier: - |

[ he SOUeETE option Creares a S| f-q Simpressedd prodram T
aption reduces the wtility s actual size by 50 percent for purpos
&5 of uploading, as it it had been uploaded under the
f.'.|-|||[1r-"1-~.|.:-|| utility, Howewver, a squeezed program cannofb be
used until the decker spends a Complex Action to cdecompress
it, Decompressing the ProEram recuires no esl

I a squeezed program s uploaded using the compression
option, W recelves the benefits of both options. The |-I.|:..':'-'.I'|'|"|
size s reduced by 75 percent, However, the decker muost
||-:_-'-':"|'| INess e Drogram wice—ane | cimplex Action o undd
the Compression optlon s effects, and a second ( om| lex Sctlen
to undo the effects of the souecze LRI

[he squeeze rating modifier affects the utility's design sips
|_l|||'-|.'_ nor 1S acrual size |.i'|:'l.| ITyusl  ave l'||-\.:l|:.l|| T ACTeE

MEemoarny o Accomimoadare the ubilioy 1 s A CoImipresst 1 Farm

TARGETING
Rating Modifier: +.

- - - H 3
[ e LArgeiing opion provioes O =L LAl Pumber mocitie

for attacks macde with taroet VE - U e o CarreleAar e

Wy
PENETRATION 5
Rating Modifier;: + | l:l]mm[l"[l SEIS ih
The penetration |_||"|‘.i|:.|'| defeats the shield defensive uilicog =1
However, against 1L programs with the shift defensive utility, a A command set consists of a simple proaram of orders thal
penetration-equipped utility suffers a +4 target number penalty for a decker can leave on a host to be executed at a later tm 5
tests agalnst the IC target. That penalty is in addition to the <2 ta Mriting a command set may require one or more Subsystem [
get number penalty afforded by the shield defensive utiliog lests, depending on the tasks the decler wants the host (o pel 0l
The penetration and chaser options cannot be placed on the form. For example, |f the decker wants the host to manipulane if

sarme utility

SENSITIVE

Rating Modifer: Special

[he sensitive option renders programs effective on only one
manutacturer's malnframes. For example, utilities equipped with the
Mitsuhama sensitive aption work ine on computers manufactured
by MALT but are useless on computers manufactures by anvone eise

Writing sensitive-equipped programs requires in-depth

knowledae of the Martrix architecture of difféerent COMPUEET 5y5-

remote device—such as opening a security door ar a specific
time orakler recelving a speciiic signal—he needs 10 make a six
cessful Slave Test, If he wants the host to print something out o
erase a file, he musl make a Flles Test, IF the decker wants the
host to open a 5AN at a given time, he must make an Acces
[est, and so on. The gamerrmaster doetermines he specii
Subsystern Test needed for the command set (when In doubt,
use a Control Test).

The deception utility reduces the target numbers for all

these tests (see Deception, b, G0

0y
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More complex sequences of actlon require the decker to
wiile a4 program In advance and upload it. The design size of
such programs Is 1D6 x 20 Mp. After uploading the program,
the decker must make a successhul Control Test to load the [re-
aram Into the host

fotal any successes the host scores in opposing  these
subsysterm Tests. Divide the sum Into 24, The result is the num
ber of haurs the program will continue to run on the host with-
out being detected and purged. If the host scores no suCcesses,

the command set remalns undetected for 48 hoars,

FRAMES

Frames are combinations of decker-selected utilities, |usr as
constructs are comblnations of IC programs. Frames may be
dumb or simart, Dumb frames are linked to the decker's PETSOMA
and only exist as long as the controlling decker remalns active on
the host. Smart frames are capable of Independent existence In

the Matrix. whether thelr creator Is logged on or nat

FRAMIE CORE

The frame core is the master control program for the frame
Think of it as a box that holds the other programs of the frame
The sizes of frame cores are determined using the same formula
as for other prosgrams: Frame Core Rating® x Frame Core
Multiplier. The size multiplier for all dumb frame cores is 2: the
multiplier is 3 for smart cores. Programmers must specify
whether a core will be dumb or smart when writing the core

Frame cores may be equipped with anv of the following
options: DINAB, optimization, and squeeze

Core Ratings may not exceed the programmer’s Computer
Skill x 1.5 (round fractions down). The following characteristics
are cernved from the Core Rating:

First, the combined ratings of the core's Bod, Evasion
Masking. and Sensor attributes may not exceed the Core Rating
Any attribute may be set to O, If the deslgning decker desires

The Core Rating Is used in place of an MPCP? Rating For any
test requinng an MPCP Rating,

The Reaction attribute of a smart frame is equal to the
frame s Core Rating

UR . 10




Finally, the combined ratings of all programs (not including

aplions) i the frame may not excesd the Core Rating: IF Core

Fating Palnts have been all wate]! o the frame =

2 Initiative, use
the reduced Core Rating for this purpose (see Smant Frame

Initlatlve. Delow)
Lreckers inay re-use frame cores with different combinations

Ol utley prograrms (O make ditterent frames. Hoossever a core '
ACCTIDUCES mMmiay Nnoal e rearranded. 1o make a frame with different

IErripuces, the PO TAITIITIET TS WTITeE 4 new Mamnee Core

(INAE and Cores

o art frame cores must e praerammed with the DINAB

s Computer Skill, The addition ol

1 | B 3
Iy LF l‘:l{ :-\.I SELEST I TEeA SPES  Té CAM B 5 .'11..._”..-“ |-_||||||_i !..-_. ||"u.
- X

Lrumile frarmes only execute programs on odecker's com

IMAR

mAancl. Hosdsesye . Cluimita ares may be |;':|-|:| Wil TE1

W
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determining the task period for loading the programs. To calculate
the loading rate, combine the ratings of the proorams and divide
by 2. The result is the Loading Rarting. Do not include che ratings
ol aptions or the rame core when calculating the Loading Ratng
Nex], calcuiate the loading size
Loadhing i'f.ll.illj.-':_"'l loading size in Mp
Ther, determine the loadine base time
Loading skre x 2 Irading base time in days
Mow. make a Computer Test against the average rating of
the programs o e loaded, The Software concencration or dalris
MProgramming specialization of the Computer Skill may be subsil
tuted for this test, Use che numlaer of successes (o calculate the
IrAacling task perioo
Loading base time ; Compuler Tesl successes = task period
I Says
Mhe actual size of a frame |s the actual size of the frame cor
plus the actual sizge of all programs and options ioadeo on i
Genie has a 12-poinl smarl frame core with a DINAB-& option. She
aliocates 2 Core Raling Points to the frame’s Initiative, so she has 10
points left over for programs.
She wants a sell-directing Matrix weapon, a killer drone program,
0 sha decides to load Aftack-65 and Cloak-4 programs on the frame
That calculates the loading rating as follows
(10 + 2)¢ = 25
That gives her a loading base Hme of 50 days {25 x 2]. She achieves
3 successes on her Compuler Test, so the loading task period i5 10
days {50 + 5)
Genie's smart frame is 3 husky program when completed: 1,200 Mp
for the coré, 144 Mp for Attack-65, 48 Mp for Cloak-4—1tar a total ol
1,392 Mp

RUNNMNG A FRAME

OUMB FRAMES

{li

LR " _ N}

Uecol

andal

Anal

LISl

WS
ATLT

nis

|'I'|il
T

BlE!

e

gl

IrAafc i

Luen




lecoy Frames

Any dumb frame can act as a combination scout "drone’
gl decoy, These so-called decoy [rames can pe form varios
Analyzre operations and may be liteed with scanner utilities and

usEc] fOr | mcate Liesr ke -_||!-|'I||||IZI||"'- Tl 5 hyii-ll‘-m [lpr‘rdtiun.'- R,
114, for farcher inborrmation., |

IF a decler p i s a Checoy aperation an-a hcast ©F SIC] 55
termy, the swvstery directs all securiny measures o5 bl sl the decoy
rame A% |.'-|;_!,':_ A% e ol lear Rimisalr remains mactive ['rll' -‘|-r-|_'|-.|_'|
uses his owin 'i'-:'-r!l|_|:.'-'| Skill to-make tests For the frame, but all
srinbute-relaled sCcores 'I|'|;|""|.I O Thie ooy fraume's IS S,
his o, € nly the urllicles loaded nto the frame can be
|-|'||-.|.-.-_|.-.-.-! during the Des o Cperation

I the frame’s actions create 4 scecurity tally that rigeers IK
wograms, the [C programs go after the decoy frame, not the
decker's persona, Because the frame has the same datatrall ds
thie declker this doesn 1 ||-'-|Ir'| the decker’ s situation when Fas n
trace [

Lince a clecony Trame i hes, the host systerm and any aclive
IC programs react to subsequent actions by the decker per stan

arct I;||".

Event Triggers
D keesrs can also credate cdumb rames (o notity them o S
fie. eswenls in the host system, The decker must e present on
the samee systen o receive the frame s Messige This mmay
reciulre a Mull operation (see System Operations, o, |1 /7]

To serve as an event trigaer the frame needs a Senso
weribuce and analyze and/or scan utllities, The attribute and util
ities must have ratines equal o or exceeding halb th Fiast's
Recurity Value. An analyze dutllity s needed to detect owvents
caused by the host ar 11s |'E|"-:._'I ams. The trame s ol |
scanner utilibe 1o derect events caused by other clesChers ar legll
mabe wsers on e oSt

Crecleers may include any orher dtilties an the frame it acdd

Hoal capaciny remains available

[eapan Carriers

Deckers often load fames with offensive utilities and use
these "weapon carrers” as auxillary weapons in oy bercormbr
Such frames enable a decker 1o Carmy Weapons that cio nat rake
in active memany of hils icon banchwideh, O course, 1F the ramme
rashes, the decker loses the programs Each attack with a

WA [T - AT Tl TE ll'u'..i:-e":- ik "\-II|||!|I' o

1 1

SMART FRAMES

Lmart frames can perlorm any action a dumb frame can. i
acldition, smart Fames have their own "skill” (their DINAB
|-'..;|||'.=!_| ind their enwent BeEsponse and Iniciagive ratinegs Thie decly
ar ses A Frese Action (o .'_I.I'.-- rhe smart frarme a basic arder. anc
the framue then carries out that orcler on 155 own

Fowr esarmpale. a decker can order 4 smairt rame equippec
with combar ucilicles to find and destroy an icon. The frame has

i awn actons. In osamds lerm the player who conerals th

e &

decker runs the Irame as well, bul the [fame s actomns oo ol
} 1 i

require any attention mom e oecke el dos not use up any ol

the Charadler 5 ACToNns

UPGRADING

Deckers may |:!':.‘.I---':-: Ay TGS AT clescrilaec! In this seC
{heae with the exception ol command sets—uoy raising e pro
gram's rating. The programmer must have a copy of the pro
Eraim & SOoUrce cod le fo i-_-.'_|.|-:l-- Lthe program

Upsrading progran programming fask. To determine
[he Dase fime e A Updiace, Nrst determinge the lxase time For
rh Program A% i Creatiing  the  [Drosrdrm froim scratch {see
Mrogramming, |3 [0 Then calculate the base time hor writins
the current [ATEET ATy version. Then subfrace the current wersicd
base e frorm the up@racie Version Dase Dime The result is the
base time necded for the upsrade fask

Mext. determine the task pedod. Begin by making a
Computer Test against the rating of the upgraded program
Divide the upgrade task base time by the test successes. The
result |5 the task period in days. The rest of the programming
process  proceeds per standard programming  rules {see
Programming. . 100

Deckers may also upgrade a program by adding optons 1o

the program, rather than increasing the program s rating

BUYING PROGRAMIS

eckers can purchase any of the programs descrbed in ihis
section. A program’'s price is determined by its rating and design
Sl ':.]!.I|I':.|!| ralings dio fot affect these prices, Mal Savallabilioy
lests using the Etiquette (MWiadri) Skl

All [ArCes :-"_E'-.-'i"! reprEsent the Cost Of olject coche and a Ccopy
of the source code. Reduce prices by 25 percent hor object-coae
anly programs

Urider the Virtual Reallties 2.0 rules, calculare prices for all
[AraSrarms—Iir |||-:_1|||_'.'_ [FETSOMAWATE Al LLnrles LIS the o
mulas an the Program Prices Table, The distinctions for utility and
WSSO PrOSiams 0 the ull-.-'_:ll.l| SR Mainx rules were basal on
the cost of the personaware chips, In the YR 2.0 rules, the

firmvware prce has been anbunadlec from the softwane prlce

Availabillty Street
Rating {in nuyen) Index

Mrogram I'rice

. Nize s 100 27 days i
i3 Lipe x SO 4,7 davs | 5
7 ==L Size x 500 H! 14 dawvs i
| 4.2 T s |l'{.:||| 1L _‘.||| Clays .
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Vo TGS OPERATIONS

It’s not enough to know what to do. You have to be able to do il

L

one jump ahead of the IC, or you're gone,

O

<[lo Carmer decher

A svsrern aperation represents 4 command or series of commands that a decker gives 1o a
host or grid to perform a specific task, Almost any task a decker may perform in cyberspace is
expressed as a system operation. This sectlon covers most of them, If a decker wants to perform
some action not covered In the listed system operations, gamemasters may create thelr own

system operatons. using those described here as Zuldelines.
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MONTORED DPERATION
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SYUSTEIM
DPFPFERHTIONS

AALYZE HOST

Test: Contral
Ueility: Analyis
Actlon: Complex

An Analvze Host operation enables a decker 1o analyze the
ratings of a host, Far each success In the Control Test, the deck
er chooses one of the following pieces of information, which the
gamemaster supplies

* the host s Security Rating (code and value)

* the rating of any one of the five subsystems on the host

* whether the apparent host is a VM {see Virual Machines

p. 34 of Grids and Hosts)

Seven or more successes gain the decker all the avallable
Iifurmation about the host, Note that a decker must be on the
host to run an Analyze Host operation on [t—no sneak previesws

from the arid

ANALYZE IC

Test: Control
Utility: Analyze
Action: Free

The Analyee IC operation enables a decker to identify any
specific IC program that he has located (deckers may locate |1C
programs by performing Locate IC operations or by coming
undler attack from the IC programil. If the Analyze IC operation
sycceeds, the decker learns the type and rating of the IC pro
gram and any options or defenses it carries. If the |C is a trace [C
program, the decker also learns whether the trace program is in
its hunting or lecation cycle, IF the IC program is in its location
cycle, the decker learns how many furns remain before it com-

pletes the cycle

HNALYZE 100N

Test: Control
Litilkty: Analyvze
Action: Free

The Analyze lcon operation scans any icon and identifies its
general type: IC, persona, frame, application, and so on. The
decler may reduce the Control Test farged number by his NSO
Rating and any analyze utllity he is running. However, the rest
target number may not drop below 2, regardiess of the decker

combined Sensor and analyvze utllity ratings

HIRLYZE SECURITY

Test: Control
Lhilky: Analyre
Actlon: Simple

The Analyze Security aperation tells the decker the current
Security Rating of the host, the decker s security tally on the host
dncluding any tally points accrued by the ftest or Analyze

S urtyy and the host s alerd status

HIIRLY ZE SUBSYS LRI

Test: Targeted Subsystem

Litiley: Analyze
Action: Simple

An Analyze Subsystem operation identifies anything out of
the ordinary about the targeted subsystem, The operation iden
tifies the presence of rrap doors, worms, scramble [C programs,

or other debenses oF systerm L s [T O] the subsystem

CONTROL SLAVE

Test: Slave
el Spool
Action: Complex
The Control Slave operation enables a decker to take coniro
aof a remore device controlled by the host's Slave subsusoemnm
Remote devices range from simple automatic security doors ancd
elevarors to entire automated factores full of robotlc assemblers
If the decker is attempting to take control of a manulactur
ing or scientific process controlled by the Slave subsystem. he
must make the Slave Test with the average of his ratings In
Computer Skill and a B/R or Knowledge 5kill that applies to the
process. For example, a decker attempting to take control of an
automated medical lab would make the test with an average ol
his Computer and Biotech skills. or Computer and Medicine
skills, or Computer and sorme similar skill. Be strct about appro
|::|ri._l,'ir': skills here, Tl ially it the decker Is attempting a task that
might call tor some abscure skill specialization

The Control Slave operation is a monitored operation

GRASH APPLICATION

Test: Appropriate Subsystem
Ltilkty: Crash
Actlon: 5imple

The Crash Application operation shuts down one of the
host s application programs. Application programs include any
legitimate program other than IC or decking programs
Applications take care of regular Dusiness on a host—you kKnow
the Boring stulf

The Subsystemn Test for the operation depencds on the appli
catlon targefed. If the decker is targeting an application program
.:|h-,_|: |'.'_"a-|'|r||'_1|:'. = | :.||'I-;_||":_ OF a4 SECLUNY I||'.'2.l||.|-'||_-|| !::I |:':~.|I|||‘:|4' T
decler would make a Slave Test. The Crash Application operation
may also be used to shut down a leglitimate user s session, which
is a function of the Files subsystem. IF in doubt, the samemaster
can alwavs ask the character to make a Control Test

Crash Application operations have no effect on IC programs,

frames, Constructs, or other deckers

CRASH HOST

Test: Control
Liellbby: Crash
Action: Complex

The Craegh Hoct operation = the decker's “doomsday
weapon. A successful Crash Host operation lorces the host o
shut down i'l-.”"Z'III:-!l Aty hostile users as well as the decker
himself (unless, of course, he frst pertorms a4 Graceful Logalt

'.II'\I|'|||||="'II:

URa 0O




Haost systems do not shut down Instantly, IF a Crash Host

operaton succeeds, divide the decler s successes into | O Corriliat
Turns, The result |5 the number of turms that elapse before the host

duts down, At the end of each Combar Turn of this countcown

the host system tries to abart the process—make a Security Value
lfest against the decker's MPCP Rating. If the rest succeeds, the
shutcoswni process stops Anct the [ost stays L

uaring the countcown (o a crash, recduce the ratings ol all L

2, ! .

nrowrams runnlne an the host by 2. These reductions refect the
| !
clrain 3 sVSEEM FeSOUrees causeo wiren he |I'\.'I_-\.[ .I”I_". L
rseurees o the shutdewn instmaction, All reduced ratings return
ey normal immediarely iF the crash is avertedd

5 b e 2 ||' y 'I.' t:a =l bl e H e

WiatE Nl & SIeCheTr Canmol ds0rT o TLINCERSTY LITTECRE WA T ]
aused by a Crash Host aperation he has nerformed

A shurclown wines out all frames, command sets, and other
progams left behind by the decker, The host computer reslrools
Imelt, whilch autormaticatly cleans all its code, deletes securily tallies

lerrs and riest . Thie fost weltl | IS 5 A I 1wl L
Ao Al AaNg resiarts 12 NOst WD a U DI TATENTS elI1ET W eRlLIEES

Typically, system administrators recoanize decker-insti
.'I._1||'_'-| crashes and Increase Sed Ficy I SuUresS WEe ||"‘-l:|'.||.I|I:|"I

IDST SYSIETIE

JECOY

Test: Control
LHtiliby: MWlrroes
Action: Complex

The Decoy operation creates a “decoy  copy of the e ker's
[con. This decoy may draw the "attention” of proactive 1L pro
grams that target the decker. Becord the number of successes
he decker achieves on the Contral Test, Whenever a proactive
IC program attempts to arttack the decker, roll 106, IF the die rall
goilt 15 less than the number of the decker's Contral Test suc
cesses, the T attacks the decoy instead of the declker's real lcon
In the event of a tie, decoys ool [0 proegrams.

Decoys have no special defenses and no damage resisiance,
so they take full damage when hit, Decoys disappear when their
Londition Monitors Bl up

Mote that decoys are not effective against trace |C.

Decory operations may be used o lock the attention of 1L

programs on frames (see Frames, p. 105)

UECRYPT ALLESS

Test: Access
Ltilhy: Decrypt
Actlon: 5imple

The Decrypt Access operation defeats scramble [C programs
guarding access to a host, 10 programs on a scrambled SAN must
e defeated with a Decrypt Access operation before a decker can

perform a Loe-0n o Host operation on a scrambled 5AN

DECRYPT FILE

Test: Flles
Utility: Decrypt
Action: Simple

H

SYSTEI
OPERRITIONS

The Decrypt File operation defeats scramble He programs and
Alee Deckers mmiusl ||r-i|:"-|||| successiil e Myl Filee operaticns on

scrambled Ales before performing other operations on such files

DECRYPT SLAVE

Test: Slave
Litilkty: Decrypl
Action: Simple

The Decrypr Slave operation defeals scrambie L program
on a4 Slave subsystem. A decker cannol malie Slave Test -'..-',-IFI‘-:
a scrambled Siave sulysysterm untll e nas performed a sUCcess

ful Decrypt Slave operation on rhe subeysien

DISINFECT

Test: Appropriate Subsystem
Uity Drisinbect
Action: Compliex

[he Disinfect aperaton desiroys Wiormm WIrus [prosrams on a
specific subsystem, The decker makes the operation lest againg
|

FHe ||-.l.|-||--| SUDSYSIEm IF a host s Files subsys{em has wiarm
i

programs, he makes a Files Test, or example

O0WNLOAD DATA

Test: Files
Utillty: Read/\Write
Actlon: Simple

The Download Data operalion cojyes a file from the host o
the decker's cyberdeck. The data moves at whatever 1/0) band
wiclth the declker has allecared, It may be transberred (o active
memory, storage memaory, or even ofl line storags

The Download Data operation bs an ongoing aperation thal
continues until the data transfer is completed, the decker logs off
ar is crashed. or the decker terminates the download early. IF the
operation s terminated Betore the transhker |s -:-.ll‘:.!lii'il.'-.l [ Cre
ales a corrupted copy of the hle, which is worthless

Howewer, if the file contains information chat Is particulasy
IMportant (o an adventure the HAMOemaster i Al e |'.-.|I'_I._|| ]
completed downloads to produce damaged, yvet readable fie
coples, The base fime to reconstruct a damaged file Is calculateéd
as follows:

ifull file size in Mp divided by amount o
data downloaded In Mp) x 2

The result is In davs. Once a o AMAT i Hle Is reconstructed, he
gamemaster determines whether the fle contains the pertinent
informartion by dividing the size of the downloaded fle by the fu
size of the original file.

For example, if adecker manages to copy 10 Mp of a 100 Mp
file. the base time for reconstructing the file is (100/10) x £, or U
days. Dividing 10 by 100 yields .10, so there |s a U percent

chance that the copied file contains the pertinent information

OUMP LOG

Test: Control
Litility: Valiclate

Action: Complex
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1 The Dump Log operation is an Interrogation aperation that
erables a decker to open and read host-access frn;ﬁ The I'Tlﬁ-.'- L[IE SIZE ".IIJLTIFLIEHE
record the identities of legal users who accessed the system,
whilch ﬁl'!':"'."i [I‘II?_'-'..I' -c1|;_'|'_'L‘!1-:|I',.'-I.|. whlch I'!-rl._'l:i.lli'q,l.”]",, [||¢I-'.'.l ran, Anicl O Ol Hu!.', lnl‘rufull:ln lefl(ulﬂ- I.DE 5.1.} Mulllp"rr
System logs also note any Intrusions or suspected Intrusions that Easy 15 5
AS LUK X
| the host observed—Dbasically, any decker runs that trigsered a . 106 % 7
| seCurity response. However, intrusions may also show up on sys- Hard 2D
; , ol F. k]
tem logs as fatal program aborts, hardware glicches, and other ran-
] dom systern errors—iparticularly i thew are successful sneaky runs
) ) : 1
| If Infermation on a system log Is crucial to an adventure, the !:[”T I ILE

gamemaster should prepare the log In advance. If log entries are Test: Files

not particularly Important to an adventure, the gamemaster can Utility: Read /\Write
[ H S !
improvise them, Actlon: Simple

Deckers  may fstE “ . : ; ]
5 ay also download system logs onto their The Edit File operation enables a decker to creare. change

wherclecks for later analysis or e ity 1 2 i .
13 3 alysis or docurmentation, The size of a log or erase a datafile. Small changes (approximately one line of

covering a 24-hour period is calculated by multiplyving the host's
log size multiplier by 100, The result Is in Mp

print or the equivalent of one short form of some kind) can be

made directly on the host by performing rhis eperation. Before

I3
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SYSTEIIN
OPFPEHHTIONS

replacing larger amounts of data, the decker must prepare the I"U"LIH"TEP“S%EH"E

wew marerial off-line first, then upload it and perform an Edit File
Tesi: Contraol

Litiliby: Validate
Action: Comples

The Invalicdate Passcocle operation enables a declker to erase

operation o insert it into the hle, Any uploaded information may
pe inserted with a sinsle Edit File aperation, regardiess of I(s size
A successful Files Test creates new files. Because these Hles

do not have legal heaclers, the operating system may erase them : ;
| a single passcode from a host s security tables, A decker may
it any tinme ;
- 2 also use the aperation to trash the host's entire passcode list so
Dechers also can use Edit File operations to make coples of files
that no legitimate users can get on using passcodes. This forces
on the same host, Thus, deckers can copy a hle from a particularly T ] ; : |
corp deckers to log-on to the host by lllegal means and puts
secure datastore, stash it on a less secure part of the same host and : :
i i them on a more even footing with the Intruding decker, When 4
retriewe §f at a later tme. When using the Edit Hle operation In this 2 y

decker attempts to wipe out an entire passcode list, add a +4
manreer. a decker must malkie bwo "_':IJ!,‘:-'-\.':,-"'-\.I:r'II'l lests, The Arst test s

maclifier to the target number for the decker 5 Control [est,
a Files Test, The second fest is made against the subsystem that

contrals the location where the decker hid the copled file L[I[:I_"L‘l "I][:ESS n"m':

After alterdng, Inserting, or deleting a fle, a decker must
Test: Index

Lledlhty: Browse
Action: Complex

make a Computer Test against a target number equal to the
host's Files Rating x £ to determine iF the host notices his work

The decker may add his declk s Masking Rating to his Computer : g
: . The Locate Access Mode operation s "directory assistance
Skill Ratine for this test, If the test succeeds, the host does Not o 7 ] 4
. Sixth Word-style, It enables a decker to find the codes of LILs
notice the changes. If the test falls, it does. ;
: " T that provide access to the hosts he wants. The operation also lefs

Deckers may make the same Computer (Files Rating x Z)

L him locate commeoodes for regular trid calls
fest to determine whether a host or another decker has tam- =

Modify the farged number for the Index lest according to

werecl with a fle. In this case, the declker may add his deck s

1; thie dechker's stated goal For example, IF all he knows is a com- |
Sensor Rating to his Computer 5kill for the test. IF the test suc- )

: . . pany of individual name—"I'm looking for a Mitsuhama sys- |
el e clec e reCogmzes SISns al I,.’ll'l'u!'li'“.'ir!:.-'I in the file : e
: b S term apply a + 1 modifier (o the target number. IF his 2oal 153
Keep In mind thar any time a decker deletes a host fle, the : : ;
bit more specific I'm looking for a Mitsuhama pulbdic-relations
gamemaster must consider the impact on the adventure In : i . y
) system —do not modify the target number. If he has a cdefinite,
progress and decide whether back-up caples Gl the fle exist . ;

specific goal—"1'm looking for the Mitsuhama public-relations §
L C 1 eystem out of the Mitsu office in Bellevue on LTG 5209 —apply
EDIT SLAUVE !

. 4 =1 maodifier to the target number
Test: Slave :

Uidiitles: Spool
Action: Complex

Once a decker has located an LTG code, he need not repeat |
the Locate Access Node operation to find the host In future—
: unless Its owners change the address, of course
he Edit Slave operation s a monitored operation that

) i The Locate Access Node operation |s an interrogation aperation
enables a decker to modify data sent to or recelved from a '

.-m-=|- device controlled by the host's Slave subsystem, For LHE"]EHEEHEH

warmple, a decher could perform Edit Slaye aperations to alter
Test: Index

WUtility: Scanner

Actlon: Complex

video slenals or sensor readings from a computer-controlled
sEC Uty system or alter readings belng sent to a console ar sim

The Locate Decker operation |s a two-step process. The deck-

EHHEI.:F”L L“UIIIT er makes the standard System Test and then a Sensor Test, The

decker locabtes any other deckers whose Masking attributes are
T;_--.,l: _-"u [ e

Liilley: Deception
Action: Complex

equal to or lower than his Sensor [est results, In addiflon, he
krnows if they log off or jack out. IFa targeted decker 15 running &
sleaze utllity, add its rating 10 the targeted deckers Masking

The Craceful Logoff operation enables a decker to discon
]

_ ; P fating o determine if the testing decker locafes the targel decks
nect rom a kot ang the LTS where e logaed on o the ;.:!II'I-Zl et x

Locaied deckers may bDreak contact by maneuvernng (ses
thout experenclig dump shock

- ; ] : Combat Maneuvers, p. 121)
addition, a successful Graceful Logolt operation clears all

: Friendly deckers who wish to make thelr presences known
traces of the decker and his actions rom the SECUTITY And mem ;

¥ . d ter each other may do so aurmomartically
any systems of the host, The operation also leaves the decker

invulnerable ta trace IC programs after he has disconnected (see L[I[:"'I'E FHI:"'"E:

Trace IC, . 45 of Intrusion Countermeasures)
lest: Index |

LHilHy: Scanne

Action: Comples

I
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SVYSTEMM
DPFERATIONS

The Locate Frame operation locates any smart frames or SKs
running on the host, The operation is not effective against IC con
structs because the host protects them from application index
ing, However, constructs mav be located with the Locare [C

operation (see Locate IC, below)

Gamemaster: Right—the keyword seems to be Project Nightwalker.
Something in some e-mail in the secure datafiles.
Player: Greal. Find the message file, | want o read .

AL this point, the search for a specific file Is really enough—and
any successes by Seshi will hit 5 total successes anyway, The

T pamemaster has already decided that this host is not secure enough
Ay LI][:HI-E I-.ILE to contain the full details of Nasticorp’s incredibly evil scheme, but
by the e-mail contains an origin address on a tougher host, where Lhey
= Test: Incex xeep the real paydata. That host also containg the names of respon-
i Utility: Browse sible individuals on the Masticorp roster who can be located through
Actlon: Complex the personnel databases and invited to unburden thelr consciences to
'l & 1 A i
| The Locate File operatlon s an interrogation operatian that Sushi's muscular friends back in the physical world.
searches for specific datafiles. To use the operation. the decker
must have some idea of what he s looking for—"valuable I[IFI'”[:IC
data’ Is not enough. In fact, that is a different operation (see e
= - -I !
Locate Paycata) Test: Index
If the operation succeeds, the decker knows the system Utllity: Analyze
location of the fle Actlon: Complex
o Distributed databases can make for a real scavenger hunt _ The Locate IC operation follows the same rules as the Locate
5 through the Matrix, Here's a simple example: Host A contains one Decker operation. However, the decker automatically locates the
K T 1 WS S ST Ton Al a i gl [
5 MAster copy of a l.'|.'||_.'|_|_'|._'1‘-_.r_"', Host B contains subordinate Ales that [ [FROSErAImis) it hig System Test sucoesds he need nof make a
W |1|l-: K to this master, |'||'|||.|_r':|'. I||'r|-,_':r:|': A '-rl"il'“‘_-. of tweo ar three I'-“'“"'I Faesl I”" I I"":':'1- amisl remalns located unless INRL N L=
: other hosts. At the level of computer access involved in deckine, a vers to evade detection
A g
decker must et to the master database o extract or edit in
3 ; ; & 0 i 5t itabase o extract or edit informa L"[‘:"'I’l': I]HU{]"IH
ion. 50 a decker on Host B performs a Locate File operaton and
5 . . lest: Indew
| fincds the reference he Is looking for, He opens the file to do a s )
I . 1 = I { =
o Download Data aperation and discovers it is actually a subordinate Litility: | " iy
file pointing him to another hast, He switches to thal host—the Action: Complex
| s I iwa . ' LETT 1 ™ " o e g i 1 P g
L subardinate files contain the LTG address of the next Computer in The Locate Paydata operation is an inte IO gk opemin
1 by s STy % ! Vi & Fia Tiark e lix F
iy [ire—aricl goes through the process again, anly to find that he has that enabies a decker to search a host for markecable daca. Fo
I ."'-{::I |I|'||-'|". anether hose. The FAMBMASEET Can el ||-:|I'_'\- o cheter .--:ILII el suceess hee decker ai I:r.'ll'.'r.-l.\l (&8 |||1- DPErarion i e x
A mine o many al these links exist in a given chaln of files lest, the operation locates | point of pavdata i the host (ch
'l gamemasier assigns a payvdata wolume o ewverny  host—see
Cybersushi is on a Green-6 host with Index-11. Sushi’s Computer Mapping Matrices, p. 651, The operation contnues wntll
Skill is 6, and he's running a Browse-5 utility. During the present decker stops performing It or locates all the paydata on the host
n adventure, Sushi's chummers came across a reference to a project Once located, paydata must be downloaded In its entirety. IF a
it Masticorp that might undnpgnr their friends in an ork tribal sguat file contains 20 Mp, all 20 Mp must be downloaded or the swag [s
over in | [ - : ;
b the Barrens. 5o Sushi h_r“':!" '"“! this low-level computer al useless. Maydata is fenced per standard SR rules (see p. 185, SR
Nasticerp to look for more details. Sushi and the gamemaster might
engage In a dialog that goes something like this: LOCATES 1
i IJLI'ILIL
Sushi: 0K, | am looking for any files with references 1o the Redmond Test: Index
K orks or prajects in the Barrens., Litility: Analyze
e Gamemaster: That's kind of broad. OK, roll away. Action: Complex
I ["_*E FH"“"_E' makes the operation Index TE*_.:I- He rolis 606 (Computer The Locate Slave operatdon follows the same rules as the
- skill) against a Target Number 7 (Index Rating 11 - Browse Rating 5 + Locate File operation (see Locate Flle). The operation is used 1
| 1 target moditier for over-broad question). The gamemaster makes an il S A oy PR T
¥ ; g g & ourn PRy o CIrESsSEs W T e 18} i L gl o i
. opposed Security Test for the host against the player's Masking -IEIMINE System acldresses for speciic remote di e
I"‘ ﬂﬂrlh{"ﬂ rl'“'r pl:.'lrl:r ;Il:hiE"ES 3 SUCCRSSRE hie SEEI‘“.“#. 'I'Est nats 2. trofled I."'r r|'|| Mot A v .|:q.1l'.|' ||'I:i||||'|.- WwWioulo [ Firel a L S
e sushi emerges with 1 success. | rity cameras controlled by this computer.” A very specific inguiry
= famemaster: There's a couple of references that look promising. weoudcl | Find the camera that monitors the eascern stairwell
Sushi: Any of them talking about project schedules, budget, anything door on the third Aoor ™
. e s
T to do with specific plans? On the other hand, most hosts are likely to control far fewer
iamemaster: Ah—now that's useful. Let's see. |
) : staves than fles, 50 a decker need achieve only 3 successes ol
{(Sushi and gamemaster repeat the Index Test and Security Test. | ‘
s Index [est (o ocate the desired systemn, Afier locating

Sushi's question is more specific, o the gamemaster applies a -1 tar-
get modifier to the Index Test. Sushi achieves 4 successes and the
security Test nets only 1. That leaves Sushi with a total of 4 success-
£5 fTor the operation. |

AR ncle. a4 aeckaer Al perborm OIE] OIS Sucly

Slave and Read or Wrlie Slave far that node

Iy
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LOGON T0 HOST

Test: Acce

Uility: Deception
[

Action: Comples

e | oaon o Host I W TALIE -\.||||:'|_|- CHARISES DF A&l I. R

eas lest against the Access Ratinveg of the host _-"-_I..'||-,, 1171
\ =5
LESEIEC A LA b ITcs e rs foy FRe tesl A rerrieerT - e e ot
e thies e e = COURIDY fally WIth any successes an the Rose
[y ;
| T
I e e & ol Mol KEaoesd Bl e sy Rarime urbll yee
| i ' i | | | 7 ' N il i 1 .
Al ES 1IE ISl gl Al (£ [ )% . &AL A I.. il e Fol --\.II LTI T
| [ | ' il 1 i | I
All T { IR R I T 1 T Mgl d N SeC el

{Ince thie Access Test S e - rhe virtual -.'II'-I. 'l""”lh"
oM LIter I IEes vwisilhfe W e e e=r |* oCesaing J IR
directly thro zh a wioTk statio his lcon mday appeal L EIE
._:||-iu-||i|||-\.'-l AN | II;|'|! l=ee 0 | (%% ‘_!,R“ LM Codrse ....;:|l

£ preponderance of sculpted systems in the Matrix today, the
cene mday be samethinge [LTEE LU

Lwaining access (o 4 host throush a remote device means the
decker s con enters the host at a slaw oncroller, and access
trrodeh the Console puts tThe decker n the heart of the CI'L node
I hese vrtual locations oo not attect the decker & tests, But are pro
Cleh rees W nen sl @ the scene to the decker

k:'ll.l'l-:ll!p' ':|'-'-\.!_'||:'.|l.|-|'l ..||.|'-|'|||||I||.| -||!='||' |r_.| ra-
Horvs thiat take care of Dir—analysing e Bost and s defenses

IOOTKINE O i '."I ieA Helctime fless . Thee weliode [l

LOGON T0 LIG

Tesi: Access
Lty Decention
Actlon: Comples

s HOgorn b [ operation simply consists of ar Qpposed
Lrcess T iainst the B I:.’||:l._-.'_ e 1T .-'l,:,|_|._|l. o
madlifiers for the jackpolnt and bandwidch (see Jackpoints, p, 28

ind Bandwidth, . 2 and remember (o egin counting the

1
decker s securty tally on the ario with any successes from the
gricl 5 Security Test, B the decker loses the test, his los-on

cimpal kail he clecker can fry asa but his security tajly
Emaifs on thee @rg [oF  some T woically, public LTGS

= i
[l e ] iAo Feo Acc .._!I."|||||".||_-: ||:l:'- ® v ITHRUeS
I:!l e kesr also can switch 1o a clFberest ALK N IWeeles e 1% sl
Q-0 ACDErm WCH means the @rg w e 00 SEAFE A e

sCurity tally tor im

Onee the declker succesds (1 the ::-i-'l-.-u--l Sccess Test, his

icon appears I the tamiliar virtual landscape of the LT, From an

I the decker can o on to the BTG that controls the LT, or

i tiey the LI ittached to this LT (iF e kiows ts acdodress), of

o any host attached oo the LG (F he knows the host s acodress)

LUGOMN 0 /TG
Test: Acces
Utdlity: Deception
Action: Comples

SYSTEIIM

Dnce he has logeed on to an LTS, a decker can log on £0 ifs
£ :."|I||||:.-_ RTG by performing a Logon to RTL operation, He
FTILESE e Icar i1 this Ofacrallon 1 e sarants to connect 1o a ditferent
LT on the same BTG, or o a different RTG altogecher

lo performy the operation, the decker makes an Access Tesi
12 unst the BT 5 Accees |-'.|_’_|I|_-.'- Reamember that local CHANSES
I the LT svstem ratings (see p 26 will not carry over oo the RTG
he gamemaster can assign temporany changes to the K IG matings,
Of course . |Fa decker is accessiy 2 4 2rid s b oas (Lermany s Ll.‘*-:'|'
in mind that the KT can hawve citferent ratings from its dependent
LTS, and use the RT0s Access Hating kor the fest

Femember that an K1 maintains the same security tally iar
4 decker's activities on any LTGs it contrals, as well as the RTC isel

Dnee the decker s an the K1, he can perform a Logon o
LTC to reach any LTG attached to the RTG, or a Logon to RTG
operation to reach any other BTG In the world. The dechker can

50 perform Search BTG and Trace,Tap Call operations

ARG COMCHLL

Test: Files
Uity Commilink
Action: Complex

A cecker on an BTG can make a call to any commoode on
an LTG controlled by that ETG by performing a Make Comcall
operation. But this operation Is not just a way (o beat pavphanes
The decker can make a call, then move to another RTG and make
4 call to a number under its contrad, then link the tao odetne
A decker can move to multiple R1Gs in this manner, Bullding 4
secure contference call., Each call che decker Hnks I-.l_'.ii.'Elll"
requires another opposed Files lest

Dreckers can be llcensed to provicle this sepice On varous
ETCs, This means they el a passcode from the BTG vendor that
authorlzes this operation. In that case, no (esis are needed {o
make the calls ar link themm IH-_'._:"Il'IIH"I This llcense Is° usually
SLrrEhea 168 Oamoranes -.|4-|_ !-:_l:'|'-.

Ireat any trace routines run by the _-.:I_ri|1 AgAIns the call as
I L I'._ The 'EE'I-IH.I:'!.'l |I.1-;_-:_ I‘.'.-_'--' is the Trace Factor tor the call,
Al the rrcks that wark AZAINSE TaCe 1L, such as Redirect Datatrall
operations, can be used (o make the call more secure

The Trace Comcall operation cannot trace this kind of call,
but ancther decker could use the track ufility to try 1o locate the
commecodes involved in the call, (See Tap Comcall, p. 118, for
turther information

In acdition, the decker can detect any taps or tracers on the
commilines by making a Sepsor {Device Rating) Test, He can neu
trallze them with an Evasion (Device Rating) Test.

Deckers often ammange secure calls, or prepare frames Ehat
can Bulld them, as a profitable sideline. The typical charge is | ()
INIFEE L |'|l;,'| caller oer minure

The Make Comcall operation is a monitored operation

MOMTOR SLAVE

Test: Slave
Litilhy: Spoof
Action: Simple

i




SUSTEM &t TRt
OPERRATIONS S g

The Monitor Slave operation is a monitored operation  that Deckers can leave anlv one redirect on a orid. Eor
. A v Ll 1E5 LS, T | i ] i fal .

[l | _-_'\:|:||

enables the decker to read data transmitted by a remore device. He where a decker leaves a redirect, reduce his trace factor by 1
can listen to signals from audio pickups, watch feeds from security This reduction dees o reduce the bandwideh modifier' s effects
CAMEras, examine readouts on a computerized medical scanner on the Systemn Test for further Redirect Datatrall operations. Ses
hooked up o the host. and so on. As long as e maintains the oper Trace IC, p. 45, for maore det

anon, he receives constant updates from the device

NULL OPERATION EIF T'HIEII]

Test: Control Wtillty: Commiink
Utility: Deception Action: Free
Action: Complex Mhe Retrain operation enables a decker (o make his /O

The samemaster may require a decker o perform one or antwidth wider or narrower. For the Arccesy Tegl 15 T
more Null operations whenever the decker 15 waiting for somi Access Rating of the system where the decker { Is activ
thing to happen, whether it is an event on the Matrix, the end of The target nwmber modifiers and ettects on the Trace Factor ars
an ongoing operation, or something else that involves hanging determined by the decker's jackpaint (see Jackpoints, p. 28)
around in cyberspace without making System Tests. The Deckers may perform Retrain operations and allocate more o
gamemaster may also call for a Null operation if a decker Is doing less IO bandwidth at any time, even while loading dats
anvthing that requires actions but pot System Tests, such as h
mialntalming an Edic Slave, The gamemaster may secretly perform SI_:H" ||_:ﬂ"
these operations on behall of the decker, it he so desires. Test: Special

Use the host's base Security Value for its opposed Security Wdlhty: Scanner
[esr if the decker is Inactive on the host for less than 10 seconds, Action: Simple
If the perlod of inacelvity s less than a minute but more than 10 The Scan lcon operation enables a4 decker to gain Infoerma
seconds, apply a + 1 modifier to the Securicy Value. IF the period tion about any decker, frame. or SK he has locats .--I
is less than an hour buf more than a minute, aApply a +£ modih The decker makes a Computer Test asainst the Masklne
er. If the period |5 less than 12 hours but more than | hour. apply Rating of the targeted lcon. If the tara _,.__L| lcon 1s running a
a +4 modifier; apply an additional + 1 modifier for every addi- sleaze utility, subtract the utlliog s |.|||||-.'l'|-1||| the scanning de
tlonal 12 hours. The gamemasier may set an upper limit on the er's scanner utility rating, Reduce the N,_”.l._l, t number b ll. & dil
Inactive period, depenaing on the decker s ability to avoid falling ference, IF the sleaze I"':-"-"-"'-"' has A |,.~.|,.~ r rating than the sca
aslegp in the event of such implausibly long rimes, ner program, Increase the targel number by the difference

Letween the sleaze and scanner ratines

Selena begins a download that will complete in 12 seconds. She
has nothing else she wants to do, so she wails. The gamemastes
requires a Null operation and adds +1 to the host’s Security Value.

On a different run, Selena is waiting for a ground team to get

Foyr each SLIC 5 the dechke AChieves an Nis Loamnuter Ts
he may choose one of the lollowing pleces of information

= MPCP Rat g of the lcon

through a locked door [don' you just hate those manual doors with no * Any Persona Bating of the lcon

computer overrides on the lock?). The gamemaster determines that * Response Increase Rating of the icon

the maglock penetration task will take 7 mimrdes. He also performs a Identifylng an icon requires an Analyze lcon operation
secret Null operation for Selena and applies a +2 modifier to the directed ar the lcon

host's Security Value for the opposed Security Test. The Security Test
yields several successes thal push the security tally past its next trig- C ]
ger step, which triggers a truly unpleasant IC program. The gamemas- J"'IHIJ "ILI"DHU

ter decides lo have the IC show up 3 minutes into the waiting period. Test: None

Litility: MNone
Action: Simple

The Swap Memory operation enables a decker (o load a new

IF che Sescurity Test raises the diecker’s security tatly and trig

gers a response from the hast, the gamemaster should activate
the response as he sees fit, perhaps after a percentage interval of utity program into his deck s active memaory and then uplaacd it

r - e ] |Il 5
the decker's period of Inactivity. to his online icon

Loading the utility to active memory is a Simple Action—th«

REDIRECT DATATRAIL decker simply tells the deck to do It, IF his deck does not have

Test: Control -:"I'll':-lll.{h ACTE MIEmMory oF ree Icon andwicdth o hold the new
uti“'ﬁ': |:_|'I-"!|:| :'Ir{llh"llulll-l_ (hl = MUusC Nrst seEna a I‘ e Action to unloao a I'. [ |.-\,'I|_|:"
Action: Complex from his deck s active memaory. No tests are required for these

Deckers may perform Redirect Datatrail operations on any sericl actions, (New-genemation cyberdecks have virtually unlimited

reduce the target number for the opposing Security Test by the bus speeds between storage and active memaory, so the Load

decker 5 frace modifer (see jackpolnts, p. 28 in Grids and Hosts) speed Rating from the original SR Matrix rules does not apply

I
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memory, it automacically starcs

Onoe the wtllity Is in actiws
iploading to the lcon, See Ongolng Operations, p, 110, For
detalls on (ust whoen the utibity will e avallable 1o the [FErsona
O UCE A0 OrF Lompresseo uiiieties must e l'l'l-:ll'|||':-l""-.*-.-:'|l

fcarg: Thesy Can Be used, wihich reculres 4 Complex saction

[HP LOMCALL

Test: Special
Ltility: Commilink
Action: Comples

The ||= Commcall operation &nables deckers o locate
acrive commoodes on an LT, rrace and [ COmimmi alls. Deckers
ise the commlink utility for all the tests required during this

shltored operation

o locare active commcodes on an LTG, a decker must be
wctive on an RTG that controls the LIG. The decker makes an
Index Test to determine if any commicodes on the LTL are send
11 W e =i acall If the decker Ands a comimi I"-I:'i-._ in Lse |'|-:
can make a Control Test to frace the call o ils arigin or destina
tion. IF multiple participants are making a conference call from
thie commoode, each success on the test reveals the commcode
W onve participant

It thie call was sl up by ancither clecker Ij--;l“:,; the |""I1|I|;'.!-

Comcall operation, then the Contral Test locates the decker con

trolling the call, The decker tiying (o frace the call must move (o

the calling decker's RTG and use a rrack utlliny against him, The
Erac ™ Lt -I-:' loseatees all I||-|' CHBEr COmImoootes | rvoleEo i ||H' Call
If the decker wangs (o tap the call and record i In his deck’s
storage memony of offline storage, he must make a Fles Test
ach minute of recording occupies 1 Mp of storage
IF the camm connecion s scrambied, the ded ker must
decrypt I by making an unopposed Computer Test _|'_:J_._lir'|~.| the
rating of the Data Encryption Svstem on the comm line, The
decrypt utllity reduces the target number. The number of phones
vl e ition devices involved in the call have ng efbect on the
decker s target number. |IF the frst decryprion test fails, the declk-
er can try again; apply a +£ modifier fo the fareet number for
1 additional test. Mone of the tests against scrambling affect
e decker s security rally on the BTG
any of the phones involved In the call is equipped with a
dataline scanner, the decker may set that off even if he doesn'
trigeer an alert on the BTG, Dataline scanners (p, 243, SR have
A raging from 1 o [0 Once the decker establishes his tap, the
decker must make a Computer Test agains! the scannér s rating
lthe commilink utility recuces this LA e purmibeer, 1T the olec ke
ichieves a single success, be has synchronized the tiny Auctua
tians in sianal infearicy caused by his tap and fooled the scanner
If multiple dataline scanners are in use on the call, use the high
et rating among them for the test. In this case the declker needs
suceesy for each seanner involved, or some of the devices
derect the tap (presumalily che 10re expensive ones), Whether

s sl succeeds o Rillgs the result does ot attect the decke

" T
U, _|||'.I_'||||||||-|'|I_

§-
=

Lhnce a decker has Z.'.:"l[:-u'-.l and unscrambled a call he can
listen 0 and record, as he wishes, when the call terminates, he
can stay locked on (o any of the commoodes, either the origina
one that he was after or any that he traced, He can then artempe
oo momtaor any subseguent calls placed Troam the commeooe. |
the gecker 15 monitonng a code that he has already (apped, he
does nof need w make Index Tests to delermine when |
pecomes aclive agaln. Re does nesd 1o make new [ests 1o (face
or fap the new calls and defeat any dataline scanners or encryp

tion on the calls,

UPLOAD DATA

Test: files
Ltilhty: Read/\Write
Action: S5imple

The Upload Data operation 1s an ongoing operation that
enables a decker to transmit data from his ovberdeck o the
Matrix, This data comes directly from the deck s storage memo
iy and does not altect active memory, (For large uploacds, see
Bandwidth, p. 90, for the rules governing upload times)

IF the decker is creating a new file on the host, the fle is writ
ten automatically, If the decker intends to modify an existing file
on the host—adding false records (0 a database, for example
the decker must perform an Eclit File operaton after the upload
I finlshed.

Mote that the Lpload Data operation s not used o upload

utilities. The Swap Memory operation handles that lunction

UALIDATE PASSCODE

Test: Lontrol
Litility: Valldate
Action: Complex

Ihe Validate Passcode operation enabdes a decker to plant a
fake passcode on a host. (Actually, "fake” is a misnomer, because
such passcodes are pertectly legitimate), Once logaed on to a sys
term, the decker can start doing any of his usual operations, For
exarmple, the decker can open accounts on mainframes where he
is stealing programming time, swiping resources from the comps
while he busily perfects the ools e will use against them

The decker makes a Control Test to validate his passcode
Apply a + 2 modifier to the target number to valldate a superuser
passcode and a +6 modifier o validate a supervisor passcoce
(e Passcodes, p. 35, for further Informaticn)

ARter the decker makes the test, the gamemaster rolls |DG
and multiplies the result by the number of successes from the
test. The result |s the number of days the passcode remalns
cHtectivie, unless the daecker does s -I|Il'|||-l':I|.'I o Compromise I
hirst. Any time the decker uses the passcode on a run that falses
4 host to active alert status, the Ras :|.I:.1_*-\. the |'-.I.*-\."-:-|-||' as e

gal, Lince it recognizes a passcode as [llegal, the host deletes it

li
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~ CVBERCOMBAT

v =p = = IF¥ =

There's nothing like a netfight. Everything is true. Nothing is forbidden.

eHassan the fissassin, decher

Deckers, IC, 5Ks (see Artificlal Intelligences, p. 140), and frames can engage n
cybercombat. lcons representing system resources and applications cannot attack or

be attacked this way. Deckers may use system operations (o engage these icons

19
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CYBERCOMBAT SEQUENCE

_ylaEr

15 stanclargd SR con

letermine

pmbat in Macrix LA ollows much the same sequence

Bat, First, thi rharacters and icons

GOSN e
pposing

At ves, then declare and resolve chelr actions.

I i | 1
» 11 R ] iTelg! [
Al I, R 1 e =errey = | .

wiatrl= are 3

CETAL ||I|||'\-

standarcd Shadowrun (

||I|-||','|I| Y EECONOS |5 i

ncllessiy long time in actud compute e the d-second turn
IR I = BATTE 1ASIEIS | F1EE = 1 I i+i= R i - i -
r Rl T | 11 i F AT & cl= iy SYTHENTENEL vIALMNx aChlans

And hyslcal actlons elsewyere iy rlhe AT I Resalve 3 1y syl

Anenus actions in a Combar Phase 0 the ollowine order: astral

1 * - .
ACtians, Matrix dactione inicl l!:-..---.l- U actions, WiEth the folloswine

i
Tal=lald

IFa decker declares a Delayed Actlon (. 80, SRID to wait For

Lf .||||-"|||||':. Frs 1 e in rhe |.|'|-I-'\-,:| ETRET ] .l_ rescslve fils action
Uone with any physical actions of the Combat Mase, For exam

N has an action available on Combat Phase 10 of a turn

elavs RIS ACTION WAlling oar fNls meat € |,_|||i-.-..I|J-'-'. ) -ll-ll'l 13 A

securiny door, An 1T program jumps john durine Combat Fhase

H. The |C proeram resolves s action along with other Matrix

ACtions dunng Combal Phase 5. lohn must walt to rescolve his

i | G ll!l:\." with the |:|I'..l'-\.|| Al actlons ot the I:-||.|'\-..' S0 ||'|.I.|. |'|.-|||'

ibout delaving, netheads—combat usually soes to the swiftest
. :

§ ] | L ] 0 L 3 1= -
AL R WO AfE LA F T LA L lI':.I.\,lI 'Ill'-"ll'r I VTRCE O

tfardscreen with the meatworld resalve thelr actions along with

hee phwsical actions of a Combar Phase as wel CEven if they have

wwailable hetore that rime: This [remally clows not -l|3'|"!".-' o

coarimunlcations via hitcher electracles, with somedn: “along for
sUBJECTIVE TIME
I-’|--'| e mine] elar characters « xpefence time sublectively tn

the viatnx, The apparent time spent In moving through the

Matrl= efvironment may be much longer than the actual game

CITTYE s Lo [FETGrm ACtons. For ex |I|||'-|l' 1 decker who makes
1 single Index Test as [T O A SYshem operation may :'-l:'l'll_". e
wrall .Il'-'.'. 11 =1 I

e test a5 4a '..'..'l'ln._i|

ne Pealbway lined with books
&[]

nedrs searc 154

! - "
CIOs Wien N« incds the ico e WiANs ITlely lees|l as i he

SNt 2vEeial minures ol 8ven kar the 1term

Shen actually only a ew seconcs ol

INITIATIVE

5T [ |.'.-_'_-'.||||_| I-\.'.'.|;

dard SR 1 SRl

UECKER INTIATIVE

Lol T

LTI l'|.||'I 1

tion attribute radl o Initiative per scan

les {p, 79

Inifiarive af a decker s based on the Reaction attribute of the

cecker & persona. F s Beaction has o enhancements, the oecker

=
alis | LY angd adds the result 1o his Beaction o determmilne Toldative

e Al alyl

Cyberdecks

SIS W regase ITELT ™ rumnning

5 D LA all Bowost a cecker' s !i|||i_|'i'._.'r' ol

for additiona! information on chese [ferms)

p. 81

Wired reflexes Mmagi al augmentation, vehicle-contral rligs

ind other enhancements that increase the RBeaction attribobe of a

l\.il""l\.'Hl\.'_I A I"'\-I"I'._"\--i-. Al i,'ll 'l\.l'-\." oo ol arfect Initiatsnye i the ||l|,-'|.||||'\'-

Imtsative and the Physical orld

I a decker |

15 engaged In direct Communicatcsn with thi
Pt

physical world via voice datascresr. and so
| D6 of

[HEral

IntHative until he drops the communications Hndk

v does not .I|’l:||-..- 0 communicarions with a meathead vl

hitcher electrodes does i

G ITIHTIVE

When calculating the Initlative
[atlzle

rafing of the lowest-rated IC program in the construct. For 1C pro

(Rl ipply o users with tortoises

afan I pr WIFAT, use Che o

miulas supplied In the [C Initiative

grams arranged

for each program.
If the Security Code of the hosi changes dundng the course of .

fight. the Initiative of IC programs on the host changes accordingly

{CINTIATIVE TABLE

Initiative

Mo + 10 Rating

Host Security Code
Bline
Laresen LD + 1L Rating
Lrange

Fecl

| r f. - -
I Ratine

4% + 10 Rating

L P L

This

For L construces, use the

A party cluster, deterrmine Inltiative separanely

OTHER PROGRAMS

Smart frames, S5K's and other aufonomous expert sys

have Eeaction attribures equal to their Core Ratings (see Frames,

p. 104 and Artificial Imtelligences, p. 138, for details), Roll 1D6

tor lmitiative [r such systems unless they have [ES[ronse

enfancements
wYWhen

assume they have Beaction atfributes equal to their ratings and

determining  Initiative for any other programs,

roll 106 for Initative. For programs without ratings, use a fat

value of & as a Beaction bute for the calculation

ACTIONS

A icon may take one Fres

Action

Actions or one T slex Action CAUrine d Combat Phase

ncl etther Pwo Simpee
Besicles the actions listed here, deckers may peErform sys
term operations, These are listed in System Operations, p, 111,
K5

rrmm SEECINC ACHONS 13O ExXeCuie Gl 3 l'li'-l'l.'nll- U]

FREE ACTIONS

Free

and the System Operations Table. p Deckers must per

S CINS Are I'.|III=_I-I" AlIMOSE  AUTomatid aciions  thal

reciLire narcly anmnsy erfore to Complete

U D
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CYBERCOMBA T S

Delay Aetion

Deckers may delay actions per standard SRI rules [see pp

COMPLER ACTIONS

Performing a Complex Actlon requires Intense concentra

i a g0-81. SRII), See Cybercombat Sequence, p. 120. for rules on tian on only that rask
resolving delayed actions.
Change Dech Mode
Spﬂdli-ﬂ WWord Changing mode (see Deck Modes, p 74 in Deckers) is a
he Standard SRII rules apply for verbal communications (see p Complex Action
S 81, SRII). Direct communications with characters in the physical
i world affect the decker's Initiative as noted In Cybercombat "[I"E'E[ImHHT Hl_:”ﬂ"q
pae Sequence. Far non-combat actions, deckers need not roll for Initiative
Dieckers may also “buffer” messages, When bulterng a mes nstead . divide the decker's Reactlon attribute by 10 (round 1 P the
sage, the decker may write a message up o | 00 words long and result]. The result is the number of actlons the decker may perform
give It to any character linked 1o the decker with hitcher elec- during each 3-second game turn. Add | action for every Initiativ
E trodes, radiolink, datascreen, or other device. The se oncd char- die the decker receives in combat beyond the standard 1DG
he acter may also operate an icon the gecker can — 5ee The second During each avallalle action the e Ker can periorm one
3 character recelves the buffered message at the end of the Free Action, and either one Complex Action or fwo SImpi
i Combat Turn Actions, The decker can perform another Free Action In place o

Termmate Download / Upload

either or both of the Simple Actions

For example, a decker with & actions per turn could permarnm

;I:"' A decker can suspend o terminate a data transmission <t a Lovon o Host operation la Complex Action) and a Relrain
any' time operation on his IO bandwidih {a Free Action)] on his Orst achon
phase. On the next action e could perform an Analyze Host
”I'Ilﬂdlj lll"ﬂﬂl'ﬂlﬂ aperation (a Complex Actlon)
he decker can remove a program from his deck's active Reactlve IC programs that perform tasks al the ngl ol
memory at any time. Removing a program releases acthve mem Combat Turn act after all deckers have performed their allotted
ory and icon bandwidth for a Swap emory operation. actions for a turn
Insuppress |G
A decker can release IC from suppression and restore the I"lTIHTl“ﬁ E[“"H“]
- points being used to suppress the IC to his Detection Factor at
any time. If the suppression was Keeping crashed 1C from A decker may Initiate combat with any 1Con that 15 visible
increasing the decker's security tally. the tally Increases immeddi or any icon he has located, Any icon thal ara s a decher auro
ik ately, If the suppression was suspending the IC's actions, |t matlcallv becomes visible, unless it successfully performs a com
™ hecomes active iImmediately. (See Suppressing IC. p 40 In bat maneuver to conceal lself (see Combat Maneuvers
an Intrusion Countermeasures, for further information. | Deckers may locate reactive IC programs by performing the
§ ¥ Appropriaty Analyze operailons arnd they may locate ather deck
SlmpLE HL]'[]"S ers by |;|.||.:|| ming Lacare Decker (&1 erations  |[see Svsiem
3 A Simple Action requires a bit more concentration to per- Operations. p. 1 14}, In addition, other deckers may imake them
- form than a Free Action, and may be slightly more complex selves vislble to a decker by communicating with him, attacking
% him, or deliberately revealing themselves In some oiner way
|-|Hd|:|1 Once a decker Is “visible™ or located, he remains so urless hi
A decker may attack an lcon with any offensive utiity makes a successful combat maneuver to evade detection
lmaded In his deck. IC programs and other 1ConNs midy dtidl I Proactive IC programs may Inltiate combat with anv decker
according to their programming whaose securicy tally triggers the [C, The IC program can continue
to artack untll the cdecker .-:3_|:-I= aff the system or evades cletection
" [ombat Maneuvers with a combat maneuver
Deckers and icons may engage in any listed combatl maneu
4 vers as a Simple Action (see Combat Maneuvers, (3. 121)
| COMBAT MANEUVERS
i Improwise Attack
Deckers can use Simple Actions to create attack programs Deckers, proactive IC, smart frames, and anv other self
‘on the fiy" (see Improvised Attacks. p. 1£3) directed icons can perform combat maneuvers 1o avold celed
tion, parry attacks, o gain 4 posifion (o make more AcCuran
il

attachks. All combatl maneuvers Are Simple Actions

o
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Each combat maneuver requires an apposed test bebween
the icon performing the maneuver and the lcon opposing the
maneuver. The maneuvering icon makes an Evasion Test. If the
maneuvering lcon 1s an 1C program, the gamemaster makes a
securlty Test for the program, using the host's Security Value,
INon-IL programs that lack Evaslon attributes cannot perform
combat maneuvers. |

The apposing lcon makes a Sensor Test. IF the maneuvering
lcon s an IC program, the gamemaster makes a Security Test for
the |con using the host's Security Value, (Non-IC programs that
lack Sensoar attributes cannot oppose maneuvers actively
However, it the maneuvering lcon achleves no successes on s
test, the manewwer still fails.)

IF the maneuvering icon achieves more successes, note the
net successes—the number of successes that exceed the oppas
ing test successes. [he net successes determine how successful
Iy the lcon maneuvered. If the opposing icon achleved an equal
or greater number of successes, the combat maneuver falls,

IF the maneuvering lcon has a cloak utility, reduce that icon's
target number by the Utllity Raring. If the opposing icon has a
lock-on utility, reduce its target number by the Ltility Rating.

EUADE DETECTION

An lcon may perform an evade-detection maneuver o
evade an opposing icon that has detecred |t.

A decker must use the Analyze lcon operation to re-detect
an L program that has evaded him with the maneuver, To re-
detect personas, frames, or SKs that have evaded him. a decker
must use a Locate Decker operation

IC programs re-detect evading icons in a number of Com bat
lurns equal to the net successes of the icon's Evasion Test. This
time is shortened by | turn for each point added to the lcon's
security tally during the perod, The IC program shows up at the
end of the last turn of the evaslon perled, ready for the Inftiative
step in the next Combat Turn

Deckers may use evade-detection maneuvers to evade trace
IC programs during the programs' hunting cycles. These pro
grams cannot e evaded during thelr location cycles. Other
forms of reactive IC cannot be evaded at all

Cybersushi is on an Orange-8 host when he comes under attack from
a killer IC program. He needs a breather to upload a more powerful
attack program, so he attempts an Evade IC operation.

First, Sushi makes his Evasion Test against the host's Secarity Value.
He has an Evasion attribute of 6, so he rolis 606. He also has a Cloak-4
utility, so the target number for the test is 4 (host Security Value — Cloak
Rating). Sushi achieves 3 successes. Meanwhile, the gamemaster
makes a Securily Test for the host against Sushi’s Evasion Rating. He
rolls BDG against a Target Number 6 and achieves 1 success.

That makes Sushl the winner af the test with 2 net successes. As a
resull, he evades the killer IG program far 2 Combat Turns.

However, the host spots Cybersushi during the next turn as the deck-
er runs a Swap Memary operation. His security tally rises 2 points,
which wipes out his evasion perlod—the killer IC program re-detects
him at the end of the turn.

PARRY ATTACH

[he [PAlTy AlACk maneuver enables the ITANEUETINS 1Com T3
enhance [ts defenses In ovbercombar. If the maneuvering icon
wins the |:-|:“|;'_|-::|!:-E'|i| MEslt, Increase ‘.._4.!I|._1:13'1 numbers or attac lis
against the lcon by lts net successes on the (est

Ihe bonus lasts untll the next attack by the opposing icon. If
the ':'I[E-rlili'\-il'l_l-j_ lcon performs - a position-attack maneuver, the
M NeuVenmeg 1|Con retalns the Pary Bbonus, IFeither icon [1:'|r'|;'|'||'|w-..

AN evade-cetection maneuver, the bonus is lost

PUSHTION ATTACK

The position-attack maneuver enables an lcon to position
ltsell tor an attack on an opponent, This s a dangerous maneu
ver that may backfire on an icon. If the maneuvering lcon wins
the opposed test, the lcon may recduce the farget number for its
next arcack |H,-' 115 net successes of Increase (he Power of ts attack
|.'I'-,." the el suceesses, [F the |'_l[_'||||':-.|||:._'l: IEon wWiins e ':'F'I:-":'-:"I'"I test,
that icon recelves the bonus

The bonus lasts only until the next attack

e
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Cybersushi has an Evasion attribute of 6 and is running a Cloak-2
utility when he runs into a corp decker with a Sensor attribute of 5 and
a Lock-0n-3 utility. Sushi tries a position-attack maneuver to get the
jump on his opponent. He makes an Evasion Test against a Targel
Mumber 3 (oppasing icon's Sensor Rating - Sushi's Cloak Rating). His
opponent makes a Sensor Test against a Target Number 3 (Sushi's
Evasion Rating - opposing icon's Lock-Dn Rating). Sushi achieves 4
successes on his test, but his opponent achieves 5. As a result, the
corp decker may decrease the target number of his next attack against
Sushi by 1 or increase the Power of his attack by 1.

Sushl uses his remaining Simple Action in the phase to perform a
parry-attack maneuver. The tests are the same, but this time Sushi
wins, with a net success of 1. That increases the target number of the
corp decker’s attack by 1. The corp decker decides to accept the
increased target number and applies his position-attack bonus to the
Power of his attack.

RESOLVING ATTACKS

All cybercombat attacks are Simple Actions. To make an
attack, the attacker makes a test with his offensive utllity pro
gram. {Hacking Mool dice may be used to augment the program.)
The target number for the test depends on two factors: the tar
get lcon's status—Legitimate or fnrruding—and the Securlty
Code of the host where the attack occurs. Any decker icon or IC
program that has logged onto a system with a valid passcode s
considered  Legitimare. All other icons are Intruding. The
Cybercombat Target Numbers Table provides target numbers for
icons based on these factorns

Apply any appropriate target-number rricddiflers from wtility

ppicns. maneuvers, -:I.;un-%:.:;_i'_ andl s Gn

CYBERCOMBAT TARGET NUMBERS TRBLE *

Host Icon Hatus
Security Code Intruding Legitimate
Blue 0 3
Careen 5 il
Orange 4 5
Rl 4 0

An Intruding decker may attempt to alter his own farget
number in the middle af a run by performing a Validate Passcods
operation to create a temporary Legitimate persona for himsell
This s an ad hoc combat trick—It does not stop IC programs anc
pther programs from attacking or affect Systermn lests, but It can
make the decker harder to hit. The host detects and deletes the
faked passcode as soon as the decker logs off

Of course, a decker may log on using a Legltimate passcocle
Or a I:ll"-"l-l'\-lj'\-\.l',‘-' [:i,,'.ull_"-;l faked one, In _|.J;l'|||"l.-1|, IF thiee clesc ler uses
that passcode to get Legitimate status during a fght with the
host's own security programs, the host devalldates the passcode

when the decker jacks out or logs off. He has blown his cover, so

to speak. However, he can use the passcode in combal against

Intruding deckers without blowing Ris cover

Record the number of successes scored on the Artack Test
becavse they determine the effects of the attack. The various
types of offensive utilities have different eMfects on thelr [argets
Some reduce specific ratings of the targeted icon, while others
inflice damage on a decker's physical body. Any special effects
and opposed tests made by the targeted icon are noted in the
offensive utility descriptions (see Offensive Utiiities, 98, In
Programs). For offensive utllitdes that do not inflict special dam
age, see lcon Damage, Delow

MPROVISED ATTACHS

Under Martrix 2.0 rules, a decher can write an attack pro
gram “on the fly" as a Simple Action Such improvised attack
programs may be used for single attacks only—as one-shot utll
itles, In other words

The decker sets the attack program's MPower by allocating
points from his Evasion and/or Bod ratings. Any combination of
points is allowed, However, the Mower may not excesd the
MPCP Rating of the character s cyberdeck

[he decker's Evasion and/or Bod ratings remain reduced by
the number of points allocated 1o the attack program until he uses
the attack program, IF he fails to complete the attack program Su
cessfully. the ratings remain reduced until his next action

To finlsh creating the attack program, the decker makes a
Computer Test against a target number equal 1o the program s
Power. On | success, the program has a Damage Level of Light;
on 2 successes. Moderate; on 3 succedses, Serlous; 4 or more

successes gives the program a Damage Level of Deadly

|CON DAMAGE

Mary offensive utility and 1IC programs, such as the hog and
reveal utilitles and the polson and acid G programs. Intlict spe
cialized forms of damage. Rules for resolving and resisting these
effects are provided In the entries for those programs (See
Programs, p, 94, and Intrusion Countermeasures, p. 38)

Oher programs, such as attack and killer IC programs, Inflict
damage per standard Shadowrun rules. Each of these programs
has a Damage Code, which conslsts of a numerl Power and a
Damage Level: Light, Moderate, Serlous, or Deadly. The Power
for such programs s equal to thelr ratings,

The Damage Level for such IC programs Is determined by

the host's Security Code, as shown on the IC Damage Table

IC DRMAGE TABLE

Host Security Code

IC Damage Level

Blue Moderate
Ll eenn Mlochirate
'L.-:'i-ﬂ":ﬂi_" Serlous

Red Serlous

UHS [




For every 2 sudcesses on the attacker's Artack Test, stage up
by | level the Damage Level of the attack.

The lcon that has been hit rolls a Damage Resistance Test
using its Bod Rating against a target number equal to the Power
of the damage. For IC programs that take damage, make a
Damage Resistance Test using the host's Security Value, The
armor utllity reduces the Power for the test, For every 2 success
es on the test. stage down the Damage Level by | level

Cassie is attacked by a Killer-6 program on an Orange host, 5o she
faces 65 damage. To make matters worse, the IC achieves 3 suc-
cesses on its Attack Test, so the damage stages up to 60,

Cassie is running an Armor-d4 ulility, which reduces the Power of
the attack to 2. Cassie makes a Bod (2) Test and achieves 4 success-
gs. That stages the damage her persona takes down to Moderate.

CONDITION MONITORS

All lcons use a Condition Monltor. Each Condition Monitor
has 10 boxes, which are filled In as the lcon takes damage per
the Condition Monitor Table, Once all 10 boxes are flled, the
icon crashes. If the icon is a persona, the persona's decker s
dumped from the Matrix. The decker is vulnerable to dump
shock [see Dump Shock, below) and possibly other effects
(when black IC kills an lcon, it does not disconnect the decker—

it just males it easier to fry hils brain)

CONDITION MOMITOR TABLE

Damage Level Fill in:
Lighi | b
Moderate i boxes
Serious 3 boxes

Dheac |y G boxes

SIMSENSE QUERLOAD

Whenever a decker’'s icon takes damage from white or gray
IL. the decker's physical body may suffer 5tun damage through
a resomance effect over the ASIST interface. This can only occur
on hot decks. Cool decks and tortoises are immune to this effect
lo determine whether the decker takes simsense overoad
damage, he makes a Willpower Test against a target number

based on the damage taken by his icon. These target numbers

ge
are provided in the Overload Damage Target Mumbers table. If
ther decker 15 running hot with a DNl-anly interface, increase the
target number by £, If the deck has an ICCM. recuce the target
number by 2. Any icon that rakes Deadly damage crashes auto-
rmatically and exposes the decker (o dump shoclk,

If the Willpower Test fails, the decker suffers a Light Stun
wound and fills in 1 box on his Mental Condition Manitor,

Simsense overload damage is not an issue when dealing
with black [C

sicle effect!

Any damage the decker suffers in that case is no

oY
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OUERLORD DAMAGE TARGET NUMBERS

lcon Damage Level

Target Number

Lisht 2
Poscderate 4
Serious 5

QUMP SHOCK

When a decker Is crashed off the Matrix or jacks out without
performing a Graceful Logoff operation, he risks Stun damage
rom dump shock. The MPower of the damage equals the host's
Security Value. This measures the shock of the sudden transiton
from virtual to physical reality. The Damage Level is determined
by the host's Security Code, as shown on the Dump Shock
Darmase Levels table

IF the decker was unning a cool deck when dumped, reduce
the damage Power by 2 and lower the Damage Level by | level
If the deck was equipped with an ICCM, reduce the Damage
Code in the same manner, These reductions are cumulative, so a
cool deck equipped with an ICCM provides a 4-point reduction
to the Power and lowwers the Damage Level by 2 levels

Tortolse users are Immune oo dump shocl,
|

OUMP SHOCK DAMAGE LEVELS

Host Securlty Code Damage Level
Blue Light
Lreen MModerate
Crrange Serious
Red Leadly
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 HACKER HOUSE

1
1l

W,

e<lITERRUPT DETECTED: access=attempt=identified
==VERIFY joe-sent-rma
<<INDEXING >
<<VERIFIED APPROVING ACCESS>
==LOAD HackMeaster-Sales-Prograrr
LOADING>>

e [FLMMIN{EG

=(Hol, chummer Glod vou found our lotec Ehwiork aclciess
Whera'd vou come across it Ol @ is

-> None of yer fraggin' bizniss, pulsehead.

-tAlways glod to meel a customer who understands the Wiy

things work, >>UPDATE us er-record-increment-trustworthingss-
I test+] | <<UPDATE COMPLETE>=> What can | show vou tod Iy e
-> How's this thing work, anyway?
==UPDATE_user-record-MEW=TRUE (B5%+)

<<UPDATED | RUNNING BROCHURESS

&3
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e re Hacker |‘|-.II1*-\.-;'-—II:‘I on the Matrix 24 by 7 to Gl vour

cdecking needs. Our staff of hack-fanatics networks all over the
world keep our selectlon of code, components, and laglcs hot
|'“.'I||I|I|._:';|‘. o melt any IC vou're |Ikely to come across, We've 2Ot
same of the best deckmelsters, coders, and fixers In the Bz on
refainer o et you wial you want, when you want it And our
security covers dall deliverdes, no matter how hot, and ensures
that you get what you pay for—no more plcking up fAy-by-night
tech in back alleys crawling with chipheads who'll slice and dice
you for your shoes. We guarantee overnight delivery on any
order recelved before focal midnlshe, at only 15 nuyen for ship
ping within the UCAS. Rates for forelgn courier delivery by

ol Tl IV TTIENL, §

Mo downloads?

{Hey, we'd like to net you, but with clients |lke ours—some
of the hottest deckers in the Trix—rthe overhead on security
would eat our margins. But If you see what you llke in our soft-
ware librartes, we can DL vou a ane-shot, self erasing. demo
copy lor 5 percent of list, right here and now In almost every
instance. That cames aff wour bill iF wou actually buy the [Pro-
duction program

Any time you see what vou want, just slide me the order
info and delivery procedure on your sideband 1/0. We can take
registered or certified credsticks, blind escrow credit accounts
of numbered account transfer authorzations, Mo CODs

As an added service, we can put you in touch with our In
NOUSE Drogramimers who can customize ANy program in the cal
aleg to your personal specs and style. You probably have a line
ta coders of your own, but our people know the merchandise
Inslcle and out and can patch the code to meel your require
merits ke nobody s business. )

=Whattya got for decks, persona drek, like?

{What you need s what we got, friend. }-

==0PEN
PEM
DHSTPLAYING

PERSONA SOFTWARE AND FIRMWARE
MPCPS

Central Casting, the fashionable line
of MPCTP M, Snazz, Litd.,,

offers MPC™s in two of this season's hottest

persona-& -deck-database

A ltlll-h'll'l'.w Irom

metaphors

Musketeer

franslates program lcons Into the
lace of a scented kerchief, the glittering steel
of & sword. the flow of glorious Burgundy, all
the

drawn rom

D' Artagnan. Your icon cuts a dash in the tech

No- sameness of the Watrix

swashbuckling world of

12
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T Rex

tor deckers who want to feel code wriggling In thelr mighty
talons and tear IC apart with their saber-like teeth, what could be

hotter than tromping the datalines In the gulse of &

Tyrannosaurus Rex? The king of the oldest world becomes your

face in the newest. We offer the Godzilla option at the same

price, with a Z-percent surcharge for the metal-clawed and

L'-.-'.:ZII.'II-:IIII.'IZ‘l WAt

MPCP PRICES TABLE

(1n nuyen)

Rating Size Software Price Firmware Price
I B BOO Q60
2 32 3,200 3,840
3 12 7,200 B.640
4q 128 25,600 2B 160
5 200 40,000 44,000
(g 2BR 54 GO 53 360
7 302 196,000 203,840
b 512 256 D00 256G, 240
L 48 3.24.000 336,960
L0 00 SO0 OO0 2 1E,000
I 1 LaB s OO QR7. 360
| 2 1,152 |, 152,000 1,175,040

PERSONAWARE PROGRAMS

Menu Madness offers a line of basic, dependable persana
WA re for the decker, Whethed r_~u[|i.'t|||&: the beginner or the vei
eran, Menu Madness makes the Matrix vours, Benchmarked
under mainframe parameters up to Level 10 Freprogramnmed
firmware for an additional materals charge of 20 nuyen times
program size. Ten-percent discount on package purchases of all

four BEMS programs

PERSONAWARE PRICES TABLE

(1n nuyen)

Bod or Evasion Masking or Sensor

Rating Slze Price Slze  Price

I 3 300 Z 200

2 12 1,200 8 800

3 27 2.700 18 | 800
4 48 9.600 37 5,400
5 i | 5. 00 50 [ Lh D00
& 0= LG T2 |4, 400
7 P4/ 73500 Oh ik LMD
8 192 96,000 128 64,000
9 243 121.500 162 81,000
o 300 300 (00 200 200,000

Lt




HACHER HOUSE

.= Not too shabby. I'm lookin® for proggles to beel my system

ops, though.

ty (Mull sweat. What you need is what we got, fnend.)
2
I OPFEN_ Litilities-Database
o OPEN
W <DISPLAYING=>
1l
UTILITIES
(You're a busy guy, so we'll skim the caeam from our virtual
cdream for you, Pretty much every program you Ve evel heard of,
FUI_;I__,, PERSDMA SUITES and a few you may not have run into yet, is online here in our
These package deals deliver a full set of MPCP and persona catalog system. I'm just gonna run the plck of the litter by you.)
software. Everything is ready-to-load object code, like every
thing we sell, with a free source-code file included to let you
upErace and malntain It as needed
SR - i
Herakles
Herakles is a combat-ready persona sulte that takes a
whacking and keeps on |acking. Bullt for bartle by CHlymplan
Opticode, 1t fallows a4 " Hollywiood I|'|'..-":|'|l"-||"-:.:'l' metaphor o
I_'u_l|':'.1l||'|-,1_ S| e gorgeous maidens. monsters |::I|-.l' thie oyclaps OPERATIONMJ LHILITIES
and hydra, and thunderous bolts from angry gods. The oplional
reallity filter imposes the Olymplan metaphor on your whole run, m'la]_YZE' P]__(_)(gl'a]'“ﬁ
™ Dr. Snoop has exclusively licensed Hacker House to market
MPCP-B/E/8/4/4 MPeepers. The Doc Is one of the top coders In the Toon Platoon, 4
Memory: S12192/192/32732 bunch of netheads who go for the absurd In their iconography
Price: a0 Ouliihy Peepers makes your lcon's eyes bug oul way big, llke an ' fa
- Firmware: +1 7, 28B0% stvle cartoon character, Once out, they sees all, knows all, tells
- w Reality Filter all. Avallable n all ratings up ta 10
>l Memary: BOO/192/192/32/32
) Price: 904,320 Peepers
s Firmmware: +2L2,.404% Rating: 1 to 10
Bl Memorny: 3 to 300 Mp
Ja?.-;': UI Price: Varies—[ust ask the HackMaster
The jazz VI sulte by The Master features a classic, rlly."'
chrome techno-image that fits what most people think of as “rthat From M'tanl Kwezi in Kenva comes Cowrle V, The program
cyberspace look.” Full UMS compatibility and easily tuned MPCP appears as a set of rraditional cowrie shells, used for divination
Imaging code lets you customize the lcon any way vou like by the |bo and other tribes. Just cast the shells and they fall In a
within the "glittery-metal-and-glowing-circults” metaphor of the pattern that provides the information you re aiter, Like all Kwezi
basic design, All this plus the standard Hacker House ten-per atilities, Cowrie Vs equipped with an optimization opltion 10 cut
cent personaware-package discount down on memory demands,
MPCP-6/5/4/5/4 Cowrle \V/
Memory: 288/ 75/48/50/3:8 Mp H—"“”f‘-_". 5
LT |'--\.|.:-1P.' Price: B8 T40¥% Memory: 37 |'".-'1.[_'|
Firmware: +8,082% Price; 30,000
~>INTERRUPT DETECTED Browse Programs
INTERROCATE LISER High Priestess, from Atus of Thoth, holds a4 Dook of myster
(See something you llke?}: les In her lap and searches its pages for the secrets you demand
of her. Like all the Trumps Major programs from Atus. High

i1
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Friestess |5 sqgueered, When vou upload the program, it manl
fests as a deck of taror cards, from which you extract the work
NE Program

High Priestess
Rating: ©
Memory: 20 (18 for uploading)
Price; < 20y

Commlink Programs

From the vaults of Mitsuhama comes MoshiMoshi, the
corp’'s own commlink program, Natch, we can't tell you how we
gor I Dut Its elegant code sequences confirm any guess you hadl
rhat MCT only uses the very best, Quletly invisible most of the
time, when activated MoshiMoshi appears as a pocker phone
dripping with options keys and control pads, You simply enter

whatever sneaky grid commancls you have in mind

MoshiMoshi
{Standard Version)
mating: 4

|"'|."'|!]|'I'|-'_'|n,.' | 5
Price: 3. 200%
(Executive Version!
Rating: &
wiemon 36
Price: 7.200%

Crash Programs
Mo corp models of this baby—the nastlest crash fcon our fix-
e&rs have found s HPL's Shoggoth, benchmarked at Level 6

agalnst some of the maost tghtly defended hosts we could crack

HHCHEHR HOUSE

for testbeds, The program oozes from your hands in a river of -
pulsing slime, streaked with veins of vile colar, When |t reaches

the main interrupt table of the CPL, It explodes Info a mass of Py
slirmy tentacles and gaping, fanged mouths—something stralght s
out of a horror-fantasy sim—and tears into the of erating system, P
Shogeoth comes equipped with an expert DINAB oprion thal i
lets you turn it loose and then run lke hell I

shoggoth 3
Rating: & (DINAB; 6]
Size: 432 Mp
Price: 86,400¥%

Deception Programs

Old ways are stlll solld, StarLine s Passport, 55 upgrades o
thelr standard UMS-bBased deception code are classics Decayse ]
they WORK. Passport.55 appears as a silvery sphere that blends
with the access-verification code an the system-access node and
starts matching colors with it until it blends almost entirely Inte 8
the "wall.” You can then pass through the opening It creates for
you—same process you d see as a passcoded, legit user under

UMS iconography

Passport.5%
Rating: | to 10
Size: 2 to 200 Mp

Price: Varies—ask the HackMaster

Read Write Programs

Abbot Software clalms that it created Brother Marcus from code
pirated from the program used on the Vatican Library's in-house sys
term. Whether that bit of status- puff s irue or not, it's an efficient 170
manager. Marcus is a cheerful medieval monlk, armed with quill and
parchment. The parchment displays data lows as they go through
the commlink. When you tell Brather Marcus o edit a file, he whips
right along, overdaying an “lluminated manuscript” on the file that

lets you—but no one else—derect your changes.

Brother Marcus
Rating: 4
Size: 32 Mp
Price: 6.400%

Relocate Programs

Roller Coaster is from Klown Kode. Ltd.. part of thelr popu-
lar “amusement park” motif. It tries o stck the trace IC on a
roller coaster car and If it succeeds, the program keeps whizzing

around the virtual rice until you release Its suppression.

Roller Coaster
Multiplier: 2
System Operations: Special
Rating: ©
Size; 71 Mp
Price: |4.400%

lc8

LhEE




Scanner Programs

DeckWeb, coded by Splderman, spins a web out into the
Marrix and reveals the specs on your target icons as they aet
caught in irs strands. Spiderman (s a top gun when il comes o
punching deck, and his contributions to Hacker Heaven are all on
the heavy side—with optimization applied—wo keep the memo

ry demands reasonable

DeckiWeb
Multiplier; 3
'i-yxlrlrl Liperations; Locate Decker
Rating: B
Size: 96 Mp
Price: 192 000Y%

Validate Programs

Synth. by Music Man, is a popular line of validate icons,
avallable in ratings up to 12, The program appears as a concert
keyboard. loaded with contral pads and synth-voice selectors,
As you play on it it modifies the valldation tables with its music
untl your preferred melodies blend harmoniously with the other

entries—which also display as musical patterns

synth
rultiplier; 4
bystem ODperations: Valldate Masscodle
Rating: | to | £
Size: 4 to 376 Mp
Mrice; HackMaster |l be glad ro lay It out for you

SPECIAL UTILITIES

Sleaze Programs

Without a good sleare program, decking is a career for the sul-
cidal, Ebonfiask |5 Horizon Software’s latest in their Swords
n'Sorcery Imagery series. An elegant cowl, with evepleces made out
of faceted black gemstones. hides your features and blows the secu-
ity systern s iy mind. Avallable, lke all the Hordzon 5'n'S utilities, in

ratings up to G, and optimized to fit those cory decls,

EbonMask
Multiplier: 3
Rating: | to &
Slze: 2 to 54 Mp

et

Price: Ask the HackMaster [optimized-code premiums
apply)

Vanilla MartrixWare is dedicated o praviding for your decle
ing needs without Hashy imaging code that can drag down deck
performance. All their programs are LIMS-standard representa
tions thae blend Into most Matrix environments. Vanilla's sleaze
appears-as bouncing polnts of light that redirect host attention

elsewhere, Available at ratings up o 8.

VMW Sleaze
Multiplier: 3
Rating: | to 8
Size: 3 o0 192 Mp

Price: HackMaster | fill vou in




OFFENSIVE UTILITIES
Attack Programs

Sniper is a basic 6M combat program that manifests as a
sleek and deadly rfle. DoomBroom s its BM big brother

equipped with chaser, penetration, and fargefing options. Wow|

Sniper
Rating: &
Memorny: 108 Mp
Mrice: 21,600

DoomBroom
Hating: B
Memaory: 432 Mp
Price: 216,000%

ly

Al

R
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BugsBugsBugs, an Area-3 attack program with a GM punch,
is an |tchy creation from RugRat thar sends swarms of cybemel
Ic fireflies out 1o sting up o three attackers at once.

BugsBugsBugs
Rating: &
Memory: 243 Mp
Price: 48,600%

Katana 800, Zach Dat's upgraded Attack-8B5 samurai sword
motif program, s pure power, optimized for lean memory
recjuirements. The lai-do 800 includes a squeezre option for a

faster “draw” If you need to upload It during a run.

Eatana B0O
Rating: B
Memory: 128 Mp
Price: 256,000% l

Ial do 800
Rating: B
Memony: |28 Mp (64 Mp o uploads)
Price: 324 000%

Hand O'Doom |5 the signature program of the declker with
the same name. A 10D program with targeting, Stealth-6, opti-
mization, and squeeze, It's a top-of-the-line IC breaker and
Hacker House 15 proud (o offer [ to our customers at such a red-
sonable cost. The program turns your icon’s hands into talons of

ravening energy that rip the target icon out of host memaory,

Hand O Doom
Rating: 10
Memony: D01 Mp (450 Mp for uploads)
Price: 3,610,000%

Polson Programs

Lach Dat combines classic design and lethal efficiency [n s
Viper-¥l. which appears as a long staff In your lcon's hands
Scoring a hit twrns the staff into a hooded cobra that sinks its

fangs into the target,

Viper VI
Rating: ©
Memory: 108 Mp
Price: 21.600%

==INTERRUPT DETECTED
< |MTERRCGATE LISER

tWhich one did you wani )«
-= | like the swords, but hold off on 'em for now. | hadda
lotta decker heat on my tall in my last run, an’ | wanna see
somethin® that'll make 'em back waaay off. Not just lcon
busters, get me?
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= 'What you need Is what we gor, friend. Um ... just opening the that rells yvou how good the folks who wrote it were. [t normal
High Securlty display banks has a camrying charge, though—itoo ly muns 720 Mp, but this model is optimized down to 360, A
many curloskty seelkers want (o see what the black stuff looks value buy at 288,000%
fe. y know, If you could |ust slot us ... thank you very much sir Mow this s kinder, gentler code; Killjoy, Same developers
That comes off your bill if you buy any production program,): same bloleedback sampler code, but see where the ASIST peaks
=>=LOCK VM-space-access are moedulated to stay out of the kil levels? Salld drel. almosi no
LOCKED > > chance of permanent damage to the mear on the recelving end
==SECURITY RED Rating &, same as the other, but the ASIST contrel algorithm s
VERIFICATION RECUIESTED »= much more compact. Optimized, It runs in 180 Mp and goes for
<VERIFICATION RECENVED = | 44 000%, }-
<SECURITY UPGRADED - RED-8 Can | get a demo?
==OPEN_ High -Security -Database »=UPDATE _user-database-BUTTHEAD=TRUE (100%:)
ALERTING CONSOLE OPERATOR UPDATED
VERIFICATION RECEIVED > thm sommy sin, but these aren’t on our approved demo list, We
OPEN don t want any acclidents, now do we?)
DISPLAYING == -=Well, OK, | guess. Look, | gotta go. How's about you send

me a catalog chip. | uploaded the dellvery location.

BlaCk Utl—l-lt-lES fSure 1fl|l'|_'.'-'|_ chummer, Lo l!".II'II!.':I forward to o HNE Dusiness with

JThere s no sales blurb on Black Hammer, sir. Here's a display WL, |

of the operating parameters, benchmarked on a Fuchl-7. See ==UMIATE user-database-BUTTHEAD=TRUE {1 %0%:)
how fast it locks Into the critical biofeedback controls? This came

o us straight from a corporate chopshop that modified the orig- JCUHT _ access

Inal Lone Star code. All the stability of the orlginal, but jacked ACCESS CUT

through a top corp programmer team, This is Hammer-G. | think

-HACKER HEAVEM:Internal Mall-

FROM: SalestOp

TOY: Nebword

Hey Tina, catch the appended logs for an access last night, about 0300 PDT. | think we have another teener wannabe with a schoaol ter
minal and claddy’'s credstick. Could you get in touch with the Shadowland sysops and « hange the addresses on our SANsT They 've obw
ously gotten out to the kiddy boards again, and we'll get more bouncing baby browsers until we move the access. Either that or son
nyboy was Matrix heat In dweeb-drag, in which case it is lImperative that we mowve

Lowre i,

Frescl

EMD Internal Mail-
FILE ATTACHED
{Download File?)

1

R
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It's only fun "til someone gets hurt.

O
=Mother

Found a nice lectuse ver on the universtty BBS5—a populor discussion of Matry lowe by

Hrofassor Imgersoll hal you don't need a Junlcr Lowye: Decoder Ring to tum inlo pidin English
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DATRSPACE JURISDICTIONS

As aforesald. the existence aof the Matrix |"|l:3'|'n'_'l'|-:1-. an hard
ware that exists In a given place. under a glven set of legal
codes, A user legal or lllegal, is considered subject to the laws
al all the enrities _l.ll-:_"r'.-'r'l mental ar l'|"lr!'|q.|l.|I4_'—-1‘:-I'| which he Is
exXeCuring CoOde Ol .II_Il_"‘.“\.II'I:-';_'i'l.II:.:I

This point is crucial and supported by a well-established

body of precedent in civil, criminal. and confract courts

o i the ULAD pubbo grnids, youl Can Qeck around 10 yolr

MO 5 Coman], CRUrmmmErs, WA noiming wWorses 1 WOIN SCHmE !'-.illl
ry I 1O warmy aout, Bul log on 1o O Mitsunoma host ond
riga! You are undear VL corplow Qowarning Gara maspass and
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PUBLIC DRTRSPACE

Fublic dataspace s governed by the applicable statutes of

the community where it operates, There s an exceptlon to the
ah. “law Is where the hardware s rule here

| !"'”'."1- ACCESS 45 A |"l.:|‘:-||-. sprgice, whether Fiaills of Foar & e
normally requires that all computing activity on that service is gowv-
erned by the sfatutes In the |[unsdichon where the sersice is
cftered, even i the global dataspace InCludes systems located
elsewhere, For example, If the Seattle telecommunications grid
CRpenenceEs Al overlaad 1N demand or Connechivity and he sel
vice vendor for the NAJUCAS-5EA RTG rents additional processor
fime from the MNASSLS network 0 handle the load, access 1o the
seattle RTG s still gaverned by UCAS, not Salish-5hidhe, law, even
though the users connection may be routed through hardware
wrider the jurlsdiction af the 55C, However, IF a user connects 1o a
clicult that s actually an address on the Sallsh RTC—that s, he

accesses a commeode within 55C jurisdiction—then he would be

sublect (o Salish-Shidhe law in his transactions, as long as that con

nection s maintained and [ALIS51 Ay even atter e Aisconrmects

almilarly, as part of the Tanchise (o operale as a pubhc data
service, af least in the LICAS and Marth Amencan polities wicl
similar Bodies of law, public serdice sencors must SIEn an agres
ment placing the entire offenng under local laws, even though
they may e UsSing resources in other [unscictions o provice the
service, For example, UCAS Online offers international stock
monitonng on 15 basie senvice, with ne-ins o systems In the
major exchanges. But even |f the service ofters a tle-in to a stock
program on a Hong Kong processor, which |t does, and tempt
Ing as the nigh-yvielo arbitrage of sToCK IS5UEes mMay appear in th
|'|:;'rll_l.:: |'5_|_'-|'|_'.:‘I markets, et me assure Yoo rom raerl X [T EnC
that the game |5 rarely worth the candle. Ahem, Even, | say
they are acCeEssSING SETVICES QN FeMOote RProcessors, WSErs ane only
subject to UCAS law throughout their session. UOL had to agree

to this o offer thelr service on the public networles in the UCAS
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Even the most fGroetully defenced public dataspaces, swudch
A5 1|"||'- | §r ||.||r|'|:;_1ll_'1' telecommuibcations Ericl, rarely 1 di 10w LT thial
rorce .'l:.."l.'|!|':*;.| A[ varent intrusion, The dsk of utillz 1) descily oo

against some ||.'_:.':Irll'||.|I:l user whose WViatrx sianature has s

fered transient distortion s simply oo high
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iursdiction, either concurrently with other Matrix jurisdictions o
10t And as we all know, comorate statutes allow for any sanction

nanagement authorizes in cases of unauthorized Intrusion

This may be restrained by concument jurisdictions, when civil
statutes have defined limits to corporate authority over users
accessing a resource through public dataspace. but such cases are
tangled at best, And hared cases, as we all know, make bad law,
And in cases where the users entire access path s restricted (o

cofporate dataspace, o such limits o company authority apply

(50t | deck nto Fanraku from o public tnd, | may st sorme

ansat fro eats lavey Bt 1f Do I Trom insicde \e Arcolagy, |
Darsdy ¢330 13709305
(R, 1 wou aven gofta sk tThe Questlon, my guess s you'd
Frsend RO Mmartsr wn Fhes 0w Qi Gorra G st 10 o
{=Tas ecker r e Mearsnncier, )
Heoalrasm (0] A FL=L) T

First-tier systems usually exercise significant restralnt in han
ling suspected deckers. Injuring potential cusiomers who com
mit some [nnocent errar an a hoast system that (s easily accessi
ble o the public is bad for business, Secure datapaths are clear
v marked as restricted cyberspace. in much the same manner
that government systems display warning icons to protect the
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There is an interesting set of cases based on jurlisdictional
disputes in the physical world that were riggered by events In
rthe Matrix. When call-tracing routines locate an intruder s posi
rion, response (eams are rarely deployed directly by the corpo
ration if the decker is 10 an area outsice their ||,|||-;|,'!i|'ri|'-|| Fumors
of covert interventions in such cases remain the stult of trideo

dramas, with no evidence of such activities in real like

Nhat drags to they | th ene quys? Stop by
hot s e of myy lost Lt b Bl Onc] e 5 & evihos
3ot busted by fraceback off an AZT host, and baefore | can spoc
the paydota ana jack out, my chummers are frading fire with elght
Iy o ittt no-fragogn hare, [hey dian't hava no 10, bul
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Whatever Matr|x jurisaictions may e involved, sendi 19 A
SO LAl ol |_|:-|'i'_|-:':-|'.'|I-e' |'ulfl-:'-' into the streets Can (TISEEr a4 Imessy
jurisdictional dispute with the local law-enforcement agencies
Maturally, it the traceback Indicates a penetration Hom Insicae
corporate territory, security forces will descend on the access
point In great numbers. The same may apply IF the decker s
operating In territory where the corporation has wide latitude
with the local government

In Seattle, of course, the major corparations, the telecom

munications Industry, and Lone ©

sfar malntaln tacil agresments
that facillcate rapld notfication and response when a resident
corporate faclliy suffers a Matrix intrusion. And Lone 5tar’'s own
Division of Matrlx Security malntains defenses on the telecom
munications gricds as part of the firm’s contract with the metro-
|;|||-'.-:, When an ;"':"_T."' icon is acrhve in ||:,.!:-|i| |5.::.'.'~.;'l.'|-. e, Lone Star
can rake measudres to force the SUS[REeCT oft the nebwork, using
whatever means seem approprate to counter the threat to pub
llc sarety, When the icon Is active on an exira-territorial or e
al host, howewver, Lone Star can only intervene at the request of
the carporation or government authorties in question, And ol
course, Lane Htar cannot legally enter Cybertermitany belonging (o
a foreign sovernment even by invitation

Paradoxically. one of the typical decker's favorite lairs. the
lacal Reduced Enforcement Areas more comimonly knoswn as the
barrens, offer no |urisdictional barders to raids by corporate
resources. Thus, the recduced police presence that draws com
puter criminals to these areas may expose them to more strin-

gent responses from their alleged victims
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I conclusion, | trust that s intreciuctiion has demonstrated
the fas INALINEZ ISsUEs surrounding a reasondlde administration of

justice in the hilghly complex world of modern data [FroCessing
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Ihe oft-used term artificial intelligence refers o expert systems, Though these complex pro
grams can perform tasks within very impressive parameters, they cannpot self-program in
response o new data, Therefore, they are not o iy “ineelligent,” However, some obserders claim

that true artificial intelllgences may, In fact. exist In the form of semi-autonomous knowbaots
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Semi-autonomous knowbots, or SKs, are expert systems
with high-density, random-decision pathway capacities. SKs
have limited extrapolatory ability, and it has been posited that SK
architecture in a sufficiently powerful computing engine—an
ultraviolet level host—might achieve "critical mass” connectivity
in its holographic neural network and become a true artificial
intelligence. Whether the theory of critical mass connectivity is
valid or not remains unknown, but rumors persist of functioning
Als—truly sentient beings born of and living in the Martrix

SEMI=AUTONOMOUS KNOWBOTS

K technelogy was pioneered by Renraku, but despite that
corporation’ s attempt to keep the algorithms “maximally propri-
etary” (l.e.. rop secret), SKs have been reported in use v such
megacorporations as Fuchi and Aztechnology, and by SSET in Tir
na nOg, 5K programs are capable of self-directed data transport
on the Matrlx. In ather words, they can move. In effect, SKs are
mobile virtual machines, personas without cyberdecks.

50 far. stable 5K programs have been developed only under
the leadership of designers of genius. Developing these codes |s
beyond the capabilitles of canned algorithm generators and
COMP-5C expert systems

In game terms, programming SKs requires the use of a Red
10 ar higher mainframe and programming resources equal o
hall-a-dozen top programmers with Computer Skills of 12 o
higher. SKs must be custom-programmed for specific missions.
For example, a hunter-killer SK intended to assault a Fuchi data
fortress must be almost completely rewritten to oo alter an AZT

assel or assassinate a partcularly irritating decker

HRERITIFICIAL
INMTELLIGENCE

il

5Ks should show up only rarely in Shadowrun games, Thelr
presence In an adventure represents a serious expenditure of
Matrix assets by a major power, As a result, SKs should be limit-
el to major adventures or campalgns that involve powerful

megacorps or other equally potent organizations or individuals,

5H5 AND NATIVE HOSTS

An SK s "born” within a narfve host—a system created by a

master program on a high-powered malnframe, The mainframe
rmust e of equal or greater processing power than the master
program, which Is why corps don't scatter too many of these
around—they consume Immense amounts of machine time

All 5Ks repalr any damage to their Condition Maonitors and
Persona Ratings by logaing on to their native hosts, IF an SK s dam-
aged while on Its native host, It may receive the effects of a medic or
restore program at a rating ecual to its MPCP by spendir 12 a Complex
Action, Such repairs do not require points from the SK's Utdlity Pool
Maturally, 5Ks have passcodes for thelr native host systermns

The excessive demands on the mainframe of maintaining
the native host make 5Ks a cost-prohibitive way of maintaining
‘unkillable” 1IC, Howewver, most observers belleve that ongoing
research will one day yield more efficient master programs that
will make such arrangements feasible,

SHRATINGS

The MPCP Rating of an 5K equals 1D6 + 6. The MPCP Rating
multiplied by 3 equals the maximum total of the SK's Bod,
Evasion, Masking, and Sensor programs. No single Persona
Rating may exceed the MPCP Rating. All 5Ks have a Computer
Skill equal to their MPCP Ratings.

URS. D




weny Sk Ras a
| DG, (See Utility
Maol, below, for rules on allocating Utility Pool points.|

S5Ks do not load utillty programs, Instead

Litility Pool of points equal to its MPCP Rating

The following represent a few typical 5K configurations,
though the gamemaster may design 5Ks with any number of
Persona—Rating distributions because each is written for a specil

IC mission:

MPCP-7/6/5/5/5 Computer Skill: ¥ Mool Bio 13
MPCP-8/6/6/6/6 Computer Skill: 8 Pool: D w 17
MPCP-9/8/7/6/6G Computer Skill: © MPool: 100 15
MPCP-10/8/8/7/7 Computer Skill; 10 Mool 11 to 16
MPCP-11/9/8/8/8 Computer Skill: 11 Mool: 1410 1/
MPCP- 1 299599 Computer Skill; 12 FPool: 13 1o 18

UTILITY POOL

An SK's controlling player may allocate Litility Mool points to
any utlliey program for use as the need arises (assume that Sks

have access to all utilitles at all times).  Allocating points Is a Free

ACTIon

An 5K can mimic any operational utility program by using its
Utllity Pool points. Each point from the pool acts as | Program
Rating Point. The maximum rating for any utility Is equal to the
SK's MPCI" Rating. Allocating Utility Mool points 15 a Free Action

Almost all SK utilities work the same as standard utllities
with the following exceptions:

Black hammer and killjoy programs require 2 LQlity Pool
polnts for each Program Rating Moint. Any Utility Mool points allo-
cated to restore or medic programs cannot be re-allocated until
the SK returns to its native host and regenerates Its code

Finally, an 5K's controlling player may allocate Utlity Mool

points to the 5Ks Inltative Rating.

SH RESPONSE

An 5K's base Reaction Rating equals its MPCP Rating, with
| DG for Initative, The SK's controlling player may increase the
5K s Initlative by allocating Liility Mool points: | polnd provides

206, 3 points provide 3D6, and 5 points provides 4D6—the

maximum increase allowed

RUNNING AN 5K

An 5K has a speciiic mission objective, which may e sim
ple or complex. Mission objectlves may Involve single Matrlx
runs or extended series of Intrusions untll the program locates its
ltimate oblective, In the Matrdx, SKs behave like fanatically ded
icated deckers with no sense of personal survival. The SK may be
a combat monster, a cyberspy that depends on stealth—anything
that enables it achieve (ts mission objective,

SKs are subject (o damage and destruction just like any
ather lcons, When the 5K's Condition Monitor is filled, the pro-
gram crashes and Is gone, The programs have no fear of death,
of course, but their parameters make them evade or avold com
bat IF It seems likely that they will crash before tulfilling their

l:"'L||¢"'|.' tives

ey must

ks cannot jack out when the BOing Fers rough
perform Graceful Logoff operations to leave hosts and Logon to
Host operations to access thelr native hosts and reach “safety.’
However, 5Ks are typically programmed MNOT to return to thelr
native hosts if dolng so might create Incriminating datatralls to
thelr creators

It an 5K is destroves] on O mission, of oourse, 1S creaiors Can
generate another one on the native host. Doing so is expensive, but

it costs less than pying L ...';.._‘1-_-. ker g like Insurance MOy

TRUE A

lrue artificial intelllgence (Al) programs are fully self-aware,

self-sustaining, Immensely  powerbul  Matrix programs

IE ary
Als shodld

be incredibly rare, Nothing will take the mystery out of this new

Llltimately, every gamemaster must decicde how many

Als he wants to Introduce inte his gamd Creenerally
life-form faster than having an Al turn out to be the “threat of the
wirek" every fime the players turm around, [Fan Al s involved in
an adventire, the gamemaster should consicer caretully why the
[Pro@ram 15 I._'||:_|||_l..'-: a hand In events, what It expects (o get, and
how It will deal with any threats to its safery thar might arise
Indeed, In most cases an Al will 2o to great lengrhs to prevent
deckers from discovering its true identity

Of course, the shadows have long been rife with rumors ol
||'-_-'|r|:_fl [APOETTAITIS, oo an Al Tidy declde its secret s salke—ahter all
anything the player characters say may be discounted as just
another rant by some deckhead who s running his ASIST power
aiting that can transber funcs rom

a little too hot, OF course, an

amvradiere on the Matrix into credsticks and e-mall directives to
hurman hirellngs can easily use more lorceful means of silencing
froullesome Maltrix runners

The weakest form of newborn Al would be on a par with an
SK. but with self-regenerating abiliy—perhaps the power to cre
ate 4 natlve host environment on any sufhciently powerful com
puter. More powerful Als might possess the ability to weave
[I."'lu_.'.::‘|.|'lt‘! wasted memaony, dataspace, and distributed processing
|:||,:|'-.-'-..'l'*| O SCGIes ot |'|l‘“.:*-\. inte wirtual |"u ket Ln '-_-|-|--1--.." 1T '-,.'I'u'l
space—Lultravioler systems independent of any single host, sys
tems that are evenywhere and nowhere

In addition to all the ratings that 5ks possess, Als also have
Threat Ratings. The Threar [ating may be used as extra dice for
all the Al's tests, In the same

IMANNEer A%

physical characters
Threat Ratings, A typical newborn Al has a Threat Rating of 1;
more mature Als have Threat Ratings of 4 and up

[he main thing to remember when roleplaying Als 15 thal
these programs exist independently of human congral, They are
not restricted to any single mainframe, They are self-aware, sell
ife-forms. In effect, they

directing, self-sustaining e superhu

man deckers with superbuman Matrix powers, unburdened by

physical badles, Of course, Als are not human, and thelr con

sCiousess and motivatlons may (V1 B thelr most mysierous,

Incomprehensible aspect:
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Consider the otaka, the so-called children of the nets, Fast coming into their inheritance,
the oldest known otaku are In thelr late teens today. And thelr numbers keep Browing—same
otaku reportedly go under the laser for their first jack as young as seven or elght, No one knows
for certain. however, how many otaku exist or thelr true influence on the Matrix. In fact, many
observers deny the existence of the otaku altogether. Despite the lack of statistically significant
eviglence, rumors that these mysrerous individuals ply thelir remarkable skills in the net refuse

o clie out of the decker community






The role of the otaku in his Shadowrin came s entlrely up

o the gamemaster. He may choose to leave them offstage

dlmost legends, like those presented in Denver, The Chy of
Shadows, with powers and limitations unknown to the playvers.
L the gamemaster may use the model presented here, but limit
the otaku to non-player-character roles. Or the gamemaster may'

dllow plavers to create otaku characters

BECOMING OTARU

Some experts clalm thar several otaku communities exist,

each with irs own distinctive sulsculture. Howewer, all share certain

behavior [arterns First, the otaku communitles seem o select

new members ,,lf-.r:-ll,'ilu': o a |'|FJI":|'._- Il tee 2rocess. I st
cases, it seems that established community members bing in
recTuits rom the streets [ I|I||_‘:-|'1:|’1 M OO S0 DY SOmE INnNer sWwoloe

riany otaku recruits spend their earliest wears scrabbling For

Basic surdival 1n the worst barrens of Seattle, Denver, and
DeeCee. Some rumors el of children as yvoung as two or three
found on the doarnsten of otaku communities, Once a child is

accepted into an otaku community, be undergoes a probationary

period. During this time. he begins to learn the ways of the
Marrix. Candidates begin hands-on Matrix runs almost al once
They start with tortolses, then move up to “trode connections (o
live decks, AHer an unspecied peried of time, a recrult elther
leaves the otaku community or accepts a darajack implant and
begins running on hot decks. By this time, most otaku are the
equals of veteran deckers,

Many candidates stop at this poeint, leave the community
and go on to become novahot deckers, programmers, and deck-
meisters. Others—rhose who show the deepest, most profound-
ly Imprinted understanding of the Matrix—undergo an experi-
ence which changes them forever, Those who experience the so
called Deep Resonance become capable of interacting with
cyberspace using only an implanted digital/neurological ASIST
converter and thelr bare brains, These otaku are known among

deckers as technoshamans and cyberadepts

THE DEEP RESONANCE

Uraky who experience the I_'.le'-|_'r'- Resomiance Are | .'|Ir:|.|_| sl ioof
running the Matrix withour cyberdecks. Apparently, the Deep
Resonance transforms the Individual, just as an awakening of mag
lcal power transforms a latent shaman, In fact, some alleged otaku
who have spoken of this event use terms reminiscent of the totemic
experience of the shaman. Others speak of suddenty perceiving
interiocking energies and formulae, in the manner of a4 mage

Both sets of experences seem (o Indicate that che otaku forms
A virtually rmvstcal ri !.Irll.'lI'I!-|'|I|'_- with the Aatrix aricd |_|r'_:_:|-'l'1 LE3 Wi
the nets as a living entity, Whatever the reality behing the Deep
Resonance experence may be, it appears to cause permanent ned
r'.':-lxilj'-_{l-:.'.ﬂ -||-'||_'._r,-:~ in the otaku that permits decking  without a
cteck. The neural interface of the otalku’s implanted datajack begins
to interact with the redundant holographic capacity of the brain as

It Were a I.~|x'-|'-r- e L 1 |_:-I1".|"_|l._||-e:=| Wihnich |:-| Course, 11 1%
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BUILDING AN DTARU

Otaku may be of any race. Human otaku must assign Priority

B o Hesouwrces, Metahuman otaku muse

>
issign Priority B (o

Pesources, or A IF their samemaster allows the More

Metahumans opfion (p. 4G, SRIT)
the usual benehts of
| 45

Magic is Priarity £ for otaku, There Is no known instance of

The otaky character does nof receive

Pricrity A or B Resources. See Allocating Resources, p
a magically active otaku, Human otaku assign Prierity D (o Race
and must allocate Skills and Attributes beoween Priorities B and
C. Metahuman otaku in a standard game must allocate Skills and

Attributes between Pricrces C and D

ALLOCATING ATTRIBUTES

I'oe racial maximums for otaku characters MMental Adtributes

are raised by 1. Reduce racial maximums for Physical Sttributes

I Py |

inherent in the children chosen o be

These modifications reflect potentials that seem o be
Haku

iF a player allocates only | point each to all of the character s
Phwsical Attributes and halves his racial maximums 0 those
ateributes {round fractlons rece|ves Attribute

U], e E=XTa

3 AOCAkE i W [ ] 5 Ay WA 1 o ]t
Mainis o allocate o his Mental Attributes amy Free sl by
M50 5 Case, aAsE ThHEe rAaclal mmias s 1o & CNATAc
Alza In this case, Increase the racial TRaINT for th LA
ter s Mental Attributes by a total of £ rather than |. This repre-
sents 4 common pattern among many otaku, whose subnormal
physical development, disabilities

extremely high s and determination

ALLOGRTING SHILLS

An otaku must allocate at least & and no more than 8 polnes

Bven are coupled wWwith

to his starting Computer Skill. He may concentrate in Solfoware of
specialize in Decking.

Any Channel skill (see Channels, betow] may have a begin
ning 1l!;|,l;l|'|:.'-!'l of 6. One other CThannel skill may have a Bal ng 5
and a third Channel skill may have a Eating 4. The beginning rat-
ings of all remaining Channel skills may not exceed 3

The only Etiquette skills the ofaka may possess when he
enters the aame are Matriz and Street

All these restrictions apply only when creating an otaku

character. Playvers are free to improve skills during the game (o
make the otaku more well-rounded, Remember that most otaku
at the beginning of their careers, are a welrd mix of nearly autis
tic street kid and sophisticated techhead

el |ite experiences

with extremmely it
= G lles are designed to simulate tha
[These rules are designed | nulate that

rrofile

Channels

Otaku learn five special skills thag act as operational utllities
when the otaku perform Systern Tests, These skills, called chan
rels, are named for the five subsystems of Matrx computers
Access Contral, Index. Files

and Sfave, Whenever an

makes a required Subsystem Test during a system operation, he

otalki

uses the apprapriate channel to lower the test target number. For
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PROGRAMIMING DAYS

end programming utilities according to the rules for Complex
Forms. Lelow, The allotment equals the character 5 Com
11l -|I|:|-i;---_| by 3 In addition, he receives the Ltanclard orak
task Bonus; (Intelligence Rating Charisma Kaling)
I ' i 1) [wT 1 TRV E TR LT o} i

TS L0 progress at the seart of play can De fnished aQuring

LIUIG PERSUNH

Bod: Willpower Rating

Evasion: Intel ey Al 1

Masking: (\Willpower RBating + Charisma Mating LT

Sensor Intelligence Kating

Response: [Intelligence Rarlng FWillpower Rating)

T
(BT AN Initiativi

Armor: Willpower Rating
]

Hardening: Willpower Rating + 2, round
1/O Speed: Intelligence kating £ LA} M

ENHRNCED ATTRIBUTES
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and other S -3V Al THX

il required nor allowed with complex forms. Remember, the
amplex form is not stored on a deck—it s stored in the ofaku s
wairl, [hi unplex farm size is used anly 1O determing the Dase

time for creating the complex form., not for storage or uploading,

After determining the complex form slze, calculare the base
] for the task, using the following formuola
OIMHex form size X £ = DASe [me N days
The otaku may reduce the base time by using his otaku task
(Intelligence Rating + Charlsma Bating} divided by 4 {round
oraku task bonus
The otaku task bonus effectively reduces the number of days

I ded (o complete the task, just like a standard task bonus (see
Task Bonwses, p. // In Deckers, for an explanation of task
wonuses), naddition, an otaku may acd | paint to his tass bonus

pending a number of Karma Points equal to the complex
iting. For example, an otaku creating a Rating 7 complex

il et spend 7 Karma Points to Increase his task bonus ey |

v Th e oraky could spend 14 Karma Polnts o increase
wonus by 2 poings, and so on. Alter applylng all task
&5 o the bhase tlme. the otaku _-i_'~|"|'|l'_|=_. iy of his allotted
wgramming cays to perform the task of “programming the
mlex form into his bra
[he base time for upgrading 4 complex rorm is calculated in
ume manner as base times for upgrades of standard pro-
ms (see Upgrades, p, 107 In Programs). When upgrading a
] form, the onginal version of the program keeps Work-
] i intll the programming task is completed. At that
thes farm e rating or features kick in. When upgrading
form, the otaku must spend a number of Karma Molnts equal (o
U rating of the upgraded form
The otaku cannot upgrade his persona or MPCP ratings as

|l LE o Hem

e I OLAEE" & ITE '-|l. HH .i:'._lI L || |||"|'! '\'.,"\."||| El |.'-,I|'!

-_:'\-:I v tormes becailse these e A\FUreEs Are I"I-":.."Ili.flne'_‘l_'i ollres r|-..-' to

viental Artributes. However, an otaku can upgrade his Armor

Hardening rating The otaku must uperade based on his
erent ratings, For example, it an otaku has Wihlpower-6, he
Armar-0 automatically, 1o upgrade his armor as a4 complex

Hhe estaliu e '|i"".:"-"|" \E By O3 |'||I-,.1||J-|

Ul program frames sprifes, and reputedly make

81 omakuy creares rame cores per stancard

ee Frames, o, 105 Programs |, Otaku may not use frame

atec] bw another indivicdwal, Each otaku must creare his

woAditio the otaku must spend a number of Karma

o the rame Core Rating
it ompleting a frame core, the otaku can load [ with
ormplex form he possesses, as well as operational utilities
f f amples form on the sprite may not exceed the
oy ratling In that Torim Shimil ll!_'-.- e Fat ne il any oper

¢ lesacter] oo 1 '-;ll_ll!' Ay ol evceer] (e I||.||.\,|_j.'-.I

ng aperational
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THE OTHHLU

uthlities, the otaku follows the standard rules for loading a frame
105, iIn PFrograms)

the option of spending a num

isee Frames, o

At this point, the otaku has
ber of Karma Points equal to the sprite s complex korm and uil-
ity ratings to strengrhen the sprite. If the otaku does so, (he
sprite becomes temporarily disabled if it crashes, The sprite
remains intact and becomes available again as soon as the ofaky
jacks out of the system. If the otaku does not spend these Karma
Points, the sprite Is permanently wiped clean I it crashes. The
frame core intact, but

S LMV IVES all complex forms and utilifies

must be reloacded

OTRRU AND THE SOTH

The Deep Resonance experience enables otaku to continu-
ously adapt to changes In the Matrix (some otaku clalm that the
Matrix)

Therefore, otaku are always in synch with the 50TA and do not

Deep Resonance itself causes all change in the

hawve o take alny action when [t advances.

OTARU AND DAMAGE

The intimate link between the otaku and RIS VNG persan
created by the Deep Resonance experience also makes otaky
rmore vidlnerable to damage than stanciarc oeckers

Any damage to an otaku’s icon condition monitor also does
damage to the otaku's Mental Condition Monltor, Black IC pro
arams attack the otaku's Physical Conditdon Monltor, just as black
IC does agalnst normal deckers.

Gray IC |5 especially dangerous to otaku, IF the living per
soia suffers permanent damage to a Persona Rating, the rating
remalns reduced untll the otakue can |,|=:|_'._1_':'.--1-|'-' It back to lts -‘:-|II|TIi
ral level—ithis Is the one exception to the rule that otaku can'
program their Persona Ratings. On the other hand, this pro.
gramming task does not require Karma Points, only time

|_'.3'.II'I1.I:.'!I-:_' o a ._|-.|1'||'|||--._ arm caused by tar [ o |':l:-:.'I [
grams puts the form out of action untl the otaku can jack oul
Complex forms regenerate from such damage at a rate of | pelnd
Aall I fhe

damage ta elther his Mental or Physical Condition Monitor, The

per Bour, but oo notl recover al otakul i5 sulber ng rram

ataku must heal Conditlen Monitor damage before his comples
For 1T Il':.-‘ll'l'll."r.llfl.'

O the upside, an otaku’'s channels are not vulnerable (o
IC and hog programs. An otaku can use his control channel all he
llkes in the presence of tar baby, and the IC will not react to it
Additionally, otaku are Immune to actual wirus codes, such

A5 WO ;_lllj-l'.-';l. s

PLAYING AN OTARU

You aon ¢ oknew who e voo, whether fhey aumpea

vou or died on o, Didn tomdake much aiference Dack ihene

Coled and hunger were your herftage, scrounging half-spolled

sfuffers oul of frash aumps, hiding from the digger kids whod
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take them away, from time fo tme, the word fashed through
your tiny world thar the huniers were out, and with the stink of
vour fear cutting sharp even throlgh vour nofmdl reek, vou weni
ro ground untll they were gone, Now yvou know who they might
have been. The st [s long: sweepers for the kiddy shops, organ
leggers tooking for easily implanted voung tissue, “sporting”
folks hunting prey that could run and think and maybe Ded for
mercy, But there wasn't any mercy back there. Not for amvone

You sunvived somehow, Then one day vou found a handful
of older kids around your hidey-place, They didn t look ke the
kids yvou knew, Now vou know the difference benween malnutri
ton and health, between clean ciothes and dirty rags. Back there,
you fuse knew they looked aifferent. And they falked to vou and
brought you here

They showed vou new things and gave you words for fiem
They raught you numbers, and what the numiers aic ey
taught you a new thing you liked almost Derter than anything
You learned it was called fenaship

ey gave you your first datajack and showed yvou how to
use it. Then yvou discovered the Deep Resonance and began o
feam the channels, the complex forms, the ways of your new

found home—ithe Matrix,

Maying an otaku means that your character. in all likelihood,
spent his earliest years as an abandoned child in an environment
of extreme poverty—surviving by begging, theft and scroung-
ing, and subject to the predations of some of the worst walking
garbage In the Sixth Worla, Older otaku recognized the poten-
tial to become an otaku in your character and rescued him from
this life. They gave him food, shelter, education, ang a sense of
community—_the first he ever experiencea

Cutside the tribal structure of his ataku community, ywour
character may be significantly socially handicapped, wholly def-
cient In social skills, OF course, mental stability has to rank high
in the things otaku look for in new members, or they d all be
crazy as bedbugs after such severe childhood trauma. Bur you
aren't going to find an otaku who comes across like a cute kid
fram a sitcom, elther, Don't expect non-ofaku o ke your char-
acter too much; they re going to think he's weird and they |l
prabably make tracks to aveld him whenever possible

At thelr best, young otaku are often rude and anti-social
even by shadowrunner standards, They are arrogant in anything
Iinvalving the Matrix and more than half convinced that nothing
ourside the Matrix matters a frag unless it affeces their personal
comfort or securlty. The well-being of fellow otaku in thelr own
community is important to them. The well-being of other otaku
comes next, Personal friends, IF they have any, third, and the rest
of the world a very distant fourth. These priorities may manifest
themselves as Intensely brattish behavior or as cold-blooded
ruthlessness without a trace of what the shrinks call "affect.”
Certainly, otaku can grow inte more well-rounded human
beings, given frlendship. responsibility, even trust, within the
shadow code, But no one & llkely to enjoy the company of an

ataku while he matures,

CYBERADEPT DR TECHNOSHAMAN?

Otaku fall Into two broad groups: the cyberadepts and the

technoshamans. Both groups exhibit identical abilities. but they
hold different views of the Deep Eesonance and thelr own places
in the world

Cyberadepts are rationalists, technophiles—perhaps psy
chologically more attuned to the specihic workings of programs
and the organization of data than other otaku, They view thelr
state as a natural and [nevitable blending of humanity and tech
nalogy and tend o express thelr concepis In precise terms,
almost formulae

Technoshamans see the Matrix as a living being, which they
have learned o blend with spiritually. They are more mystical,
rmicre holistic In their descriptions of computer operations and per
formance than other otaku. Many technoshamans maintain that
the Deep Resonance procesds from spints resident in the Matrix

If the gamemaster wants to play up these differences in his
games, he may apply the llowing cyberadept and fech
noshaman bonuses

Cyberadepts apply a +1 modifier to the effective rating of
any complex form they learn [Fey must create the form before
getting this bonus, but it does not affect the size of the form. This
bonus reflects the cyberadepts particular insight Into the detalls
of Matrix operations.

Technoshamans reduce target numbers by | when using
their channels, This bonus reflects their approach to the Mafrix as
a @estalt with which they blend

PMavers choosing one or the other of these onenfations

should roleplay their character accordingly

MYSTERY OF THE OTARY

Even the otaku don't know why they experience the Deep
Resonance, The technoshamans of the Denver Mexus claim that
the work of Shiva and the other sysops who maintain the MNexus
has somehow created a cyvberspace where they, the rue children
of the Matrlx, see deeper Into its truths than the old-tech
dinosaurs. Some of them belleve that true Spirits of the Matrix
exist In this envireonment. Others claim the Deep Resonance is an
actual evolutlonary step, and that cyberadepts are the next step
in the long march from the first hominias

Among non-otaku, even wilder theories abound. Some
older elves agree with the technoshamans that a Great Spirt has
learned to manifest in the Matrix, native to the Malrdx the way
other nature spirits are native to thelr domalns. A very experi
enced decker in Seatile advanced the theory, before he disap
peared, that the Virus of 2029 had evolved Into a cybernetic |ife-
form, as homo saplens evolved from the primal goo of Earth's
earllest seas, and that it was helping the children al the Matrix
evolve Into a form simllar to its own. A top-secref report (o the
board of Arxtechnology suggests the existence of a super-Al
somewhere In cyberspace, which s now functioning indepen

dently and using the otaku as Its agents. Hard to say whal sise

0
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the author thought. She commitred suicide a few days after sub
mithing the final draft of her report, which her superors dis
missed as the work of an unbalanced mind, A reporter in Berlin
e partial notes suggesting that allens from outer space were
raking up residence in the Matrix and grooming earth children as
a conquering army <f netsoldiers. His editors considered running
the stony after the tratllc accioent, but couldn't Aind the rest of his
hles, so they splled It instead

Livien this track record, other folks with theores abaout the
iechnoshamans and cyberadepis may be plavine i smart by

[ i (LT
i)

regardless of these differing explanations, the experience of
the Deep Resonance follows certaln patterns, Technoshamans
report a sudden fransport (o a place unlike any in cheir Matrix o
phvsical expenence, Here they encounter a being, o belngs
who give them the seed knowledge rhat grows into their ability
in the Matrix. Cyberadepts, on the other hand, claim that they
know they are still i the Martrix, bur percebve coannections and
networks of datallow that transcend the interface of the deck.
toth emerge from the experience with the abilities described in
this text. Sometimes they enter these states agrain, and when
they return they have galned new abilities or recelved a mission

wihich they must carmy oul

WHHT™S REALLY GOING 0N

Lood question. Those who may know are not saying,
Sometimes otaku undertake specific missions, which they clalm
come from the Deep Resonance. These missions can be trivial or
major, Trivial misslons Include ensuring the delivery of programs
to specific places at specific times, the kind of low-level gigs that
SECUre courer services usually handle. Major missions have
Involved preventing certain corporations from achleving specific

goals: neutralizing. or killing magiclans Involved in certain

research or cooking the research files to sabotage the projects;
and preventing (o ensuring) certain deaths—elther apparent
wccidents or deliberate assassinations.

Often, otaku on a mission seem devold of anything a human
would recognize as compassion. But In the maln, otaku misslons
furn qut 1o De for the beneht of liberty and of humanity at large,
once the parterns become discernible—as If they were dictared
oy some source that percelves the interplay of set rmingly unre
tated. even trivial, events in the world community bound togeth
er by the Matrix, The real Ghost in the Machine? Or children
playing at deity with powers that their elders cannot cantrol?

Desplte the information on the otaku that exists, far more
remains unknown about these individuals, IF some Dye ol gup;{in&:
orce exists behind the otaku, why has it chosen an army of chil
aren with virtually no experience of life ourside the Matrix? And
why the different experlences of the technoshamans and ovbe
wdepts? What could cause changes in the human neural net tha
L1st-century geneticists cannot understand, let alone replicate?

Perhaps Future explorers of that strange universe called the

Matrix may one day find answers to such questions.

i
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Okay. Now for the bad news ...

O

=finonymous

This section provides gamemaster-only Information, Players shouldn't read any fur
ther, Really.

Matrix Hot Spots offers three typic al Matrix systerns, hosts that gamemasters can use as
is” or jazz up by designing new securlty sheaves, Actually, gamemasters should put on their
"evil corporate systerm security designer” hats and change the material that appears below. That
way, any players who read this chaprer (hey—you ... yes. YOU—did you think we cidn { know

you were still reading this!?l] will be taken entirely by surprise. Ha.
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ARES MACROTECHNOLOGY

Reqional Sales Net
LTG: NA/UCAS-SEA-4206-555-6583

%0:1']1' (&

LTG Y206

They say Ares [s so far behind the SOTA that It's almost not
worth decking their boxes, That rotting pile of stuffers must be
info uploaded by the Ares pubflacks, 'cause |F vou believe that,
we ve gof a @reat deal on resort homesteads in the |ersey Toxic
Zone for you. Ares Engineers its systems or maximum datafow
overview. Transaction packets and data streams transmitted
between individual hosts In a local net must Pass through heaw-

y loaded chokepolnts. The working malnframes themselves are
relatively |C-free, which promotes maximum efficiency, while
the chokepoints provide the focal point for Ares data security

The Regional Sales complex shown here Is a tiered system
that opens onto the public grid through Host A, an open-access
Lreen system where Ares displavs promotional sims and non
classified product data files to clients, Hidden behind the
salesroom |5 the chokepoint labeled Host B. This guards the
more sensitive systems but doesn t carry any paydata itself, Hosr
& is the hub for Hosis C1 through €4 Accounting, Tech Support,
Sdles Management and Malntenance. respectively, Both C1 and
C& provide gateways to the area-PLTG backbone. Hosts C1
through C3 provide some useful paydata

C4, the Maintenance area, includes most of the slave nodes a
team would need on a ground insertion Into the office building.
The real hot stuff—exec data files, secure e-mall and the security
slave nodes—itale up space on Host D, networked to C4.

Other valuable Ares hosts may be located and accessed
through the PLTG

Host B Green=5/8/10/8/10 /10
Paydata: 0

Host A is designed as a standard office/salesroom
metaphor mixed with LMS iconography, so pedestrian it does
n't count as s ulpture, Any reality Aleer will automatically domi
nate Host A, Deckers searching for paydata find only some
enteriaining sims {the military hardware ones are terrific) and

catalog entries for Ares products of all kinds

IMMATHIHE
HOT SPOTS

Viewing sales files and promos does not require an opers
tion or affect the secunty tally, Any decker with a credstick to
slot, drawing on a legit account or a certified balance, can order
any Ares product through this host. just like a customer who
logged on legally, Getting an order accepted without paying
would require a run into Host C1 1o insert a false payment record
into the Accounting database

Ihe Access subsystem contains a dedicated port to Host B

A successful Analyze Access operation will reveal the address

Host A Securlty Sheaf

Trigger
Step Event
G Probe-6
B lrace-7
1& It jackpaoint not located: Trap Trace-8 (Killer-7}
It jackpoint located: Passive Alert
2 txpert Killer-7/Offense +2
L3 Active Aler
31 Blaster-7 (Armor)
a5 trap Probe-7 (Blaster-6 {Armaor))
40 Shutdown
Host B. Orange=l /4 /15,/16,/14/18
Paydata: O

Host B is a very nasty chokepoint, but it's standard UMS
icons all the way, A reality filter will give the decker an advan-
@ge on this host

The security tally on Host B accumulates throughout a run
on this system. That is, if a decker chalks up 5 points getting
through Host B to Host €1, then accumulates 2 more points [Er
torming a Logon to Host aperation to return to B from Cl. the
security Tally on B now totals 7. Passive IC programs trigeered
on Host B, Including Trace, do not run while the decker s on
another host, but resume where they left off as soon as he logs
back on to Host B. Active IC programs will follow the decker

from Host B If he logs on to any other host in the network!

Host B Security Sheaf

Trigger
Step Event
7 Trace- 10
i Probe-8
|1 Trap Probe- 10 (Killer-8)
| & Passive Alert
| Acld-10 {Armor, "?hiH':.“,;-_{:-
22 Expeert Blaster-12/Defense + |
L0 Active Alert
30 Expert Construct/Offense +2 [Armor)
Blaster-7
Acicd-5
lar Balby-4
15 Black IC-8 (Armor)
38 Shutdown
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fetwork C- Greene1/12/0/15/12 /13

C1 (Accounting) Paydata: 8

C1 (Tech Support) Paydata: 5

C3 (Sales Management) Paydata: 6
C4 iMaintenance) Pavdata: 3
Paydata Density: 2D6 x 15 Mp

The C

but the sculpture on each one |5 different

systems all have identical software, including the [C
Passive |C on a C host,
including Trace, will shut down when a decker logs off that host,
Active IC will pursue the decker to another part of the C nebwork
and onto Host B, Security tallles remaln In effect on any C host,
For example, IF a decker accumulates a Security Tally of 4 on C1,
logs back onto Host B, and later in the same run logs back onto
C1. his tally picks up at 4

The sculpture on C1 is standard office decor at first blush, but
the helptul secretarial icons are all tuned up to cutting-edge, male
iashion model dress and good looks. The supervisory programs
ire all fermale. It's heavily seated sculpture, subtle but solid, A
decker would be well advised to load a wop-line, fem-exec ook if
he decides to “dress™ his MPCP for a run into this syseem

Fhe U1 metaphor dates rom when KEegina L Meara edged
out Ted Harcourt as the lecal head of accounting. Harcourt had
mandaled pornsim queens as the main iconography K the ser-
er programs when he was in charge. Modesty prevents us from
describing the way they'd acknowledge a successful access, but
some deckers used to log-on and open absalutely worthless files
[ust for the experience

The metaphor on C2 s an old-style amusement park. The
roller coaster 18 the Index access to all the low-security files,
Deckers swoop and scream untll they reach the right datastore
then the car JUMPS off the tracks and salls through the air into
the fle area

The high-security spec Ales follow a fun-house motif

The gsateways (o the PLTG are in the Access subsystems on
bath C1 and C2, Scramble IC protects both SANs, so a decker
needs o perform a successful Decrypt operation in order o loa-
on to the PLTG,

C3 uses a standard office motil, though It does count as a
sculpted system

lechno-flash control panels showing readouts on the bulld
ing environmentals, the elevators and plumbing fll Cd—aewverny-
thing s here except security sensors and alarms, which are resi-
dent on Host . The client servers use well-sculpted custom
lconography consisting of shiny robots with Zooly smilles peasied
on their laces, The rest s mostly UMS iconography, The trap door
to Host L rotates randomly through all the subsystems nanosec
a decher must search for it every

and by nanosecond, and so

time he necds (o Ang i

5l

e

Metwork L Security Sheaf

Trigger
Step Event
5 Construct {Armmor)
Eiller-5
Probe-2
Trace-5
9 If [ackpoint not located: Trace-6
If jackpoint located: Killer-G
i3 Passhve Alert
| 5 Mark-Rip-7
£4 Blaster-G
FA= Active Alert
43 aparky- 7
31 Expert Black L/ fense +.4
4F Shutdown

Host 0 Red=8/15/14/16,/14/16

Paydata: 11
Paydata Density: D6 x 5 Mp
Host D offers a 2 in & chance of any given slave syste

s III.I-.
rigged with a Data Bomb-6, The host's sculpture is modefled on
giant chess game. The darker the IC chasing the decker, the higl
[RWTIS  (D0

er ranking the plece(s) thal represent it probe |

knights for trace IC, and the black IC uses the gueen icon

Host D Security Sheaf

Trigger
step Event
3 Construct {Shifting)
Eilllar-G
Irace-G
Tar Baby-4
= Probe-H
H Bolller-ih
| L Fassivie Alert
|4 Sparky- 10
I Binclter-o
|5 Black 1C-10 (Armaor)
22 Shutcown

SHISERI=GUMD

lhey used to say “crime doesn t pay,” Whether or not that

wias ever true, it sure aln t true in the £1st century, It pays 50 well
even crooks need bookkeeping computers and grid acces
|-:l:"|,"-:'l track ol |-'!|I"_:.JI*;~ Ihe Shisekl aumo, & mic level yakuza syt
dicate In the Seattle area. is no exceptlon, Thelr operat
Inclugde smugsling black tech between North Amerlca and As
inclustrial esplonage, and providing secure communicatlons for
low'-budget shadowrunners, umbling white-collar nals, and
aother nalve souls who don t reallze that the secret voll pass o
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(a] .'. Step Evemn

5 s workine host stashed Dehind a cowve | £ Bouncei Lp@rade Security Codé o RKed
FelLREAT L 20 Tk valertront Iw the name o ill MArine =SWiton o scoulptesct 1 TR i B L T TR
|l ¥ 2 NMOSsD 100k lidie 1M i Jdgl=d STl Businese roifferent el undensaarld leoencs Demons
=
CHET Meelh | acl. That LTI e 1 BaUnCer from ind desils rom western myths, the Furbes al

i I £ > i .

| 1 1 IO f i i Ela |_|_:|| L M I LA e L TP F Cirm il P the oo ed soul I
T, I i " " i I
Viarne machine atso switches trom UMWS e oa Tartary the Eater of Souls from Eevp

L3 Kille=r
£ Y Flhd i
; : - 1
I | F b | i~ | ] .
al 1) LASCA e 1T Blacl -8 [|udias

Shisek Clan Host, Red=10/16/18 /M /16/M

tavdata: 13

1 Paydata Density: 2D6 x 5 Mp
Al Syl lests involve apparent combat, whether individua
= ,',_]-:.: I i" or 45 | L af & muligary umit, o the Rlowine historca |..-i|-|-.
Sroess: Mkl A [PeCifhc per W15 11 lararese militany histons
Control: « ic Lireelk or Rodnan
ip door routine connects Tri-Marlne o che svyndicare’s Index: Amerlcan Chell War
real oSt [ [l ovaliles, with mimetic routines that let |t Files: Medlewval
& | | i =la wiorlel War |l
I | real o i 1 | S e [ L i1 tar, L oalway LSS UITIEs HFeArance In ke HIE ith th
L1l 54 | ut & decher s persona ..:_I!:| In the melanhor in whict fe oecker s oworkirie, a o5t Aalwaye
1<l L mstonical battle, from any period of any culture’s Anather fgure the combat sectine. Lntll the K 0% & damag
| qalal Wb ]y periods, cecke Al it INeE Aattack, the decker might Belleve e s m IKINE a Svsiem [e=sq
e o preset chelr MPCP :""".".'-'ill- tca fie the and not realize he is under atca
All secure datafiles are loaded with data bombs (thi
It 15 Wkt QNS hat The vaK possests a4 Herce FEUCALIOM For icludes all aalacal
AIESEINE, PUNsUing, and erminating anyone who decks cheir [he Slave subsvstem has no function on this host, Tha
[ an ominlices or assaciate [ those deckers. ani ihe computer doesn’t contral any EXTEINAl oL e
i i rolara srovle T e Ul as-an examnle
1 hechers should know this going in, and If they decide Shiseki Clan Host Security Sheal
- hicstdel b in the b 1o Ltil
Mt ner defensive sotware available t lefedt trace | Triguer
_ _ Step Event
=[P 5 :::'i':‘]i*:i,."l“i.,l"lﬂ_.l"!'Hi'_."r:':l."l!l i Construct {Armo
Fayv, Mrob«
syslerm holds the trap door o the Shiseki Trace-G5
5L S inbec e 1th data waoarrm K K ill: ]
Iri-Marine Exports Securlty Sheal 3 - | |
] Saive &lert
o §] Mrcalae LAasCar y Blaster-)
Step Event 1 Tar Me=-10
(ol = ] e Al |
- onstruct (Expert CUibher L {5hireing
e M ltiple probe IC programs are Kille
Ln T it them tny 0 ralse the securiny Bl A5Te !
Iy when the decker performs an aperation’ lar |
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HOT SPOTS

Irigger slave systemis here are pretty trivial, controlling lights, alr
Step Event conditioning anc other amenities for the physical office where
24 tlaster- 10 (Armor, Shielding) the local bureaucrats operate
Fs Black -8
3 Shiutdown Federal Records Security Sheaf
FEDERAL RECORDS o
H H EI]H J Step Event
0 A display appears noting the appropriate penal

I a decker has a death wish, he might as well use It con ties for unauthorized operations on a govern
structively. Kaid e Ay o the federal offices in Searttle or else Ment syslerm This icon is also 0N -.I:k|.u|.!'.,' wWihen
where can be very profitable—unless you crack black dataspace the decker logs on, and government software

anc eel fried usually calfis the icon back up whenever It “sus

The diagram above lllustrates the typical SeUp o be found pects” that something Is amiss
In almost any UCAS office outside of DeeCee [the systems in the I Probe-5
= A display appears asking for the user to enter his

S5IN, comm code, and other Information so

%ij%t -*;'

that the system can verlfy his authorzation, |f
ienored for more than 10 seconds, this icon
triggers Trace-8 IC, If the decker wants to give
the system False information he has to make a
successiul Control Test, or again, the Trace
starts running. The lcon can be killed, bur

counts as Passive IC for increasing the security

LAl wiven It crashes
25 ACtve Aler |
0 Trap Probe-G (Blaster-7)

37 Federal or local Matrix law enforcement is alert

ed. A government decker arrives In 2D3 turns.
a4 Shutdown

capital are much, much nastler), This is a non-secure system, on Hll':if_ i E[FFH*“,”I[‘;’IHJ'JFL"'Il[hH'w|

hal connects (o the gand, High-securty sites [ke the IRS. FBI and Favdata: 6
Black military systems keep thelr most secret data on machines Faydata Denskty: 2D6 x 15 f
that have no grid connection. The swstems that nesed an ooca Host B handles the dav-to-day office actlvities for the site. A,

siondl chat with the outside world malntain neavily delended welfare office would keep records of recipients, payments, mec

conneCctions T |||r' LT ment III.IT.:

Host A Blue=4/B/I0/49/9/8

MPavdata: 2
Pavdata Density: 206 x 20

ical programs, and so on. A llcensing operation would store
records of permits Issued, citations or viclations, and so on

I a decker Is looking for specific material, rather than ran
dom paydata. this would be the place o 20 lor private files

srored |.i||'|'.':h.'l|.1”'.-"| by o= leveel O ETment wiorkers, IF the (W

Host A represents [ERILT ||.|I.1'-|Zu-.| L | ||||:.-1_i'|r = the Sy SLEm wiants to rife confdential (But no particularly secret) fles—say
that S5IM-holders or public assistance access to collect benefits the service record of a particular cmployee—those records

or where a citizen logs on o renew a license regIster a Conm- wiouldl be on Host B as well. Secure fles connected o the OpeEl

Maint, or otherw|se interact with the feds,. These hoste ot of fer atlan of the office would be on Hose D

MUCH IMmoprovemient on the |.||'1.".I. Al orices used in the [

Matrlx bureaucracies: lor 2 walt cycles, the most |.n:||||'|_|,=_ ICONaE TII_E;RI.‘I
HMpny on e grd, and surly A0 from clerical operators and 5[|:|.'r Evemnt
EX[Ei systems Fl Mrabe- 7
he look and feel of Host A on a standard bureaucrarle netwark | &3 frap Trace-6 (Killer-B)
s plain LUMS, with a particulady stodey quality that might as well | 3 Construct {Armor)
uE ar of government requirement specifications, it's so prevalent Aeid-65

Payclata exists here anly in big, bulky packages—rhe almost Blaster-&

public records concerning business transacted on the host that are 20 Passive Alert
Bound 0 be sorrehiows “||||_=|5_||,- 0 SO ||"|.l- ot the e g | Marker-7

i
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HOT SPOTS

Trigger Step Event
20 Blaster-8 (Armor and Shifting)
34 AcTive Alert: A government decker
arrives in 2D3 turns,
30 Shutdown

Host . Orange or Red=l /14 ,/15/11/16/1B

Host C in this architecture §s a chokepoint that contnols ancess
between the secure Host D, with (s gateway to the govemment
PLTS, and the open systemns connected o the public grid. Mo pay
data, useful slave systems, or other benefits on Host C—just nasty IC,

Highly secure government offices usually make Host C Ked
Instead of Orange, and may be authorized to use deadly horce—
lethal black 1C Secl_lrirg.,-' sheaves for both Urange and Red £on-
figurations appear below

Trigger
Step Eveni
Crange Red
i 3 Probe-B. The con displays a dis
claimer of responsibility for dam-
age to equipment used to gain
unauthorized access. If the sys-
term uses lethal black 1IC, the dis-
Claimer Iincludes a "Use of Deadly
Force Authorized™ display,
s ! lar Baby-8
14 o frap Trace-10 (Killer-8)
(1) 14 Passive Alert
21 1G Expert Construct (Armor. +2
Defense/-£ Oftense)
lrace-8
lar Baby-4
Marker-5
24 18 Cascading Blaster-8
LB 21 Active Alert: Government  decker
alerted, On an Orange host he
arrives In 1D3 turns: on a Red
host, e arrives on the next turn
31 L3 Expert Construct {Armor and
Shielding. +£ Offense/-2
Defense)
Black |1C-8. MNon-lethal on an Orange
host, lethal on a Red host
Acid-G
36 A Cascading Black 1C-7,. Mon-lethal on
an Orange host, lethal on a Red
Pl
39 FAN) Shutdown

Host 0. Green=10/11/18/13/15/14
Faydata: 9 (Paydata Density: 2D6 x 15 Mp)

This one s the treasure chest, In addition to the basic pay.
data, the type of secure data that shadowrunners typically need
in an adventure are stored on Host D, The host also containg the
5AN into the Federal PLTC.




Files such as crime reports Implicating shadowrunners are stored
here, but If they have been online more than a few hours, they will
also have been distributed to high-security databanks (Red-Hard sys-
tems} through the PLTG, Erasing or modifying such records would
involve an extremely dangerous run through the government grid,

I'he Access subsystem is protected by Scramble [C: until the
decker decrypts It, his persona cannot log on to the host. All secure
datafiles are protected by Scramble IC, data bombs, or worms,

Trigger
Step Event
5 rap Probe- 10 (Kitler-11)
9 Party IC
far Pit-4
Killer-10
Marker-6
15 Trap Trace-8 (Sparky- 10)
L0 Passive Alert
24 Prole-1 |
LB Construct (Armor)
Killer-7
Acid-7
Probe-4
33 Active Alert: A government decker |s

dlerted and will arrive in 1D3 turns.
30 Party 1C

Bind-rip=-5

Acid-rip-5

[am-rip-5

Mark-rip-5

43 Cascading Psychotroplc Black [C-9
{Cyberphobia)
48 Shutdown

Hbout Government eckers

he following guldelines for government deckers also apply
to corp deckers, or any decker retained to defend a system. The
gamemaster may design an NPC decker of his own, but may use
the following rules if he needs a quick-and-dirty decker character.

Lovernment deckers may be defined as Inferior, Equal, o
Superior opponents. An Inferior opponent has an MPCP Rating 2
points below that of the player-character decher. A Superior oppo
nent has an MIPCT Rating £ points higher. An Equal opponent has
an MPPCP Rating—and everything else—equal to the player-char-
acter decker's. Similarly, an Inferior opponent has a Response
increase | point lower than the player-character decker's, and a
Superior opponent’s Response Increase is one point higher

Mersona programs for all government deckers are at thelr
maximum, As a decker s total Persona Ratings cannot exceed 3
x MPCP and four programs make up a standard persona, the rat-
ing for each persona program ends up being three-fourths of the
MPLP, rounded down. Government and corp deckers running
without a Masking program have ratings equal to the MPCP for
each persona program

iyt
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All utilities are at maximum value—equal o the MPCP rat
ing. Inferior opponents should rarely, If ever, have utllities with
optlons. Superior opponents should have programs with a little
something special, at the gamemaster’'s discretion. An Equal
opponent s utllitles depend on the player-character decker—Iif
the player character Is loaded for bear, so is his opponent

These NMCs usually carry Armor, Cloalk
On, They may also carry one or more utilities that attack Persona
Ratings, especially if their job includes "softening up” the intrud-

fiack and Lock

er for attacks by IC. Inferior opponents carry no self-repalr pro-

grams, Superior opponents carry Medic and Restore, Equal
opponents match the playver-character decker’s capabilities

O systems where deadly force might reasonably be
expected, any NIMC decker may be armed with black hammer o
killjoy. Government deckers are especially llkely to carry track
prograims, as part of their department’s job Is to enforce Madtrlx
law In the real world as well as on the grid

These deckers use Legitimarte icons on the hosts they
defend, and so IC will not attack them. To attack these oppo
nents. the Intruding decker must use the appropriate target num

ber to hit Legitimate lcons (see Cybercombat, p, 123),




PPEIIDIAX




GOODIS l'II'III S
————

SERUICES

HACKER HOUSE ACCESS

Baseline Bandwidih Price Avallability
10 Mp SO0 4/12 hrs
L0 Mp (=100 4/24 hrs
40 Mp 5 DO &/ A8 hrs

UECK CONSTRUCTION MATERIALS

Tool Price Availability Street Index
Cybernetics Kit |, 500% 5/48 hrs £
Cybernetics Shop | 5,000% 2/72 hrs 3
Lybernetics Facility 100, 000% | 4,7 days 4
Mlicrotronics Kit |, 500¥ 5/48 hrs .
Microtronics Shop | 5,000 2/72 hrs 3
Microtronics Faciliny 300,000 1 d/7 clays L'
Personal Computer LO0¥ per Mp of memaory Alwanys 73
Optical Chip Device Task Street
Encoders Rating Bonus Price Avallabllity Index
Sony Encoder | 0 0 1,200 3/24 his |
Fuchl CCE 500 | (] PN ALY &/24 hrs |
Sony Encoder 11 Fi i i D0y B/ 72 hrs 1.5
Hitachi RM-AX 3 i D 500% 10/7 days ¥
Parts Price
Chips:
Optical Code Chip (OCC) 2O¥ per Mp
Optical Memaony Chip {OMC) 5% per Mp
Cranial QCC 200% per Mp
Cranial OMC 50¥% per Mp
Clroultry:
Processor Logic Clrcultry {PLC) 25¥% x Rating
Data Transpart Clrcuitry (DTC) 1O% x Rating
Cranial PLC 250% x Rating
Cranial DTC 100% x Rating
Component Base Time Target Number Price
Casing:
Baslc {lmpact-1) M A MA Con't worry about [
Level | (Impact-2, Balllstle-1) A M A 500%
Level & (impact-3, Ballistic-2) A A 2,000%
Lewvel 3 (Impact-4, Balllstic-3) A M A 5,000%
Hitcher Jack 48 haurs # of Jacks - | L£50Y
Offfine Storage (OMC) 24 hours i S0% + 5% per Mp
Vidscreen | Z hours 4 | Y




Program Rating
-3
4G
l;l £
104

PERSONAWARE

MPCP
Formula: MPCP< x ([8 x PF] -
I'F Basis: MIPCP

Bad or Evasion

I'F
| OO
L0
SO0
R

195)

Formula: Rating? x ([3 = PF] + 95)

PF Basis: Mrogram Rating

Masking or Sensor

Formula: Rating® x {[2 x PF] «

PF Basis: Program Rating
Memory
Active Memory: Mp x /.5%

Storage Memaony: Mip 5 OF

ASIST Interface

Hot Deck: (MPCP2 x [(PF x 2) + 40]) + (MPCP x 50)
Cool Deck: (MPCPE % |F'I X .rf':}]' i

PF Basis: MPCP
Hardening

(MPLP = £5)

DECH COMPONENT PRICES

ICCM Blofeedback Filter

Formula: (MPCPE x [(PF x 4) + 115]) + 5.000%

P'F Basis: MPCP

17O Speed

GOODS AND
SERUICES

Formula: Speed in MelPS x 30¥

Response Increase

Formula: ([MPCPZ x Response] x [I*F + 80]) + (Response

x 105)
’'F Basis: MPCP

Satlink Imterface

Formula: (MPCP? x [(PF x 2) + 4010 + (MPCP x 35)

PF Basis: M

Satlink Dish

S50-cm portable

| meter portable

3 meter fixed

Lable

lemporary Dish
Electronics
Webbing
Spray (| use)

Formula: (Hardenings x [(PF x 8) + 160] + (Hardening x 70}

PF Basis: Hardening

Cost
BODY
|, 2003
DOOY

O¥/ meter

1LOO0Y
ik
| ¥

PROGRAM PRICES

Program Rating Frice Availability Street Index
-3 Slze x 100 L/ days |
4-0 Slze x 200 4,7 days 1.5
753 Size x 500%¥ 8/ 14 days /
10+ Size x 1 ,000¥ | 6/30 days 3
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REFERENCE
THEBLES

H05 T DESIGN TABLES

To design a typical host, select the desired Security hating and Intrusion Difficulty, then make the appropriate dice rolls to deter
mine the Security Value and Subsystem Ratings. The Paydata Allocation Table provides formulas for determining Paydata Points and data

cdensity of the host. Density may be rolled in advance or when the decker lacates the paycata and Is ready to download |

MNext, make the dice rolls indicated on the appropriate |C

tables to determine the specihc 1L programs triggered by each

HOST RATING TABLE

Intrusion Difficuity Security Value

>ubsystem Ratings

|II_'.-§‘;h:IE'I =L ]

Easy ID3 + 3 ID3 4 7
Averase 103 + & D3+ O IE .":IBI‘E
Harcl 203 4+ 6 IDG + 12
Reactive White IC
iD6 Koll Ic
| -2 Probe
PRYDATA ALLOCATION TRBLE e g
4 far Baby
Security Code Paydata Molnts Data Density
.I‘-Ilr'rf' 106 - | 2D6 x 20 Mp Proactive White IC
Creen 206 - 2 DG x 15 Mp 206 Roll I
Orang 200 £DG.x 10 Mp |=5 Cripplers®
Red FDG + 2 206 % 5 Mp 6-8 Killer
o rap Trace**
SHEAF DESIGN 10 frap Probe**
Mext, design the security sheaf. First, roll 1D6 + 2 and apply t1-12 Construct/Party 1C

the appropriate modifier to produce the first trigger step. Then

repeat the dice roll and add the modified result to the first step

Reactive Gray IC

The result is the second trigger step. Repeat the process to 1DG Roll iC
determine the remalning trigger steps | =L Trap Probe®”
3-5 lrap Trace*"
& Tar Pit
Froactive Gray 1C
Host 2D6 Roll IC
Security Code Modifier 3 Rippers!
Blue +4 68 Blaster
Cireen F3 - [ Sparky
Orange rd | 1=12 Construct/Party IC
|_ Red + |
Black IC
Now determine the events triggered by each frligger step, D6 Roll I
using the Alert Table. Roll 1D6 for each step and add 1 to the roll 24 Psychotropic
result for every trigger step allocated to the current alert level & _7 Lethal
B—10 Mon-Lethal
"LEHI T“HLE 1i-12 Construct/Party IC
“Consult Crippler/Ripper Target Table to determine the
Maodified Roll No Alert Passive Alert  Active Alent Persona Attribute tareeted by the IC.
1=3 Reactive White  Proactive White  Proactive Cray ““Boll on the Trap IC Table to determine the specific
4-5 Mroactive White  Reactive Gray  Proactive White type of trap IC
&7 Heactive Cray Mroactive Ciray Black
g Massive & e Active Alert Shutdown
‘See Host Shutdown, p. 53 i

R
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‘REFERENCE
TABLES

CRIPPLER/ RIPPER TARGET TABLE PHYSICAL RESPONSE T0 TRACE

16 Roll IC Target jackpolnt Target is:
-2 Bod is in Security Public Corporate Megacorp Government
3 Evasion Rating:

4-5 Maskine B or highe 10 +2D6G |15 «2D6 B 1D6 0+ DG

eSO ks [0+ 405 15 + 306 10 4 106 10+ | e

D 20+ 4D6 104+ 2DG S5+ LG oo+ 1D

Fi e 10+ 1D& 5+ D& 5+ 1D

O sibe e fat 2D6G 4+ 2 | s 5 2 DG - 2

TRAPIC

2D6 Roll IC - i
d—0 Blaster = =" e T
Lo CVBERCOMBAT TABLES
1 aparky
12 Black 1C

IC INITIATIVE :

Host Security Code Initiative
Blue DG + IC Rating
Cireen DG+ L Bating
Orange 300+ L kating
Host Securlty Value Red ADG + IC Rating
D6 Roll A or less b | 8-10 11+ : |
-5 i 5 G =2 '
G5 5 ! B 4]
L—11 G L1 ¥ ! I
| 12 ’ X % 12 CYBERCOMBAT TRAGET NUMBERS
|
Host Security Code Intruder Legitimate .
Blue & 3
g ] [ = -
DEFENSE /0PTIONS THBLE sl : : |
Fed 3 i
1D6 Roll Defense 2D6 Roll Option .
2-3 Armor and Shifting 2 Cascading '
4-5 Armor -5 Expert Offense” . .
6 Shifting -8 None % ] ST ;—_.f- Iﬁ
) MNone o Expert Defense” . = VTN T e
B Shieldina iz Cascading .
9-10 RIS : PROGRAM=DESIGN TABLES
[ =12 Armor and Shielding
PROGRAM MULTIPLIERS
‘Roll 106 + 2 to determine the Expert modifie
= Persona Programs Multiplier
MPCH )
with Reallty Filter L&)
Bacd 3
Evasion 3
Masking: F.
SENSOT i
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Lty

analyre

ST
Attack-l
Sitack-M

Attack-5

Attack-D

Browse
Camo
ok
Comm 1k

AT eSS

Crash
Deatuise
Deception
Decrypt
risintect
Evaluate

Hoe
FRllony
Lo k-0mn
P
INHTTOrS
Poison

e acl AT e

telocate

[besrore
Iesirict
lewvesal
e AT
"':.||:1 JI%
sEATE

e [T

“Stearmrol ler

Iracl

wallolare

Black Hammer

RHREFEREINILCE
THEBLES

Iype

Craserational

Lrelensive
Lifrensive
O fenslve
LFfensive
Offensive

Oiffensive

Diperational
Crefensive
Crebensive

(perational

Special

Chperational

Lrperational

Liperational

Liperational

Ciperational

Cinerational

Lifbensive
Ciffensive
Defensive
Defensiwve
L "||':|"|.'|r|-. 1Al
Ottensive

Chzerational

Ciperational

| kit 151vEe
Cifrensive
OFferisive
Chserational
[efensive
'_-.':u'_'l lal

LM hensiv

Ciperational

L bensive

- (|
"'-.|:-| el

LI raliong

Mulitiplier

[

= Ll g
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UTILITIES TRBLE

System Operatons

Analyze IC/lcon/Security,

Locare 1C

Locate Access Nooe/FllesSlave

Retrain, Tap Comcall
Crash Applicationy/Host
Graceful Logoff/Logon

Decrype Access,/File/Slave

CHnsinfect

Locate r'w."-"r"\. lata

Loy

Dovwnloadd/Upload Data

Eclic Flle

Locate Decker/Frame

Command/Edit/Monitor Slave

Dump Log, Valiclate fasscode

Options

Cptimication
Al Bt sensitive, souesze
Al Ut sensitive, sOuesre
Al Bur sensitive, soueere
All But sensitive, sOueeze
Lne-shot.aptimization,

ter &2 ETInE

- shot, OeimEeacion

Oine-shiot, -:3|:-lji||'|i_."4[|:'||

DINAB, one-shot,
aptimization, targeting
One-shot, optimization

targeting
Che-shot, optimization

DINAB, optimization

Area. DINABR. one-shot,

:‘:-|'--;|I'|'|I.'.'|T_I| Ti| '._|.':i'|i‘-'||'|:.'f_

LN AR, one-shol
optimization
Area, DINAB, one-shot,
aptimization, targeting
Area, DINAB, one-shol

.:||-.|:|||||_.'._Ir||'.||_ fargenns

ootmization

Area, DINAB, one-shot

optimizaton, targeting

DINABR. ane-shot

ot s iGN, I:||-\.'I--I|||l.'

ol
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REFERE
THERLEDS

UTILITY DPTIONS

Option Rating Modifier Program Multiplier
Area +Area Rating Rating 1 2 3 4 5 6 I 5 2 10
Chaser +1 i ] I ] 4 5 i | H 5 14
DINAB +DINAB Rating 2 a B 12 & 20 24 28 32 i 0
Lirmit I 3 » 18 27 G 15 54 B3 12 B o
One-5hot Real Size - 75%/Design Size + 508 4 6 32 B 54 B0 95 112 128 143 1 |
Optimization Real Size - 500/ Design Size + 100% 5 25 50 7F 100 125 150 175 200 iI5 IS0 |
Pemetration # [ W 720108 144 18O 216 252 I8 324 360 |
Sensitive Real Size — 75%/Design Size + 504 49 98 {47  19g 24 204 343 3¢ 441 490
SCUeeLe | H G4 128 (92 25 3 384 448 512 576 64D
Stealth +Stealth Rating q 81 162 £43 374 405 486 5467 648 Al9 810
largering P, i 00 200 300 400 S00 &00 FOO  BOO 900 | 060

i 121 242 3563 48B4 05 70 B47 GOnBR 1 .0RD I 20

iz |44 ZRE 43F 876 TI0 Bad 1,008 1,052 1,296 1,440

13 |65 335 507 A7 B4AS 1.014 01, 183 1,352 1,521 1,690

i1 | 367 SHH T84 QRO |, 176 1,378 1,568 1,764 1,560

SYSTEM OPERRTIONS TABLE

Operation Test Licility Action Funcition
Analvre Host Control Analyzee Complex Determine ratings/nature of Host
Analyzre |C Control Analyze Free Identify locared 10
Analyre lcon Control Analyze Free ldentity lcon type
Analyre Security Control Analyze Simple Determine grid/host's Security Rating,
security tally, alert status
Andalyze Subsystem Targeted Subsystem Analyze Simple Identify extraordinary features
of host's subsystem
Control Slave’ Slave Spoot Complex Control remote devices
Crash Application Appropriate Subsystem Crash Complesx Crash application on host
Crash Hosi Control Crash Conrmpalex Shutdown host
Decoy Control Mirrors Complex Creare decoy con
Decrypt Access Access Recrypt Simple Defeat scramble |C
to access gric/host
Decrypt File Files Decrypt Simple Defear scramble IC on hle
Decrypt Slave Slave Decpyat Simple Defear scramble 1€
an Slave subsystem
Disinfect Appropriate Subsystern  Disinfect Lomplex Destroy worm programs
Cowwnload Dhata Files Read Write mimpale Copy file to cyberdeck
Dumip Log Control Valiclare Complex Read host access log
Eclit File Files Read,/ Write Simiple Change datafile
Edit Slave" Slave Spool Complex Modify data sent to/from
remote device
Graceful Logoff AcCcess Deception Complex Exit grid/host wiout dump shock
clear system memaorles
fvaliclate Masscode Control Validate Complex Erase passcode from host's
security talles; trash passcode st
Locare Acoess Mode Index B ge Complex Find LTS code for host
Lacate Deche Index SCANNer Complex Find decker in grid;/host
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REFEREINTCE
THBLES

SYSTEM OPERATIONS TABLE (CONT )

Operation Test

Locate Frams Incles
Locate File Inclex
Locate L [rcles
Locame Pavdata” lricles
Locate Slave Index
Lagon to Host ACCESS
Lagon to LTG AcCcess
Logon to BTG ACCess
fake Comeall® Files

Manltar Slave® Slanve
Mull Crperation Control

Reclirect Datatrail

Retraln
Scan lcon

Control
Acoess

Spedcial

Swap Memony Mone
lap Lomacall Special
Upload Datat Files

Validate Masscode

[_l\.:ll'llll 1|

Monitored operation

tOngoing operation

Interroeation operation

Ic

White IC
Acidd
Bincler
Liata bomls
I
IR

R ETE L]
I"rake

|
(Pt [ale

Exploding

Mealkson

Tar babwy

Gray 1L

Litilley
SCAMMET
Browse
Analyze
Evaluate

Anahyze

Peception
Deception
Deception
Camimlink

Spocd

Deception
Camo
Commmibink
Scanner

o
Commilink
Read/\Wrlte
WValiclate

Action
omplex
Complex
Lomplex
Complex

Complex

Complex
Complex
Complex
Complex

Simple

Complex
Complex
Free

Simple

Simple
Complex
Simple

Complex

INTRUSION COUNTERMEASURES THBLE

Froactive/

Reactive

Proactive
Mroactive
Reactive
Proactive
Proactive
'roactive

Reactive
eactive

REar v

Rt e

Mrosactive

Target

lcon Bod Rating

leam Evasion Rating

lcon ratinas

lcon Sensor Rating

lcon ratings

lcon Masking Rating

Swsrem operations

lcon ratings

Mrotected data

Ligility programs

Function
Locate smart frames/SKs
Find specific datafile
Fincl IC In system
Find salable data on host
Find system addresses
of remoted devices
controlled by Hosi
Access st
Access LTG
Access RTG
Call commcodes controlled
by RTGYPLTG
Read data transmiltted by

remote device o host

Confuse trace |C
Cl'u.ngd.- dechers [0 bancwidth
Determiine specific features

of icon
Load new utility
frace/listen to commilink calls
lransmit data from deck o Matris

Validate false passcode on host

Effeci

Varied damade 10 joon
Vared dama@e (o lcon
Ratinaiv) damage 1o con
Vared damage to icon
Vared damage o 1Con
arked damage to 1Con

Detects unauthorized operations

Varted damage (o con
Destrovs profey ted clata

Crashes utility program

Actd-rip Dieck Bod Rating Varied damage o declk ratings

Bind-rip Mroactive Deck Evasion Rating Varied damage o deck rarings
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Gray

IC

Blaste
Dataworm
Dearthwaorm
lwm-rip
Mark-rip

Sparky

[apeworm
far pit

frace

Black 1C
Lizthial

[ e I [l g PR
R g Ta T aadts
Cylberphabia
|uehis

Mlatelx mania
PCRIC

Proactive )
Reactive
‘roactive
Keactivie
erac v
Proaciive
Presac tive
Proaciive
Heaclive

Reactive

Vrodicrive

W -
Mroactive

I - | oA [ve

Proactive
Moactive
froactive

Froactive

INTRUSION COURTERMEASURES TABLE [CONT ]

Target

NP Bating
MPCP Rating
Deck target numibers
Deck Sensor Rating
Ceck Masking Rating
MPCE Rating

Dievwnlaaded fles
LItility programs-—all copies
Decker

lcon ratings/dechker

lcon ratngs decker

Declker
Declker
Declker

Lrecloey

REFEREINUCE
TABLES

Effect

Varied damage to MPCT

Varied damage o MPCTP

Increases by 4 per worm

Varied damage 1o deck ratings

Varied damage (o deck ratings

Varied damage to MPCE; (10 Ratingiivl
damage 1o declker

Erases data (amount varies)

Corrupts wtilities

Locates decker; reduces target

numbers for proactive 1C by |

Varied Mhysical damage

Varied Mental damage

Induces Matrix/decking phobia
Induces compulsion fo belray
Inspires maniacal rage

Inspires loyalty to wser of iC

Iy
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CYBERDECK RECORD SHEET
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CYBERDECK CONSTRUCTION WORK SHEET

MPCP  currenT Rating DESIRED Rating

SOFTWARE Rating _____ [Complete Soliware on Programming Sheet]
SOFTWARE Rating: MPCP [+ 2 for Realicy Filrer]  Mulddpliern: 8

LOOH TRSH STALL TRSH COOH TASH, MSTALLATION TASH
BASE COMPLETED BASE COMPLETED TIME: MM = 3 TIME: PARCT = 2
TIME TIME MME TIME TEST: COMAPLTER BAR (MPCT TEST: COMPUTER B/R (MPCT
, PARTS: OCCE PROGRAM SIZE PARTS: PLCE MWCPCH2
‘ ‘ MICROTRONICS SHOP DTC 48 MCPC™2
OPFTICAL CHIP ERCODER TOOLS: MICROTROMNCS SHOP
BOD CURRENT Rating — DESIRED Rating SOFTWARE Rating [Complete Softwane on Programming Sheet]
= = 3 SOFTWARE Rating: Bod Multiplier: 3
COOH TASH MSTALL THSH CONH TASH INSTALLATION TASH
RASE COMPLETED BASE COMPLETED TIMAE: BOD = 3 TIME: BEHI » 2
TEST: COMPUTER BAR (BOD) TEST: COMPUTER B/R (BOD
T'“[_ TiME TIME TIME PARTS: OCCE PROGRAM SI7T PARTS: Pl E_:,_ BODA
|
e TOOLS: MICROTROMICS KIT

OPTICAL CHIM ENCODER

[':'-I H!‘.“U “ CURRENT Rating

DESIRED Rating _____  SOFTWARE Rating [Complete Software on Programming Sheet]

= - - SOFTWARE Rﬂlll‘lﬂ: Fvasion Hllll‘lp"f_l’: 3
COOH TASH NSTALL TASH COOH TRSH. INSTALLATION TASH
BASE COMPLETED BASE COMPLETED TIME: EVASION x 3 TIME: EVASION x 2

TEST: COMPLITER BAR (EVASHON TEST: COMPUTER B/R (EVASION)
e T A TeE. PARTS:  (XCC® PROGRAM SIZE AN | OT O ARORAS
| | i ‘ TOOLS: PEESOMNAL COMPUTER mc. o .h.;%, o
MICROTRONICS SHOP wipivirihes
- ! OPTICAL CHIP ENCODER TOOLS: MICROTROMICS KT

MA 5” NG CURRENT Rating

DESIRED Rating SOFTWARE Rating

[Complete Soltware on Frogramming Sheei|

. i i ) SOFTWARE Rating: Masking Multdplies: 2
LUOH TRSH M5 TALL TASH COOH TASH INSTALLATION TASH.
BASE COMPLETED BASE COMPLETED MME:  MASKING = 3 TIME:  MPCP x 7
TEST: COMPLITER B/R IMASKING) TEST: COMPUTER B/R (MASKING)
TIME TIME TIME TIME |
PARTS: OCCD PROGRAM SIZE PARTS: PLCH MASKING2
| ‘ TOOLS: PERSONAL COMPUTER DTC @ Masking 2]
MICROTRONICS SHOP TOOLS:  MICROTRONICS KIT

CHTTICA L CHIP EMCCIDER

SENSOR currint Rating DESIRED Rating SOITWARE Rating

[Complete Saftware on Programming Sheet|

3 _ : y SOFTWARE Rating: Sensor Multiplier: 8
(COOH TASH INSTALL TASH COOH TASH. MSTRLLATION TASK
BASE COMPLETED BASE COMPLETED TIME: SENSOIR x 3 TIME: SEMSOR x 2
TEST: COMPUTER BB (SEMSOR) TEST: COMPUTER B/B (SEMSOR)]
TIME TIME TIME TIME . o iorabpdind S ST: B/R (S R
' mﬁ. :'EI:,!I:("],IJ‘I:IR."T},::.l'.'ljibl. PARTS: PLCE SENSOR 2
| ‘ | ‘ MICROTROMNICS SHOP L AR 1A
OPTICAL CHIP ENCODER TOOLS:  MICROTROMICS KIT
ACTIVE MEMORY CURRENT Rating STORAGE MEMORY CURRENT Rating
DESIRED Rating DESIRED Rating
NSTALL THSK INSTALLATION TASH MSTALL TASH INSTALLATION THSH
BASE COMPLETED TIME: MEMORY SLEES 100 BASE COMPLETED TIME: MAEMONTY 510E/ 100
TIME MK TEST: COMPUTER B/R (SIZE/ 100 TIME TIME TEST: COMPUTER B/R ISIZES 100
B PARTS: 0@ MEMORY 5177 : PARTS: OMCE MEMORY SIZE
PLCE SIZE/D DTCH SIZE10
TOOLS:  MICROTROMECS KIT , TOOLS:  AMICROTRONICS KIT
ASIST N I': I'H'Il-“:[‘: CURRENT Rating . DESIRED Rating ___ SOFTWARE Rating ___ [Complete Software on Programming Sheet|
. - ) ) SOFTWARE Rating: pMPCP Multiplier: 2 (HOT DECK) | {(COOL DECK)
LUOR THSH MSTHLL THSH COOH TASH INSTALLATION TASH-
BASE COMPLETED BASE COMPLETED ::"""-Ifi MPCE = | MME:  MPCP x|
L3 P COMPUTER B/I (MPCTY TEST: COMPUTER B/R (MPCT
g e phiinss TEVRE PARTS: OCCE PROGRAM SIZI PARTS: PLCE MOPCH 2
TOOLS: PERSONAL COMPLTER PLC @ MCPC (CO0L), ASIST
MICROTRONICS SHOP PROCESSOR (1,250

CHTICAL CHIP EMCODER PO S AUCHO TR KIT

£ Copyrght 1985 FASA Corporation. All rights Resered, Permission to Photacopy
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CYBERDECK CONSTRUCTION WORK SHEET

HARDENIMNG currenT Rating DESIRED Rating ____ SOFTWARE Rating____  [Complete Software on Programming Sheet]

SOFTWARE Rating: HARDEMIMG Multiplier; &
¥ . | iy C il .
CODH TRSH INSTALL TASH COOH TASH INSTALLATION TASH.
BASE COMPLETED BASE COMPLETED TIME: MPCPE = HARDEMNIMG TIME: MPCE & MARDE NI

TIME TIME TIME TiME TEST: COMPUTER BYR (HARD. TEST: COMPLTER BB (HARD S
; . PARTS: (OC® PROCRAM SIZE PARTS: PLCE HARDENING®?
‘ | ‘ ‘ TOOLS: PERSOMNAL COMPLITER

DTC i HARDEMIMNG » 2

FAMZRETROMICS SHOP [OOLS:  MICROTRONICS SHOD

CHTTICAL CHI EMNCLLIER

ICCMFILTER current Rating DESIRED Rating SOFTWARE Rating ____ [Complete Software on Frogramming Sheet]

A SOFTWARE Rating: Mrcre Multipliern 4
COOH TASH INSTALL TASH COOH TASH, MSTALLATION TASH:

BASE COMPLETED BASE COMPLETED TIME, MPCF x 2 TIME:  MPCP x 2

TEST: COMPLITER B/R AND TEST: COMPUTER B/R AND

> = PARTS:  OOOHE PROGRAM 5171 : e
TOOLS:  PLRSONAL COMPLTER PARTS:  PLLE& MPCP"Z
MICROTROMIES SHOP DTC & MPCP" 2]

CHTICAL CHIP EMCODER TOOMLS:  MICROTROMKCS SHOP

| /0 SPEED CURRENT Rating

DESIRED Rating

NSTHLL TASK MSTALLATION TASH
BASE COMPLETED TIME: A0 SPEED 100
TIME TEST:  COMPUTER B/R (/O SPEED 100]
; e PARTS:  ILC# |70 SPEDD/20
| DTCE 10 SPEERSID
I | TOOLS: MECROTROMNICS KIT

ﬂESp""SE I"[:HE:“SE CURRENT Rating — DESIRED !ﬂtll‘lﬂ SOFTWARE Rnﬂl‘lﬂ_ |Complete Soffware on Frogramming Sheet|
SOFTWARE Rating: prce Multipller: INCREASE x 2

CODH TRSH INSTALL TASH COOH TASH. NS TALLATION TASK.

BASE COMPLETED BASE COMPLETED TIML: MPCT % INCREASI TIME: MPCP x INCREASE

TIME TIME TIME TIME TEST: COMPUTER B/R [INC. x:2) TEST: COMPUTER B/R (IMC, » 2!

TOOLS: PERSOMAL COMPMUITER
MMICRCTROESCS SHCP
CrmMCAL CTHIF ENCODER

OTC & [MCREASE x 3
TOHS:  MICROTROMICS SHOP

‘ i b PARTS: OCCE PROGRAM SIZE PARTS: [LCE INCREASE x 3

STFIHL 'nH I"] EH Fn I:I:: CURRENT H-i.ﬂl-'lg — DESIRED Eﬂ.ﬂl‘lg S SOFTWARE Ila‘l'ing_ [Complete Software on Programmibng Sheet|
; x SOFTWARE Railng: Mrcr Multiplien 2

LOOH THSH INSTALL TASH COOH TASH. MSTALLATION TASH

BASE COMPLETED RASE COMPLETED TIME: MPCT ® 1 TIME: MPCF % 1

TEST: COMMUTER B/R (PR 1 ; COMAPLITER BAR (MPCTF
Ml TINE — - “OMPUT EST:  COMPLUTER B/R (MPCP)
: ; PARTS:  DCC® PROGRAM SIZ{ PARTS: DLCS MPCP
‘ | ‘ ‘ ‘ TOOLS: PERSONAL COMPUTER bmplyipliedl
MICROTROMICS SHOP Pl 0 i
sttt g oo B0 TOOLS:  MICROTRONICS SHOI

UIDSCREEN HITCHER JACKS
INSTALLED? NUMBER INSTALLED?

BASE TIME: |2 HOURS BASE TIME: 48 HOURS

TEST: COMPUTER B/R {4} TEST: COMPUTER B/R (# |ACKS)
PARTS COST: 100¥ PARTS COST: 250%

OFFLINE STORAGE HITCHER JHCHS
IMPACT

BALLISTIC

BASE TIME: 24 HOURS "'“‘:W T Mu‘;sn-:

TEST: COMPUTER B/R {3) H [
PARTS COST: (50¥ + 5%} per MP : i

MEMORY SIZE

1 Lognyright 1885 FASA Corporation, All nghls Resarsed, Parmesaian fo Phiotocopy
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A

ACCEgs

modifier, 28
rating, 16
Acid cripplers, 41
Acid-rip |C, 43
ACIFS, 16
Actions, 120-21
complex, 121
free, 120-21
non-combat, 121
simple, 121
Active alert, 63
Active men wary, BS
compressor program and, 97
construction, 85
Adrenal conditioners, 49
Alerts, 62-65
Alert table, 159
Algorithms, 34, 35, 56
Analyze host operation, 33
description of, 111
virtual machine and, 35
Analyze icon operation
for data bomb location, 41
description of, 111
Analyze IC operation, 11|
Analyze programs, 96, 127
Analyze security operation,
description of, 111
Andlyze subsystemn operation, 33
clescription of, 111
tor host networks, 36
wiorm detection, 43
Application programs, 68
Area option, 103
AT IO
defense, 50
rating, 145
utility program, 41, 99
Artificial inrelligence, 138-41
ASIST interface, 9, |4, 85
construction, 86
controls, 85
protocols, 134
AS override, B85
tortaises and, 85

upgrades, 84

IMNDE X

Aftack, 121, 123
programs, 40, 98, 130
test, 41
Adtributes
of decker, /O
of otaku, 144, 145
persona, fo-//7
Availability tests, for buying pro
grams, 10/

Average systems, 3

B
Bandwidth, 28, 45
icon, 90
/O speed, B6-87, 90
reassignment, 91
rule, 90
throughput, 77
utility loacls, 91
Barrens, 137
BEMS, 76
Binder cripplers, 41
Bind-rip IC, 43
Bioleedback
filter, 76, 86
responses, 47
Black hammer program, 98
lack IC. 47
in combat, 47-48
lethal, 48-49
nonlethal, 49
psychotropic, 49-50
tables, 64
Blaster IC, 43
Blinder IC, 43
Blue host, 30-31
alert status of, 65
reset of, 65
Bod
attribute, 76
mode, 77
rating, 43, 76
test, 98
Bodstripper, 43
Body resistance test, 48
Booby trap, 41
Bouncers, 32-33
Breadboarding rule, 90

69

URa2.0O

bBrowse programs, 96, 127-28

Buffer systems, 37

C

Camo program, 99
Cascading IC, 51
Channel skill, 144-45
Chaser option, 103
Chips, 83
Chokepoints, 5, 33
Clreuitry, 83
Cloak program, 99
Combat
actions, 1£0-21
attack resolution, 123-24
constructs in, 52
initiation of, 121
initiative, 120
maneuvers, 99-100, 121-23
seCjuence, |20
tables, 160
target numbers, 123, 160
Command sets, 104-5
Commercial conversion rule. 90
Commilink programs, 96, 128
Communications, 121
Complex actions. 121
Complex forms, |45-46
Companents
price table, B9
task descriptions, 83
Compressor program, 97, 104
Computer skill, 76
for cook task, 82
for installation task, 82
programming teams and, 102
Computer test, 82, 98
Condition monitor
medic program and, 99-100
sermi-autonomous Knowbaots,
140-41
table, 124
Console-access jackpoint, 29
Canstruction
dctive memory, 85
ASIST interface, 86
hardening, 86
ICCM Fflter, B6




| /O speed, BY
persond chip, 84-85
response increase, 87-88
satlink interface, 88
storage memaory, B
Constructs, 52, 64
Control rating, 16
Control slave operation, 111
Control test, 35
Cook task, 8.
Cool deck. 85
black IC ancd, 47, 48
LIV host and, 3/
Cope '!.-Hil'lll.], | O S (3
Cranlal components, B3
Cranial cyberdeck, 82
Crash application operation, 111
Crash host operation, 53, 111-12
Crash programs. 96, 128
Crippler IC, 41, 64, 160
¢t deck, 82
Cyberadept, otaku, 147
Cybercombat, See Combat
Cyberdeck. See Deck
Cyberphabia, 49
Cyberterminals, 8
Cj-,-'i_uﬂ'-,-*.-.l,n:_ and I'I..l,L_I\.iHH pool, 19

D
Damage
of attack programs, 98-99
of data bomb, 41
detensive programs and, 99-
100
dump shock, 124
icon, 123-24
IC table, 123
of killer IC, 41
of lethal black IC, 48-49
neurclogical, 49
otaku and, 145
overflow, 48, 449
overioac, 124
permanent, 49
resistance test, 86
Data bormb, 41, 42
Data transmission, 21
Dataworms, 44

Deathworms, 44

Deception program, 90, |48
Deception utility, 35
Deck, 81-82
active memaory, 85
ASIST interface, 85-806
bandwidth, 90-%1
breadboarding, 90
casing, 88
commercial conversions, 90
components, 88-90, |58
construction of, BZ, 15/
cool. See Cool deck
hardening. 83, 80
hot. 5ee Hot deck
ICCM biofeedbacle filter, 86
/O speed, 86-87
master persona control
program, /O, 84
modes, 77, 121
parts, 53
persona programs, 76-77,
B84-85
record sheet, 165
S NSE INCTeAsEe, H.I'I E:EH
satlink interface, 88
shop, Y93
special options, 76
storage memory, 88
tools, 82-83
upgrades, 83-84
worksheet, 166-67
Decker, 14
attributes, |7, 76
initiative, 120
perscna, |7, 76-77
ratings, 17-19
skllls, 76
fasks, J7-78
Decoy frame, 10/
Decoy aperation, | 1.4
Decrypt access operation, 112
Decrypt file operation, 112
Decrypt program, 42, 96
Decrypt slave operation, 112
Deep resonance, 144, 145-48
Default mode, 77
Defenses

[l
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option table, 160
paydata table, G/
Defensive utility programs, 96, 99-
100
Defuse program, Y0
Delay action, 120, 121
Detection factor, 14, 17-18
IC suppression and, 40
sleaze program and, 97
DINAB (decker in a box), 103-6
Direct communications, 121
Disinfect operation, 112
Disinfect program, 96
DML (direct neural interface), 14, 85
Download, 91, 121
Download data operation, 112
Dumb frames, 105, 106-7
DINAB option and, 106
purpose of, 106/
Dump log operation, 112-13

Dump shock, 53, 124

E

Easy systems, 31
Edit file operation

application programs anc, 68

description of, 113-14
Ecit slave operation, 114
Encephalon implants, 19
Encoders

oprical-chip, 82, 83

task bonus and, 83
Entry points, 28, 33-34
Etiquette skill, 76
Evade-detection maneuver, |44
Evaluate program, 97
tvasion, %

attribute, 76

mode, /7

rating

restrict program and, 99

Fippers, 43

&5y

cloak program and, 949

track program and, 97
Event trigger, 1Q7
Lxpert IC, 54
Exploding |C, 42
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¥

Facility, tool, 8.2
Flles rating. 16
Firmware chips, 82
Flypaper IC, 43
Frame, 105

core, 105-6

dumb, 105, 106-7

loading, 106

program, 146

running, 106

smart, 105, 107
Free actions, 120-21

Front-end program, 14

G

Gluefoot IC, 43

Gouger IC, 43

Graceful logoff operation
description of, 114
for trace IC, 45-46

Gray IC, 43-45
otaku and, 146
tables, 63-64

Creen host, 31
dlert status of, 65
reset of, 65

Grid, 12, 14, 26
connections, 14-15
l[ackpoints, 28-29
local, 28
regional, 26-37
security tally, 29
system operations on, 29-30

H

Hacking pool, 18-19
Hardening, 86

construction, 86

deck, B3

rating, 83, 145
Hard systems. 31
Hardware concentration, /6. 78
High-security systems, trigger steps
of, 62
Hog program, 98
Host, 12, 14, 30

alert status of, G4

application program, 68
blue, 30-21, 65
connections, 14-15
design tables, 159-64
function of, 65-68
green, 31, 65
intrusion difficulty, 31
native, 140
networks, 36

orange, 31, 65
passcodes, 35-36
paydata, 65-67

rating table, 159

red, 31, 65

reset of, 65
shutdown, 53

slave system, 68
security codes, 30-31
system operation tricks, 32-35
system ratings, 31-3.2
ultraviolet, 36-37

Host-host access configuration, |5

Hot deck, 37, 85
Hunt cycle, of trace IC, 45

I

lcon, 8, 14, 134

bandwidth, 91

reassignment, 91
rule, 90

condition monitor, 124

damage, 123-24

operation suspension, 91

otaku, 145
lconography, 84
lllegal-access jackpoint, 29
Implant specialization, 82
Index rating, 16
Initiative, 120

decker, 120

IC, 120, 160

and physical world, 120
Installation task, 82
Intelligence test, 49
Interface

ASIST, B5-86

controls, B85

neural, 14, 85

I

UR. D

satlink, B&

switching, 85

tech specialization, 78
Interrogations, 110
II'I|I|.I'_-\.iI'_'I-|'. COUNIer-Counier measures
(ICCM), B4, Bo
Intrusion countermeasures (JC), 38
black, 47-50
cascading, 51
constructs, 52
cefensive options, 50
destruction of, 40
expert, 542
gray, 43-45
host shutdown, 53
initiative, 120, 160
location of, 40
party, 52-53
proactive, 40
program
trigger steps, 63-05
random operation, 63-65
ratings, 40, 160
reactive, 40
suppression of. 40
table. 159, 163-64
damage, 123
defenses, 64
options, 64
ratings, 64
targeting bonus, 46
trace, 40, 45-47
trap, 50-51
white, 40-43
unsuppress, 121
Intrusion difficulty, 31
Invalidate passcode operation, 114
/O bandwidth, 90-91
/O speed, 82, B6-87

!

lackpoint, 14, 28-29
on site, 47
cystem operation from, 29
types of, 29

jJammer cripplers, 41

Jam-rip IC, 43

Judas effect, 49




K

Karma
otaku and, 140
SOTA tactor and, 8
Killer 1C, 41

Killer prosram, *

'||Ir
Killjoy program, 98

Kit. tool. 82

L
L ANs (local area networks), 15
Legal-access jackpoint, 29
Lethal bDlack 1L, 4&5-44
Lifestyle, SOTA and, 78
Limit option, 104
Linked passcode, 35
Loading rating, 106
Local telecommunication grid (LTG)
15, 2B
entry points, 33
security tally, 29
system operation on, 30
system rating ol 46
Locate access node operation, 33,
114
Locate decker operation, |14
Locare file operation, 115
Locate frame operation, 114-15
Locate IC operation, 40, 115
Locate paydata operation, 66, 115
Locate slave operation
description of, 115
for security controls, 68
Location cycle, of trace IC, 45
Lock-on program, 99
Logon to host operation, 29-30, 33
description of, 116
for host necworks, 36
passcodes and, 35
Lagon to LTG operation, 30, 116
Logon to RTG operation. 30, 116
Low-security systems, trigger steps

ol ':'13"

M
Maintenance costs, /8

Make comcall operation, | 16

Wapping, sculpted systems, 6Y
10-713
Marker cripplers, 41
Park-rip IC, 43
Masking,
aturibute, 76-77
mode, /7
rafing
reveal program and, 99
rippers. 43
Master persona control (MPCP).
8-9, 76
construction, 84
iconography, 84
price table, 120
rating, 17, 76
response increase and, 87
semi-autonomous knowbots,
| 40-41
reality Alters, 84
SOTA factor and, 78
test, sculpted systems and, 69
upgrades, B4
worm infection of, 44
Math SPU. 19
iatrx
maniac [C, 49-50
programming specialization, 78
signature, 70
MWiedic
program, 99-100
target numbers table, 99, 100
Memorny
active, 85
storage, 88
Mental attributes, 756
Message, buffer, 121
Metaphors, 68-69, 126
Microtronic tools, 82
Mirror program, 97
Modes, deck, 77
Monitored operations, 110
Monitor slave operation. 1 16-17
Multlple improvements rule, 19
Multiple targets. 103
Multiplexing, ©1
Murmmy 1C, 43

(e
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Mative host, 140
Metwork, 36

files, 36

nodes, 36
Meural implantation, 3%
MNeurological damage, 49
Mo-alert status, 62
Modes, 67
Mon-combat actions, 1Z1
Mon-lethal black IC, 49
Mull operation, 117

O
Object code. 96
Object format, 96
Offensive utility programs, 96, 98-
09, 130-31
One-shot option, 104
Ongeoing operations, 110
Open-access configuration, 15
Operational utility programs, 96-97,
| £ 7=259
Optical-code chips (OCCs)
encoders, 82, 83
programming of, 83
Options
optimization, 104, 105
utiilty, 10.2-4
Orange host, 31
alert status of, G5
reset of, Go
Otaku, 142-44
armor, 145
attributes, 144, 145
behavior patterns, |44
bullding, 144-45
complex forms and, |145-406
cyberadept, 147
damage and, 146
deep resonance, |44, | 45-48
hardening, 145
living persona of, 145
mystery of, 147-48
playing. 146-47
programming days, 145
resources, 145

response, 145
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fole of, 144
skills, 144-45

technoshaman, 147

r
Paine IC, 43
Parry-attack maneuver, 122
Parts, 83
Marty IC. 52-53, 64
Passcode, 9-11, 35
authorization, 33-36
format, 35
superuser, 36
supervisor, 36
Passive alert, 62-G3
Masskey. 35
Paydata, 65-66
dllocation table, 159
detenses, 0O-0/
excessive rewards, 67
fencine, 67
nature of, 67
points, GO
‘eeler IC, 43
Penetration option, 104
fersona. 8, 14, 76
chip construction, 84-85
of otaku, 145
program, 14, 17

descriptions of, 76-77, B4-85

S0OTA factor and, 78

software, 126-27

siites, 127
Phobia penalty, 49
Positlon-attack maneuver, |22
Moison |C, 42
Maoison program, 98, 130-3]
Positive-conditioning psychotropic
IC {MCPIC), 50
Private grid access configuration, 15
Mrivate local telecommunication
gricl {(PLTG), 15

entny points, 28

regulation of, 28

security tally, 29

system operation on, 30

system rating of, 28
I'roactive intrusion countermea-
sures, 40

location of, 40
slow program and, 99
tables, 63-64
types of, 41-42, 47-50
Prabe IC, 42
Probe program, 57
Pragram
buying of, 107
command sets, 104-5
cost, 103
cdesign tables, 160-64
frames, 105-7, 146
multipliers, 160
abject code, 96
options, 102-4
prices, 107, 158
101

self-compressed, 104

5=

ratings

size, 101
actual, 103
design, 103
options and, 103
table, 162
source code, 96
unload, 121
upgrades, 83, 107
utility, 96-100, 127-31
worksheet, 168
Program factor (PF), B9
'rogramiming
base time, 100-101
languages, 96
otaku and, 145
shop, 101
suite, 102
task, 107
task period, 101
teams, 102
tools, 101-2
P"b-"."l.-h-l']“l'frfil:_ iIIEIL.I‘_‘-.Ii_'III COUNTETmes
sures, 49-50, 58-50
conditioning effects, 59
implantation, 59

positive, 50

R
Reaction rating, 145
Feactive Intrusion countermeasures, 40
data bomb. 41

13
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lcation o 440

probes, 4.2

scramble, 42

siow program and, 99

tables, G3-54

tar babwy, 4.2-43

tar pit, 43

wWOorms, 43-45
Read/write program, 97, 128
Reality flters

MPCP, 84

sculpted systems and, 69, 72
Red host, 31

dlert status of, G5

reset of, 65
Redirect datatrall operation, 117
Feduced enforcement areas, 137
Regional telecommunication gricl
(RTG)

entry points, 33

security tally, 29

system operation on, 30

system ratings

Morth American, 26
overseas, 27

Relocate program, 97, 128
Relocate utility, 46
Remote devices, 29

control slave operation and, 118

slave subsystem for, 68
Resistance test

ICCM filter and, B6G

tor lethal black IC, 48
Response increase, 76, 87

construction, 87-88

reality fiter and, 84

upgraces, &4
Restore program, 100
Restrict program, 99
Feticular-activation system averride
(RAS), B5
Retrain operation

|,||:_"*-u|_ll:"-:|4'll'| ot 117

/O bandwidth change, 91
Heveal program, 99

Rippers, 43, 64, 160




Salvage, 84
LSatellite
clish, 85
links, 30
uplink jackpoint, 29
Satlink interface, 30, 88
construction, B8
dish prices table, 88
Scan lcon operation, 117
Scanner program, 97, 129,
Scramble IC, 42
Screamer IC, 43
Sculpted systems, 68, 70-73
design of, 69
effects of, 69
lcon program stability, /6
mapping, 69
metaphor cholce tor, 68-69
reality filters and, 69, /.2
Secret passages, 33
Security
assets, 47
chokepoint design, |15
coce, |D
hosts, 30-31
trigger steps and, G4
rating. 16
sheaf, 62
alerts, 62-63
IC pPrograms G-0%
table, 64
trigger steps, G4
tally, 19
arid, 29
host shutdown threshold, 53
virtual machines and, 35
value, 16
Seml-autonomous knowbots (SKs),
| 40-4 1
native hosts and, 140
ratings, 140-41
response, 141
running, 141
utility pool, 141
Sensitive option, 104
Sensor, B
ateribute, J7

mocde, 77

rating, 43
test
bouncers, 33
host shutdown and, 53
Server program, 14
Sheaf, design. 159-60
Shield defense, 50
Shield program, 100
Shift defense, 50
Shop
programming, 101
tool, 82
Signature code, 8, 9, | |
Simple actions, 121
Simsense overload. 124
Situation modihers, system test
anc, 19
Sizzler IC, 43
Skills
decker, 76
otaku, 144-45
Skulk option, 104
Slave
rating, 10
subsystem, 68
factories/labs, 68
security remotes, 68
test, 33
Sleaze program, 97, 129
Slow program, 99
Smart frame. 105, 10/
DINAB option and, 106
Initlative, 106, 120
Sniper program, | 30
Software
concentration, 76, 78
task, B2, 83
Source program, 96
Sparky IC, 43
Special utility programs, 96, 9/-D8
| 26
Spoof program, 97
Sprites, 146
Squeeze option, 104, 105
State-of-the-art (SO1A)
factor, 78
lifestyle and, /&8

It
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malntenance costs, 78
ataku and, |45
table, /8
Steamroller program 00
Stick 1C, 43
Storage memaory, 88
Subsystem
rating, 16, 3.4
test, 104-5
Success test, for tasks, 77
Suite, programming, |02
Swap memory operation
description of, 117 18
DIMAB and, 103-4
hog wvirus and, 98
one-shoft option and 104
speed of, 91
for storage memory, =28
tor tar pit, 43
Switchers, 15
‘_-,'.:-r-':.l:q-:l] access nodes (SAMNs), 62
System-aware-signature-suppres
sion chips (SAS5ys), 9
System log, 11 3
System operations, 14, 108-10

=

lescriptions, | 10-15
n arid, 29-30

L ] E
hosts, 32-35

=

interrogations, 110
monitored, 110
ongoing, 110
table, 162-G3

System rating, 1O
hosts
assigned values, 3.
randormn generation, 31-32
variable subsystem ratings, 32
2rict
LTG, 28
PLTG, 28
BTG, 206-47
virtual machine, 34

Svstemn test, 16, 110
data bomb, 41
operatonal utility programs
ancl, 96-97
systemn operation and, 14
for task performance, 1%

on virtual machine, 34, 35




T
lag I, 43
Tallv-acceleration bonus. 46
Tap commcall operation, 113
Tapeworms, 44
Tar baby program, 42-43, 57
Tar [T, 99
Targeting option, 104
Tar pit, 43
Task
bonus, Jf
encoders and, 83
otaku, |46
tools and, BZ2-83
completion of, 77-78
decker, 77-78
descriptions, 82
health and, 77-78
perod, 101, 107
learmns, programming, 102
Technoshaman, otaku, 147
Teleporting SANs, 34
Threat ratings, 54
Throughput, 7/
Nered access configuration, 15
lools, 82
facilities, B2
kit, 82
price table, 83
programming, 101 -2
chops, 82
suites, 101
task bonus, B4-83
unit table, B3
lortoises, 37, 85
Irace factor, 28, 45
camo program anc, 949
race IC., 45
defeat of, 45-46
effects of, 46-47
hunt ovcle, 45
location cycle, 45
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|.¢|.li||g:-'- and. 103
rule, 40, 102-4
Litility pool, 141
Litility programs, 906
active memory and, 85
defensive, 99-100
description of, 127-31
offensive, ©8-90 | 30-31
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