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arget: Matrix features the sites, grids, hosts and unique personalities of the electronic virtual world known in

Shadowrun as the Matrix. The Matrix is more than just bits and bytes of information:; it is a social arena stocked with

games, virtual meeting places and other forms of entertainment that are “more real than the real world"—or so the

ads claim. It is also a deadly place full of counter-intrusion programs, Matrix gangs, grids that seem to be created to
trap and kill intruding deckers and strange anomalies that get stranger and more numerous with each passing moment.

Target: Matrix walks players though these locations by presenting the information in a series of electronic documents
compiled and posted by Captain Chaos, the sysop of the vast Shadowland archive—the number one source for shad-
owrunners to get the info they need to survive in the world of Shadowrun. The documents are written by various run-
ners, each with their own prejudices and points of view, and marked up with a running commentary by other runners,
each adding to, revising or contradicting the author. These pieces of black information, or shadowtalk, add innuendos,
allegations, opinions, misconceptions, misinformation, lies and sometimes even the truth to the information presented.
It is left up to the gamemaster to determine which facts are correct and which are just filling.

Target: Matrix opens with Grids, the massive networks that are the first link to the virtual world. Grids from corps,
organizations and government agencies are covered, including what's left of the Chicago grid after the Bug City events.

The book then moves on to Data Havens, the giant clearinghouses of information that are crucial to shadowrunners
and the underground shadow culture. This chapter details an assortment of data havens, their philosophical bent and their
reasons for existing. Special attention is focused on the granddaddy of them all—the Denver Nexus and its Shadow Matrix.

The home to the busiest net on the grid is Seattle, so a little tour of Virtual Seattle gives us the scoop. From the Mitsuhama
Pagoda and the Aztechnology Pyramid in the downtown local grid to Ares, Cross or Shiawase in the less-used neighborhood
grids, everything that's important to the Seattle grid is in one place including the remains of the Renraku system.

Hosts, like Grids, covers some unique and important places to go while on the grid. From the decker's best
friend—Hacker House—to the game parlors and virtual sex shops, these hosts are the stopping points of interest to
anyone on the Matrix.

Personas and Organizations describe the deckers and users of the Matrix, from those that work the shadows to those
working for the corps. The Open Forum that follows is a download of the weird, scary and indescribable things that may
inhabit the Matrix.

The Game Information chapter gives rules for using all of the sections described in the book as well as adventure
hooks using the Matrix as a prime “character” in your games.

Target: Matrix requires Shadowrun Third Edition (SR3) and the revised Shadowrun Companion (SRComp), as well as
the advanced Matrix rules found in Matrix.
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o some people, the Matrix is just a place to play games, shop for new toys, gawk at the

computer graphics or maybe handle a business conference call. To this mindset, the Matrix

is a place of business and play, but still completely secondary to the real world. To many of

us, however, the Matrix is much more than a virtual realm. In fact, it's almost like a second
home—or perhaps even our primary one. People live, work, love and die in the Matrix, and it
doesn’t get much more real than that.

Considering how much of my life | spend jacked in, I'm surprised | never thought to put
together a file compilation like this before. When | assembled other Target e-books, my goal was
to open up areas of the world that many shadowrunners knew almost nothing about. In my
experience, foreign locales may be out of sight and mind but they still have thriving shadow
communities, and events there may cause ripples that runners on the other side of the world
may feel. You never know where your next op may send you, so it's useful to have accessible
file collections so you can quickly learn what to expect. It may save your life.

Given that the Matrix spans the globe, there are more elements of it to describe than could
possibly fit into a single Target file collection. There are hundreds of distinctive grids crossing the
globe, and easily thousands, if not millions, of individual hosts. And then there would still be other
aspects to cover—personalities, groups and gangs and all of the oddities. If | assembled data
on twenty different cities around the world, | could easily compile a similar amount of data just
in regards fo the Matrix spaces that shadow those cities. So as | dug up information and solicit-
ed files for this e-book, | focused mainly on examples, to give the reader an idea of what such
things are like. | also covered the unusual features that stuck out from the norm.

The purpose of this collection is to acquaint the reader with the Matrix at large, to give a
feel for the sorts of things that can be found lurking in the electron depths. | asked a lot of dif-
ferent sources fo dump a download to include in here, so the opinions are thick and varied.
Despite the range of material, however, this e-book is by no means complete. There are more
things in the Matrix than you or | will ever know, and that may be for the best.
© Captain Chaos

Transmitted: 1 August 2061 at 08:47:37 (EST)
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rids are the open realms of the Matrix, the self-contained planes of existence that users like
you and | fraverse to reach our destinations. Each grid is like a nation or state, home to
hundreds or thousands of host cities. Each is a macrocosmic entity, with its own culture,
unique denizens, excifing locales, atfractions and dangers.

In many ways, Matrix users have become so accustomed to skating through gridspace
that we no longer even see it. We forget that behind each grid (regional, local or private) lies
a corporation or similar entity that operates it and provides the hardwired backbone—and as
we all know, corps have agendas. This fact may be concealed on public grids, but private grids
often take you inside a corporation’s inner workings. Venture there, and you may quickly learn
that the grid’s corporate owner has an agenda quite different than yours.

Aside from the contents of various hosts, many grids have nothing that distinguishes them
from other grids. They have roughly the same security, roughly the same features, and often use
similar iconography.

However, a few grids stand out from the crowd. These grids differentiate themselves by their
histories, structures, iconographies or special hosts they contain. Many of these grids are of spe-
cial interest to deckers and other shadowrunners, usually because their content makes a poten-
tially lucrative target.

The following pieces describe a small selection of notable grids—grids that are in some way
special, unigue or otherwise important to the criminal underclass. Some of these pieces | solicited
from deckers who know the teritory: others | happened across and decided to include. As always,
I make no claims regarding the accuracy or fruth of these accounts. I've verified what | can, but |
only have so much time, and change occurs rapidly. So use the information at your own risk.
© Captain Chaos

Transmitted: 1 August 2061 at 08:52:12 (EST)
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ANGEL SATELLITE CONSTELLATION

Security Code: Orange-Easy
by Orbital Bandit

Anyone who skates the electron stream knows that satel-
lite constellations can be the hardest nuts to crack—worse than
most PLTGs, in fact. But anyone who's actually dug around in a
satcon knows that they can be way mcre interesting, both visu-
ally and resource-wise,

If you keep tabs on such things, you might've noticed that
the Angel Satellite Constellation went through some major
changes in the past year. The number of birdies in this particu-
lar satcon has more than tripled, and its data traffic has leaped
exponentially. So who's been flooding our spacelanes with hi-
tech gizmos, you ask? Why. none other than Yamatetsu.

Angel SatCon used to be an independent sat grid, running
a bit behind the times in tech and service levels. Yamatetsu
bought out Angel at the same time it was relocating its digs to
Mother Russia and immediately began to sink cred into the
project. Thanks to a sweet deal with the Red bigwigs,
Yamatetsu also took the Svobodniy Cosmodrome under its
wing. Before you could say Buttercup, Yamatetsu was launch-
ing new sats into the sky like no one’s business.

© Yamatetsu also leases some of its satellite services to the
Russian government.
© Red Wraith

The sweet thing about Angel SatCon is that it's actually
several satcons rolled into one. Most of the satcons that you
dirtside deckers like to hack are all comsats, specifically intend-
ed for communications only. But there's a lot of other birdies
floating in the sky, too: weathersats, GPS sats, surveillance sats
and research sats. Some of these cruise around the Earth in dif-
ferent orbital patterns, but it's not to hard too commlink them
together, especially when you have space platforms such as
Shibanokuiji to act as relay nodes. In fact, Yamatetsu links all of
their sats together under the Angel SatCon umbrella, no mat-
ter the sat’s purpose.

ACCESSING

Uplinking to the Angel SatCon isn't as difficult as most.
Locating one of its numerous birdies cluttering the sky is easy
enough, and the security’s not too tough. Unlike most satcons,
the Angel SANs aren’t protected by scramble IC, so you don't
necessarily need to decrypt to get in. The imagery used within is
standard sat iconography—your persona appears within a satel-
lite, almost as if it was hollow. Big windows look out on the Earth,
the Moon, space or some other interesting cosmological feature.
In fact, the window views are feeds from cameras located on var-
ious sats. Note that the tridfeeds are not always live—Yamatetsu
occasionally loops footage or replays interesting shots.

“Once onboard, you have the opportunity to open a SAN
leading into any of the dirtside RTGs. Most will also allow you
to downlink into some of Yamatetsu's PLTGs. You can also find
linkups to some of the orbital factories and platforms, but don't
expect access to be easy. From those, you can sometimes find
a link to the few lunar bases.

[ ] Target: Matrix

You also have the option of digging directly into the host
controlling a particular satellite. Each sat within the constella-
tion carries a host (or set of hosts) that controls its functions.
Not all of these hosts are linked to the satcon grid at all times—
a host may be protected by timed or triggered SANs, depend-
ing on how valuable Yamatetsu thinks it is. The security on
these buggers is colder than a walk in space with a spacesuit—
and only slightly less dangerous. Each and every one is also
protected by a solid piece of scramble IC, so deck quietly and
carry a big decrypt utility.

If you get in, though, you'll be set to have some fun. The
options at your disposal will depend on what sort of birdie
you're riding in. Here's a rundown of a few sats you're likely to
find yourself in:

Comsats

Angel comsats appear as retrograde telephone operator's
consoles, complete with plug-in wires and old-school monitors
and keyboards. These birdies manage all kinds of cellular and
Matrix traffic, so they can be used to tap and trace comcalls,
intercept data and so on. Comsats are the most numerous sats
in the constellation by far.

Weathersats

Weathersats are loaded down with instruments. If you
crack one of these hosts, you can get shots of cloud formations,
readings for temperature, moisture and solar radiation in the
atmosphere and so on. You can also doctor this information
before it gets beamed back down to Earth, though the doc-
tored data won't correspond with data from other weathersats.
Angel weathersats also monitor underwater currents and con-
ditions near submerged Yamatetsu sites. They also carry gear
that can be used to track and communicate with naval craft and
aircraft for rescue operations.

Surveillance Sats

These birdies are fun. Want to get a close-up high-res shot
of the streets around your squat or a nearby rooftop? Want to
track a car through downtown streets from orbit? This is the
place to be.

Surveillance sats carry high-resolution vid and trid cameras
that can be controlled through the host. You can also get
infrared/thermo pics. Yamatetsu also likes to eavesdrop on
radio communications, so these birdies carry gear for inter-
cepting, decoding and locating radio signals. Most of the time
Yamatetsu has these trained on its competition, of course.

Be warned—Angel SatCon surveillance sats are glaciers,
benchmarking at Red-8 and higher.

® Cloud cover and other weather conditions can severely
hamper sat survelllance.
© Don’t Look Up

Research Sats

Yamatetsu's research sats use satellite imaging to deter-
mine an area’s chemical composition. plant cover, water levels
and other data useful for mining, farming or fishing. Some



research sats are trained to look away from the Earth, zeroing
in on sunspot and solar-flare activity, tracking meteors, space-
craft and spacejunk or gathering data on potentially exploitable
sites, such as Luna or Mars.

© Yamatetsu's got at least two of their sats focused on Halley's
Comet. As far as | can tell, neither has picked up evidence of
comet-riding dragons, dlien pods or materializing space spir-
its—yet.
© Bung

General Sat Controls

Satellites carry all sorts of electronics and gear that can be
manipulated and controlled through their hosts. The exact gear
depends on the sat, but typical payloads include antennas,
transponders, telescopes, digital cameras, radar and other sen-
sors and communication toys. From the host, you can also play
with the sat’s solar energy panels, power supplies and propul-
sion systems. In most cases, the critical systems are isolated on
a sub-tier host that's even nastier than the main host. (Corps
don't like to pay millions of nuyen to launch their toy into orbit,
only to have some malicious decker spin it out of its orbital
plane or lock its sensors on some wandering space rock.)

CHICAGO NOOSE NET

Security Code: Orange-Easy
by Hanged Man
Before | go into technicalities, let me give you some back-
ground. The same year the Crash Virus took down the world-
wide telecom grid, an Alamos 20K bomb took down the Sears
Tower—and half of downtown Chicago with it. Rather than
attempt to clear out the financial center and rebuild it, the city
and corps decided to just start a new financial center a few
clicks south and west. The wrecked downtown area, once
called the Loop, was left to the squatters. It quickly became a
wretched hive of scum and villainy, now called the Noose.
When the Matrix was being rebuilt following the Crash, the
telecom corps had no incentive to wire the Noose with upgrad-
ed technology. After all, squatters aren’t known for paying their
utility bills on time. So in the early days of the Noose, Matrix cov-
erage was patchy at best, and in many places relied on leftover
grid connections or wireless links to networks outside the Noose.
As the Noose attracted more shadowrunners and criminal
types, this situation began to change. These folks needed
working jackpoints to deck from or otherwise do business
from. There was a lot of old hardware lying around the Noose,
and various hackers and syndicate techies began salvaging
gear and putting it to use. A few of the old private networks
buried under the Noose were also dug up. rebooted and
upgraded to current Matrix standards. The few Noose areas
that did have Matrix links spawned networks of parasitical
hosts, which connected to other hosts, re-wiring the ‘hood.
When the bugs burst out across the city in ‘55, the Noose
was hive central. The government’s Containment Zone walled
in a fair chunk of the city surrounding the Noose, including
parts of the new downtown Core. The feds also physically cut
the Matrix relay nodes leading in and out of the surrounding

LTGs and dropped viruses into the systems to finish 'em off.
Those of us caught inside the CZ were left to rot.

The years that followed were a struggle for survival, but it
was also the time that scruffy hackers like me came™to shine.
There was a strong sentiment to get some sort of network back
online, to share data on the bugs and help each other get by.
We started scavenging all the hardware that we could lay our
mitts on and cobbled other parts together the best we could.
Lucky for us, most of the bugs and looters weren't really inter-
ested in consoles, routers, trunks and beamcom interfaces.

It took some doing, but we managed to wire together the
remaining operational networks in the Noose with isolated
elements of the surrounding LTGs. We even patched together
a grid emulator from some gear we found hidden away in the
basement of an old MCT compound. About six months after
the wall went up, we had a more or less stable grid put
together, though it was small. Only a few hosts were main-
tained at the beginning, the most popular of which was
System 05, the local shadow node. Gradually, we were able to
hook more systems in. We had a few minor problems with
some of the warlords who tried to claim the grid as their own,
but after we hooked up Catherine the Terrible with a primo
service deal, she declared the grid techies off-limits and
backed up her proclamation with force.

© The first slag who messed with a techie group after
Catherine's proclamation was strung up from a lamppost with
fiber-optic cable. That’s when the gridtech crew got the nick-
name “"Lynch Mob.”

© Bytesize

© There's more to the story than a group of dedicated geeks
and a psychotic woman's backing. | know a group of chicks
who went out of their way to assist the project and then made
ample use of it to track down the bugs. They liked to hunt their
own kind, if you know what | mean.

© Raid Array

© Get real. Mantid spirits don’t have the techno savvy to know
a mass opfical storage unit from a trunk interchange, or the
foresight to plan that sort of thing. The Lynch Mob's real backer
was Jason Two Spirits. Who else had the foresight to store up the
software and hardware that was necessary?

© Anna Log

Naturally, when the wall went down, we wasted no time
reconnecting the Noose Net grid back to the Matrix. None of
the SANs are official, of course, so you've got to know where
to look to find your way in.

THE INNER WORKINGS

To a decker, Noose Net is both a dream and a nightmare.
Like other grids, Noose Net is powered by the combined pro-
cessing capability of a small army of computers. This distributed
hardware is hidden around the Containment Zone, maintained
and guarded by multiple paranoid administrators. As much as

Target: Matrix g




we cooperate to keep the grid online, we also keep many
secrets from each other. This means the grid is permanently in
a state of flux. System ratings may fluctuate, security triggers are
randomized, and not even | can guess what sort of IC may show
up. System sculpture is a menagerie of designs and leftover
icons; you're as likely to see UMS or Fuchi icons as you are to
see images from Renraku's new Buddha™ icon library.

The same haphazardness applies to most of the hosts
you'll find on Noose Net. You'll find hosts running on tech so
old that you're lucky to get sim biofeedback (much less sim),
right next to a hot sculpted system recently scammed from
Megacorp X. Most of the hosts are private and are oriented
toward data storage for warlords, shadowrunners or the
Mafia. Of note is the virtual presence for the Sanctum, an
archive and discussion board of tactics and info useful in
fighting the bugs. The Sanctum’s a good place to hook up
with hardcase bug hunters on neutral turf. It's also a good
example of how these hosts tend to be a hash of old and
new code—the Sanctum’s still running the sculpting for the
Field Museum of Natural History, but the virtual exhibits are
significantly altered.

© A lot of salvaged hardware came with hot corporate data
that went out of date during the CZ years—and some of that
data is still buried on the host. For example, the folks who
grabbed machines from Dream Park and the Truman Tech
Tower have set them up as sim-parlors to sell wet records, edit-
ed BTL and normal Simsense files and even some aging skillsoft
sourcecode at close-out prices.

© Grid Reaper

© Noose Net's not a legal. authorized grid, so there's no guar-
antee that the commcode of someone within Noose Net's
coverage area is going to be reachable by someone from
outside the grid. The Lynch Mob's done a decent job of hack-
ing the proper relay nodes and datatrail redirection, but it's
still a sketchy prospect.

© FastJack

We saw no reason to keep track of jackpoint registrations
when we patched this grid together, so in most cases the
physical location of a Noose Net jackpoint can't be deter-
mined. Even if the jackpoint has an ID number, the grid’s not
designed to acknowledge it. Some hosts do keep track of the
jackpoints that access them, though, so they can be tracked
from within that host.

© Wireless links are pretty common in the Noose Net, and sev-
eral shadow operations sell cellular service to CZ residents.
© Wirehead

I'd be an idiot to think anyone’s gonna take my essay at
face value and not poke around on their own, but please be
careful, for your own sake. In the Noose, idiocy is a capital
offense. Treat it as you would any visit to Bug City, capeesh?

lu T&rger. Matrix —‘ ..............................................................

©® How come no one has mentioned all of the otaku you see
running around Noose Net gridspace?
© Bingo

© What's fo mention? Otaku tribes tend to recruit hard-luck
cases, and who's had more hard luck than a kid in the Noose?
© Raid Array

© | hear there’s more to it than that. One of the net-brats told
me that some otaku gef some sort of “holy vibe” from certain
parts of the Matrix, usually isolated systems that only they know
about. Given Noose Net's jury-rigged nature, it seems to hold
more than its share of these otaku hangouts.

© 7-Term

DEPARTMENT OF JUSTICE
Security Rating: Green-Easy
by Neojudas

The PLTG maintained by the UCAS Department of Justice
(DOJ) is a both a bureaucratic nightmare and a gold mine of data.
With more than a hundred agencies, bureaus, departments and
other federal entities under its wing (most of which are neck-
deep in law enforcement) the DOJ's resources and records are
impressive. Thanks to five separate Paperwork Reduction and
Freedom of Information Acts, the DOJ is required to make all
sorts of official documents available to the public. And the easi-
est way to do that was to archive the material online.

Every LTG and RTG within the UCAS has a SAN that leads
to the DOJ PLTG. The portal drops your icon directly onto the
top centerpoint of a massive set of scales. Each cup within the
scales holds several scores of host SAN icons. One cup holds all
of the public-access hosts—uvirtual offices, info desks, archives
and so forth. The other cup holds all of the private hosts—acces-
sible only to federal employees. The “floor” of this pocket uni-
verse is a massive UCAS flag, stretching off into the distance.

© They used to pump the National Anthem over the grid as
background music, but those sound files became target
numero uno for irritated deckers.

© Antiflag

© Back in ‘57 some clever prankster infected the grid with a
virus called "Nuyen,” which slowly altered the scale iconogra-
phy. Hundreds of flashing gold nuyen icons began propagating
throughout the private host cup. Before long, the scales were
fipped off balance. It fook the Marshals a week to fix the prob-
lem and switch the scales back to their “balanced” position.

© Wobbly

HOSTS

Ok, sit back and curl up with your blanket, you're going to
need it. Here's a few of the more interesting and scary hosts
within the DOJ PLTG.



Department of Immigration and Naturalization Services (INS)

If you're a foreign citizen (national or corporate), this is the
office you have to deal with for visas, work permits and so on.
The public INS host is usually crowded with personas running
the red-tape obstacle course. The private INS hosts are far
more intriguing. Given the databases on resident aliens and the
fact that this office issues SINs to immigrants who become cit-
izens, it's a hot spot for groups that manufacture identities on
the sly. It's an open secret that quite a few of the people who
work in the databases are “influenced” by criminal syndicates.
It's even suspected that some of these ID forgers have estab-
lished their own back doors directly into the records.

© The INS has a portal that leads directly into the UCAS’ main
SIN Registry. If you can find the SAN and beat the IC, it's a wiz
place to dig up names and numbers or plant your own.

© Slamm-0!

© Be warned—the feds protect the Registry behind af least
one virtual host.
© Spook

© The INS is also in charge of border controls. If you look in the
right hosts, you can find patrol schedules, names and home
addresses of border guards. and other data that a smuggler
like me could put to good use.

O Rigger X

Federal Bureau of Investigation (FBI)

The feds have never had much imagination, and the ster-
ile UMS iconography of the FBI systems proves it. The FBI is
responsible for investigating all the major and border-crossing
crimes that shadowrunners are likely to commit: terrorism, kid-
napping, conspiracy and flight across state lines. They also
keep files on “subversive” elements within society, from
Humanis to TerraFirst!. Most of the files on these cases are kept
buried inside the FBI's own PLTG, though you can access it
through a SAN on the DOJ grid.

© The FBI also runs the National Crime Information Center
(NCIC). the master databases of every criminal record ever
registered within the UCAS. These files contain personal details,
fingerprints and other scans, not to mention the usual flattering
mugshots. The NCIC records are as arctic as they get, with their
remoteness and IC, but worth the effort

© Cooper

UCAS Marshals

These feds focus on a few specialized areas, all of which
are interesting to a datahound like me. First off, the Marshals
are responsible for detaining and transporting federal prison-
ers. So if your chummer gets locked up after a run, a dive into
the Marshals’ records might help you liberate him. Secondly,
these are the guys who run the Federal Witness Protection
Program. In other words, they provide new identities and

homes to people who snitch on major criminals. They're smart
enough not to keep the records for these witnesses online, but
if you're on a witness’ trail, there's no better place to start.
Third, with the advent of the Matrix. the feds took computer
crime out of the FBI's jurisdiction and handed it over to _the
Marshals. The Marshals are responsible for securing all federal
grids and hosts, as well as investigating computer crimes com-
mitted in UCAS Matrix systems.

© When they're on duty, the Matrix Marshals are required to wear
uniform icons that are styled after marshals from the Wild West
days. They go all out: shiny badges, spurs, horses and six-shooters.
© Baxter

© Some of the Canadian Marshals use fraditional Mountie
icons to assert their Canadian identity.
© Passion

© The Marshals have a rivalry going with the Corporate
Court’s Grid Overwatch Division (GOD). The first time a GOD
decker walized onto a federal grid, he was intercepted
almost immediately and shown the SAN out. The Marshals
have refused to cooperate with the G-meri on investigations,
despite pressure from the Big Ten. Could lead to interesting
conseqguences in the future ...

© Turner

© | don't recommend tangling with Marshals if you can help
it—they all sport BattleTac Matrixlink utilities and usually travel in
pairs or squads.

© Bump

Other Agencies

The three above are just the beginning, but to be honest,
there's really too much available from the DOJ grid to detail
here. To whet your appetite, you might trying stopping by the
hosts of the Drug Enforcement Agency (learn all about the lat-
est in illegal BTLs!), the Bureau of Prisons (to find out when your
archenemy gets out on parole), the Antitrust Division (to see
what corp atrocities the feds are being bribed to ignore this
week) or even the Office of the Inspector General (to view the
internal affairs records on the rest of the DOJ's activities).

THE HALLS OF JUSTICE

Now, before you get the idea that the DOJ grid is a system
where you can walk in and pull paydata off of a virtual tree, let
me point out a few things.

As the primary medium for a monolithic bureaucracy, the
DOJ uses a lot of operators to keep up its grid and records.
These workers bumble around in the offices and archives, han-
dling files and dealing with visiting icons. You could dump
most of them just by looking at them funny, but they all carry
panicbutton utilities that summon Marshals to investigate. So if
you start mucking around where you're not supposed to, crank
up your masking and hope you're not spotted.
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© Most DOJ employees have basic UMS persona icons, so slot
an icon chip that matches. If you waltz in with a high-res
cyberknight icon, you'll look a bit out of place

© Marty

Almost every private host in the DOJ grid is protected by
a chokepoint. As a secondary precaution, very few of these
hosts are actually linked to hosts from other agencies. (The
divisions don't trust each other enough to allow direct access
between their hosts, but the arrangement also ensures that no
single passcode will work system wide).

One thing to keep in mind if you're searching for really old
records—odds are you won't find them online. The Crash virus
hit the federal grids pretty hard, and only a small percentage of
the data that was salvaged was put back online. So don't
expect anything to lead back further than '29. And if you're
searching for a file from only a few years ago, odds are it’s not
immediately accessible. (To conserve memory space, most fed-
eral databases archive any material that's more than five years
old.) When a file is archived, it's recorded onto a memory chip
or unit and stored on a shelf somewhere—offline.

® In other words, o access it you have to convince a happy gov-
ermment worker to physically look it up, take it off the shelf, and
re-load it into an online “viewing room” for your perusal. Better
make sure you have all the right credentials and paperwork.

© Tuttle

If you're planning to delete a file—be careful. Many fed
databases require superuser privileges to delete files. A decker
can just do it anyway and risk triggering security, but odds are
it'll be a bit more difficult than expected. The feds love their files.

Above all, when dealing with the DOJ], remember one
word: bureaucracy. Just because your browse utility turns up a
file address doesn’t mean the file is actually there—it may have
been shuffled to another agency, filed elsewhere as an “inac-
tive project” or archived.

MAGICKNET
Security Rating: Green-Average
by Caliban

For decades the Matrix has been perceived as the
province of deckers, a stronghold for the worshippers of tech-
nology. But the practitioners of magic recognized the useful-




ness of computer networks well before the Awakening. Where
else can the ideas and concepts of strangers be brought to you
in the blink of an eye? We have used these networks as a car-
rier for our ideals and will continue to use them until the last
electron fades into the noiseless dance of time.

Magicknet exemplifies the fact that the Awakened in the
Matrix are not entirely strangers in a strange land. The follow-
ing excerpt from Causaczk's “Electrothaumic” (Magecraft,
August 2059) details this network’s humble beginnings:

Magicknet is popular for those in search of hard-to-find
references and free source spell formulae. It traces its
inception to late last century, when it began as a BBS
(Bulletin Board System) in the 1980s. Originally,
Magicknet was simply an electronic meeting place for
those interested in the occult. As the Internet grew,
Magicknet became an underground site, regularly
accessed by the “magicians” of the time, who spent hours
on the various newsboarcs arguing over esoteric refer-
ences and tradition viewpoints. With the return of magic
in 2011, visitors to the site increased exponentially as they
suddenly realized that all of the theories they had been
bandying around for the past twenty years were potential-
ly useable magical rituals and formulae.

Magicknet was one of millions of systems to suffer
under the lash of the virus during the Crash of 2029. All of
the network’s archives of irreplaceable information would
have been lost had the participants not kept up the rather
anachronistic practice of publishing weekly journals for
those subscribers who refused to have truck with the “evils
of technology.” Recovery proceeded apace, and soon
Magicknet was back online.

In its heyday after the Awakening, Magicknet was crucial to
the acceptance of magic as a real force within the world. At the
time, many magical theorists (they cannot properly be called
magicians) were slow to recognize the return of real magic to
the world. Many of the users who flooded the boards with posts
saying "l just tried a lesser ritual of summoning from the
Lemegeton, and something has appeared within the ward of the
seal” were banned as pranksters or troublemakers. However, the
evidence soon began to outweigh the voices of the skeptics. and
the Ghost Dance settled the arguments once and for all.

After the dawn of the Matrix, Magicknet remained a series
of unpublicized private hosts that each pointed to each other.
It quickly became a favored spot for Awakened shadowrunners
and others who wished to avoid the public nature of official
magic-oriented hosts and newsfeeds. In an ironic twist,
shamans actually outnumbered mages, simply because most
shamans were less inclined toward establishment jobs and ser-
vices and far more likely to have learned magic on the streets
or from a tribe. Perhaps stereotypically, shamans also held
much less proprietary viewpoints toward their personal magi-
cal research and spell formulas.

The various Magicknet nodes soon suffered numerous cor-
porate attempts (both legal and extralegal) to shut them down
for distributing copyrighted formulae and theses. One of the
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few large magical interest groups of the time, the United
Talismongers Association (UTA), stepped in as a white knight.
Bringing their resources to bear, the UTA established a PLTG
and either bought out the Magicknet nodes or offered them
free space for their hosts. After a short transition period, the
new improved Magicknet was born.

© One thing UTA doesn’t publicize is that they leased most of the
backbone for their grid from MCT. In return, MCT gets a first-peek
af Magicknet's newsfeeds and street-research breakthroughs.
© Kensai

© Thanks fo UTA's underhanded tactics, many old Magicknet
nodes didn’t fall into line easily ... perhaps stimulating the cre-
ation of the Magick Undernet.

© FastlJack

UTA’s Magicknet launched a publicity campaign and quick-
ly became known as the place for online magic discussions, peer
approvals and open-source formulae. A barter-and-exchange
community also developed rapidly, as enchanters traded focus
designs for lessons in new metamagical techniques.

The sudden exposure scared away many of Magicknet's
old lurkers and shadow-users, who preferred more intimate
dealings. Before Magicknet's new virtual shine had worn off,
the Magick Undernet was born. Leeching almost entirely off of
the Magicknet PLTG, the Magick Undernet is an accumulation
of hosts that are hidden behind trap doors, private-access
chokepoints and other secret SANs. Probably close to a dozen
access points are scattered across the Magicknet PLTG, usually
concealed within sympathetic hosts. Each of the Magick
Undernet hosts is linked to one another, creating a maze of
underground nodes.

© The Magick Undernet is where the real biz occurs. If you're
looking for a pirate copy of Manadyne's just-released conjuring
library or looking to hire a voudoun who knows his way around
the Guinee metaplanes, the Undemet's the place to go.

© Silicon Mage

WHAT'S INSIDE

The passcodes to Magicknet may be purchased for a
basic yearly fee, which provides access to all of the public
hosts within the grid. Access to the Magick Undernet is a
entirely different story.

The PLTG's iconography is very basic, sculpted to appear
as a featureless white void. The host icons and their interior
sculpture follow a bare-bones design scheme. Aside from the
serenity and casual atmosphere it produces, this look appeas-
es the thousands of patrons who run the Matrix with electrode
rigs, cold ASIST or even in tortoise mode. There's just no need
for full simsense—Dbesides, most visitors come to research, not
to observe the system sculpture.

The hosts within the Magicknet PLTG are quite eclectic.
Whole hosts are devoted to archives and newsboards or filled
entirely with gigapulses of free spell data, published theoretical




papers and reference texts. The UTA allows several talismon-
gers to hawk their wares and also rents “virtual chapterhouses”
out to several magical groups that use them for recruiting and
socializing. The PLTG even includes a “virtual zoo” host, com-
plete with sim records and data on every critter known to
Patterson’s Guide, plus a few more. A few of the hosts provide
diversionary exercises such as fantasy environments for gaming.

© One series of hosts is home to a collaborative effort to map
the metaplanes. Each host is designed as a different plane and
linked fo the rest according to travelers’ reports.

© Sam Eddy

© Unfortunately, that project is perpetudlly in turmoil, as the
participants can never seem to agree on how a specific meta-
plane is portrayed, or they provide conflicting reports of what
metaplane is where.

© Talon

© Magicknet also offers a range of services for Matrix-phobic
customers, such as magic-oriented newsfaxes and
screamsheets, news pagers and even hardcopy journals
assembled from online articles.

© Neddy

© You'll find that fully a third of the currently subscribed users to
Magicknet are social historians looking for original data for their
theses. The newsboards contain a history of the Awakening and
the years preceding it. from a magician’s point of view. And they
didn't just keep the interesting posts ... they kept everything.

© AJTSS

The sysops and security deckers that maintain and protect
the PLTG all operate with identical icons—a black-robed mys-
tic wielding a staff, face hidden from view. These admins seem
fond of using agents to help them out and field questions from
visitors. These agents typically are represented by icons remi-
niscent of familiars from mythical lore.

MAGICK UNDERNET

To access the Undernet, you first must pass through a
chokepoint node sculpted in the same white-void style as the
PLTG. In this secure gateway, you will find yourself facing the
hovering, horrific visage of the “Decker on the Threshold.” Like
its metaplanar counterpart, the Decker will ask your business
and demand payment in knowledge or nuyen depending on
what service you wish to access. If you fail to satisfy the Decker,
prepare for a brutal purging. If you satisfy the Decker, it will acti-
vate a SAN, allowing you access to the linked Undernet hosts.

© The Decker models itself based on the icon you're currently
wearing. For example, a user with a Mandarin icon is likely to
see some horrific demon from the Thousand Hells.

© Lady Jestyr
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© The Decker is an SK, allegedly programmed by a team of
corporate deckers who needed to purchase some pricey
magical assistance to cover up certain “indiscretions.”

© ‘Trixster

The Undernet's hosts tend to have more sculpture and
design, though still less than you'd expect. It's here that you'll
find pirated spell formulae, shadow newsboards, rare translat-
ed texts, deals for telesma that would be impolite to sell pub-
licly, rundowns on corp magical assets and other such infor-
mation—nbasically all the good stuff.

© A few Matrix gangs and con artists have been known to dis-
creetly peddle "access” to the Undernet to gullible magicians.
Inevitably, the dupe gets ripped off, occasionally attacked
and dumped for the hell of it.

© Shetani

MATRIX SERVICE PROVIDERS
by Zoltan

There are literally thousands upon thousands of Matrix ser-
vice providers (MSPs) in the world, from your local LTG vendor
to monster-sized, world-spanning “online communities” to local
mom-and-pop operations with user bases of a few dozen indi-
viduals in a single town. | know more than a few deckers who
despise mainstream MSPs such as UCAS Online and wouldn't
set their virtual foot in one if it was the last place in the Matrix.
In my opinion, MSPs are an undervalued decker resource. Most
of them have security low enough that deckers can romp
through their core systems with ease, and others keep internal
archives that are worth their bandwidth speed in meganuyen.

Now, granted, whenever you cram several million users
into a worldwide virtual neighborhood, you're going to see the
worst facets of metahumanity come to light. Just remember
that such population sizes make a great screen behind which
you can hide your persona, and they also provide a massive
pool of gullible chumps—most of 'em don’t know a sleaze util-
ity from a smart frame and will fall for the oldest Matrix scams.
You may think scamming these chumps is unscrupulous, but
just remember how many of these suckers work corporate jobs.
An inside connection can save you blood and sweat on your
next run, and all you need to get it is a little confidence
scheme, virtual romance or blackmail.

UCAS ONLINE (UOL)
Security Code: Blue-Average
UOL is by far the largest MSP in the world, claiming more
than twenty million users and listed as an AA megacorpora-
tion. UOL has branches in most of the world's major countries
(Aztlan, Amazonia, Pueblo and the Tirs being notable excep-
tions), usually under names such as Europe Online and |apan
Online. The corp is headquartered in the Deecee sprawl.
When you get online with a UOL account, your local LTG
will automatically route you directly into the UOL PLTG. This
grid uses brightly colored but banal icons, slightly more styl-
ized than UMS and loaded with cheery colors. Blech.



©® Don't forget that every single icon has at least one, if not
twenty, advertisements scrolling up, down or across it. It's
enough to give you vertigo.

© Glitch

Naturally, the grid is choked full of basic or default persona
icons milling about, zipping through the chat-room hosts or
skipping through the “personal rooms” where everyone likes
to spill out their life stories and favorite hobbies in mind-numb-
ing detail. The live simsense feeds, newsfeeds and virtual chats
with the latest pop celebrity are favorites. If you're looking for,
um, “adult material.” though, you're better off hitting a public
grid. UOL security comes down fast and hard on the “three
P's"—porn, piracy and “extremist policlubs.”

® It's UOL policy to use sniffer utilities throughout their PLTG,
searching for prohibited material. Anything they find will be
deleted, and offending accounts terminated.

© Sam Spam

© This doesn’t prevent all kinds of one-on-one fliting, dirty-talk-
ing and heavy breathing between icons in out-of-the-way chat
rooms. Vanilla citizens really seem to get a kick out of “virtual
encounters” behind faceless icons—makes up for their dreary
redl lives, | guess.

o TPY

® The real coup is when these rendezvous become real-world
licisons. | laugh my hoop off when | think of how many married
suits I've talked into real-world affairs. The looks on their faces
when they redlize they've been conned for an extraction, a
passcode or other inside info is priceless.

© Black-Eyed Suzan

So why should you care? First off, setting up a throw-
away UOL account is so easy, it's practically an affront to my
decking skills. In fact, there's a thriving underground of UOL
script-kiddies that use utilities such as “UCAS Offline” to cre-
ate fake accounts that they can cause trouble with. Granted,
these accounts may only last a few hours, but that's usually
more than you need.

Secondly, UOL is a business, and they make money by
tracking their customers—particularly their buying habits. UOL
operates several massive databases in its core hosts, correlat-
ing their customers’ personal account details (including SINs,
home addresses and account numbers) with a “purchasing
portfolio.” UOL sells this material to other businesses for mar-
keting and advertising purposes. It also purchases databases
from credit agencies, so it can incorporate its customers’ offline
cred-spending habits into the mix as well.

© Iif you can bypass that Orange-Average security, you've got
access to a complete record of your mark’s habits—hobbies,
favorite restaurants, how often he buys his mistress a new pre-
sent—you get the idea.

© Switchback

PLANETLINK
Security Code: Green-Hard

Perhaps the only major competitor to UOL, PlanetLink is
headquartered in Sacramento, CFS but maintains affiliates and
connection nodes throughout the UCAS and most of Europe.

PlanetLink is slightly less homogenous than UOL. Its high-
light and biggest draw is its various services for Matrix gamers
and the fact that it hosts the largest multi-player virtual envi-
ronments in the world (available to subscribers only, of course).
The Crusade of Neil the Ork Barbarian and Virtual Denver (a
shadowrunner-wannabe game) are the favorites, with
Nosferatu and Dawn of Atlantis close behind.

The game worlds make excellent private meeting sites,
provided you're skilled enough to avoid getting dumped by a
wandering monster. If you're an aspiring decker, these games
are a good place to start honing your skills.

© Allegations that Planetlink uses illegally boosted simsense in
some of its games have been denied strenuously, and Planetlink
has so far settled all of its lawsuits out of court. Strangely, this
actually led to an increase in the number of subscribers.

© S. Moon

© Occasionally, a Matrix gang invades one of the games and
takes over. Before long. they elevate themselves to godiike sta-
tus, dump all but a few victims and generally wreak havoc.
Some of them start staging contests and decker dogfights,
complete with pirated utilities and ringside gambling.

© 'Trixster

YAMATETSU METAMATRIX
Security Code: Green-Average

Yamatetsu's MetaMatrix MSP is primarily intended for
Yamatetsu citizens (who receive free accounts and discounts
for family members) but is also open to the general public in
Russia, Australia, Europe, certain Asian and African countries,
and the North American nations. Note that Japan is no longer
included in the service area.

© Naturally, the MetaMatrix PLTG is a prime target for racist
Matrix gangs. They particularly like to target icons with an obvi-
ous metahuman look.

© Motley

As its name implies, the MetaMatrix is geared towards
services of specific interests to metahumans. If you want to
view the latest in alternative troll trid-cinema, peruse zillions
of hypertext catalogs for dwarf-modified gear or seek news-
group advice on counseling a rapidly maturing ork teenag-
er—this is the place.

© Don't believe the hype. Most of these services are oriented
af assimilating metahuman culture intfo the mainstream and
fransforming all of us into timid little consumers like the norms.
You won't find any solid advice, such as how to get a job from
some human bureaucrat who's afraid of your appearance, or
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how fo form an armed self-defense group to protect your
block’s squats from Humanis thugs.
© Brick

© | hear Buftercup herself drops in on some MetaMatrix chat
rooms, and keeps a close tab on the Meta Magic newsgroup.
© Sneed

PUEBLO CORPORATE COUNCIL GRIDS
Security Rating: Orange-Hard
by Sidewinder

Almost ‘every decker's heard of the Pueblo Corporate
Council's grids, but few are aware of their full complexity and
beauty. So let me introduce you to a realm of the Matrix | find
inspirational; one of the few virtual areas | enjoy visiting pure-
ly for pleasure.

THE DESIGN

From the top. the Pueblo architecture is hardly unusual. A
single RTG covers the entire Pueblo nation. managing traffic over
the virtual borders. Step down a tier, and the structure deviates
from the norm. Below the RTG are a score of LTGs, far more than
an RTG usually oversees. Each of these LTGs tends to be smaller
than your run-of-the-mill LTG, but also more specialized.

© [t's worth reminding everyone here that Pueblo is organized
as a corporation. Each citizen is a shareholder, and the country
is ruled by a Board of Directors. Likewise, all "civil” agencies are,
in fact, divisions or subsidiaries of the corporation
© Chromed Accountant

“It's all about dollars and sense”

Unlike other countries, Pueblo does not base its public LTGs
on physical areas. Instead, Pueblo organizes its LTGs according
to categories and corporate divisions. Each LTG is home to a
number of hosts that are grouped together according to their
function or purpose. For example, one LTG may be designated
for public utilities (water, electricity. gas). another for municipal
services (fire departments and hospitals) and yet another for the
Pueblo Security Force (national police). The physical locations of
these hosts’ mainframes may be ali over the country, but the
hosts are clustered together in a single LTG.

Likewise, private hosts, both for the public and commer-
cial concerns, are grouped into various categories, each with
its own LTG. For example, the hosts of all the standard Pueblo
media outlets, from trid shows to newsfax services, are
crammed onto one LTG. Along the same vein, a single LTG
contains all of the personal home hosts of all the citizen share-
holders who bother to make one.

© Makes sense to me. Why organize a non-physical virtual
space along real-life physical boundaries? Categorizing them
by purpose makes much more sense.

© Kant

© Except that Joe Citizen doesn’t think so abstractly and
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expects to find his neighborhood’s Matrix cafe host just a few
SANs down the dataline, not in an entirely different grid.
® Simple Simon

© Maybe elsewhere, but Joe Pueblo tends fo be more Matrix
savvy than Joe UCAS and is accustorned fo his nation’s grid
layout.
© Holly

This layout really gets interesting when you take a look at
the way the LTGs are linked together. Elsewhere in the Matrix,
LTGs usually have only one SAN that leads to their RTGs, and
occasionally a SAN or two leading to PLTGs. Pueblo breaks that
mold, as each LTG has several SANs, each a portal to another
Pueblo LTG. The trick is. not all of the LTGs are linked togeth-
er—some are, and some aren't. To get from one LTG to anoth-
er, you may be able to cross right over, or you may have to pass
through a series of other LTGs first.

© These SAN connections fie the LTGs into a tight subnet. SANs
can be closed and new ones opened, allowing the subnet to
re-arrange itself. One minute the Sand Farmer LTG is next door,
and the next minute it's no longer accessible.

© Dust Devil

© Given the overall design, the main RTG doesn’t handle as
much traffic as other RTGs—the LTGs “talk” direcily to each
other instead of through the RTG. The adaptive design of the
LTG connections allows the subnet to restructure and distribute
systern load. avoiding data traffic blockages and slowdowns.
© Holly

© [t also makes the grids easier 1o isolate and defend. 1t's hard
to score paydata when you can’t even find your way to the
LTG it’s on

© Gila

THE LOOK

The Pueblo RTG is designed as a snow-capped mountain-
top, high above a plain of desert and plateaus. Verdant
pinewoods encircle the peak. blown by cold winds. Each tree
contains a doorway, a path leading to another RTG or to one of
the Pueblo LTGs.

The LTGs are also sculpted to reflect the natural beauty of
the nation's landscape. Massive expanses of desert stretch
away into the distance, strewn with rocky mesas. Gullies and
arroyos wind between the outcroppings. each path leading to
another LTG with a similar feel.

© Given the adaptive architecture, it's not uncommon to find
that a gulch leads you toward a completely different LTG than
it did a minute before. |'ve noticed that Pueblo also hides some
LTG SANs behind trap doors. sculpted as secret ravines and hid-
den caves.
© FastJack



Most Pueblo hosts are stylized to fit the metaphor. They
appear as clusters of adobe huts and rock dwellings, large
cacti, canals, waterfalls and desert mirages.

THE DRAW

Aside from the breathtaking iconography, there's one
solid reason to venture into the Pueblo grids: software.

Programming is Pueblo’s top industry. Three of the
world’s top five software corps are based in Pueblo—
Tablelands, Iris and Virtual Reality—as are a horde of other
Pueblo software corps. The governing Pueblo Corporation itself
is heavily invested in code and hardware design and has begun
selling its services as a Matrix provider across the globe.
Naturally, this thriving industry has spawned a stimulating
black market. (Given the goods, it's not surprising that most
trade in pirated 'wares occurs via the Matrix.) If you know who
to talk to and where to look, a trip to the Pueblo grids can net
you that hot utility you need. Or you can always pick a software
corp at random to deck and see what you find.

© Chip-fruth. | scammed a copy of the program plan for
Tablelands’ Recon™ scout IC variant a week before it hit the
shelves from a shady pirate with an Apache warrior icon.
Saved my hoop when | ran into some a short while later, cuz |
knew what to expect.

© Net Dancer

THE DRAWBACKS

As you might expect, breaking Matrix laws in Pueblo can
be a painful exercise. Most deckers have heard horror tales of
Pueblo’s famed party IC. You can find party clusters across the
Matrix these days. but Pueblo did them first, and they still do
them best.

®Pueblo tries to keep pace with the SOTA, so don't expect it
fo rely on bristling IC alone. Besides the mazelike and ever-
changing subnet structure, most Pueblo Corporate hosts are
“bouncers” and quickly leap to higher security codes at any
sign of an infruder

© FastJack

© Pueblo’s security-force deckers are as tough and tricky as
the vultures and coyotes they adopt as icons, and they make
good use of wandering agents to help patrol and serve as
backup in Matrix dogfights.

© Rott

SAEDER-KRUPP PRIME
Security Rating: Red-Hard
by Felix

This one goes out to anyone who's ever tried to make
heads or tails out of Saeder-Krupp’s corporate hierarchy. As
you've probably noticed, it's a mess, primarily because Lofwyr
runs it all from memory and constantly re-organizes the mega-
corp to fit some internal schematic inside his head. Dragon
logic—what more can | say?

PREScOTT
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The only consistent element of Saeder-Krupp is its Saeder-
Krupp Prime division. S-K Prime’s role is to subtly direct the rest
of the corp from behind the scenes. S-K Prime is loaded with ana-
lysts, market experts and other managerial brainiacs with long
pedigrees. They help the dragon predict the best courses of
action and then help shuffle corporate puzzie pieces around as
directed. If anything goes wrong, S-K Prime is also charged with
fixing the problem—immediately. These slots don't mess around,
and they have the authority to commandeer and issue orders to
just about every other element of the S-K empire. If you're one of
Lofwyr's executive puppets and an S-K Prime “management
team” drops by for a meeting, you can expect to have your tick-
et punched in one way or another (usually the worst imaginable).

Matrix-wise, this means that S-K Prime hoards all of the
useful paydata concerning internal corp operations. You'll find
little of value in most S-K subsidiary hosts—it’s either buried in
Lofwyr's memory or safeguarded by S-K Prime on one of its
dedicated PLTGs.

It's unclear exactly how many S-K Prime PLTGs exist—at
least three, possibly more. There's no obvious rhyme or reason
as to why certain hosts appear in certain PLTGs—Lofwyr's per-
sonal organization skills at work once again.

ACCESS

Finding an S-K Prime PLTG is no easy task. Every one of
them is protected by a set of teleporting SANs; these SANs are
controlled by sophisticated algorithms that change on a weekly
basis, so predicting when they will appear and how long they
will remain operational is nearly impossible. Some of these SANs
appear on grids around the world, but most appear only within
S-K hosts (usually the hosts of secretly-owned shell companies).

© At least one Prime PLTG is accessible only thru a triggered
SAN. I've spent more than three years trying to hack the trigger
sequence, to no avail. Fraggin’ dragons.

© Grid Reaper

S-K Prime employees use passkeys to access PLTG hosts
from the outside Matrix; the passkeys automatically calculate
where the PLTG will be located. These passkeys must be updat-
ed with the new algorithm and codes each week. Some
employees receive their update via encrypted pager; others
check into a secure host to download the codes. The rest are
physically handed a chip at the office.

© Each passkey also has a built-in code that gets stamped all
over the PLTIG's logs—so if alerts get triggered, S-K can quickly
figure out whose passkey was used for an infrusion attempt.

© ‘Trixster

Directly accessing the grid through an S-K Prime office is
another possible means of getting into an S-K PLTG. Of course,
the locations of S-K Prime offices aren’t public knowledge, with
the exception of the S5-K Prime headquarters in Essen.
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© One surefire way to access an S-K PLTG is through an Orbital
Dynamix satellite. 5-K owns the constellation, and there's
always at least one PLTG accessible through it.

© Orbital Bandit

ICONOGRAPHY

Lofwyr never passes up a chance to puff out his chest,
and his Matrix systems reflect this bent for self-promotion.
When you access an S-K Prime SAN, your icon is transported
through a sculpted tunnel and into a cave's antechamber. A
little farther back, the cavern opens up into an archaic city
nestled within a cave of mammoth proportions—this is the
massive pocket universe of the PLTC.

Before you step into the cave, however, you must pass
under the penetrating, hungry gaze of a coiled, golden drag-
on. The wyrm clearly represents Lofwyr and is sculpted to
impress new arrivals.

©® Watch that wizworm icon. If it flaps its wings at ya, then
you've already triggered the first trace routine. If it tries to
breathe fire at you at any time, jack out while you still have a
chance.
© Bump

Each structure within the grid represents a host. A
stepped pyramid may represent the Prime stock transfer
archives; a lofty spire, the Prime communications technology
think tank. Most of the user interfaces within the grid are
streamlined and utilitarian; S-K doesn’'t waste processing
cycles on frills. The sculpting of IC in the grid varies depending
on the programmer’s whim, but tends to keep within the sub-
terranean civilization metaphor. Falling stalactites, swarms of
bats and probing searchlights are common sculpting.

FEATURES

The hosts within an S-K Prime PLTG are loaded with pay-
data. Each host handles a different division or project, and
many contain tiered-access architecture complete with vicious
chokepoints. Security for extremely sensitive hosts is bolstered
with vanishing or triggered SANs.

Prime acts as a watchdog over other S-K divisions, slap-
ping them around when they get out of line. Consequently,
Prime may have more up-to-date and in-depth project infor-
mation. production schedules and efficiency reports than the
division they're monitoring. If an S-K subsidiary runs into any
sort of business trouble or conflict with another corp, expect
Prime to maintain a datastore of records on the matter. The
personnel files kept by Prime are amazingly detailed and quite
valuable in the wrong hands. Be warned, though—Prime often
plants false or misleading data.

© To avoid picking up false data. look for linked datafiles.
Typically, Prime files confain two elements—one data element
and one template element. The tfemplate contains info that indi-
cates which portions of the data element are true and which are



false. Elements of a single file are saved in different file locations.
Prime workers know to grab both parts; intruders don‘t.
© Carterby

Prime PLTGs are also home to the hosts of an interesting
array of think tanks and research teams. The contents of these
hosts could provide an ambitious competitor with a good indi-
cation of 5-K's likely future projects.

© Prime hosts also provide storage for data on S-K operations in
countries where the corp is officially banned, such as Calfree
or Aztlan.

®© Sin Fronteras

© If you're looking for an uplink to an S-K satellite constellation,
orbital factory or lunar base, you'll find them buried behind
nasty IC and layers of fiered hosts. They're tough fo access but
can be interesting to explore just for their novelty.

®© FastJack

SECURITY

S-K Prime PLTGs rely on their inaccessibility as their first line
of defense. The challenge of finding the SAN for the right PLTG
can be quite a headache and is usually enough to keep intruders
out. To dissuade the more persistent deckers, Prime stocks its
grid with a choice array of standard IC—nothing special, but
enough to shred your deck if you get cocky. Usually, Prime loads
the PLTGs with top-notch trace programs. Because S-K not only
owns the PLTG but may well own the grid you're decking from,
these IC routines may nail you more quickly than you'd expect.

© To make matters worse, Prime offen throws scout IC at deck-
ers right before a trace. enabling the trace to get a harsh
atftack in right away and lock onto your datatrail.

© Grid Reaper

SHIAWASE MIFD
Security Code: Red-Hard
by Spavin

To those of us who live and die by the Matrix, the Shiawase's
Marketing Information and Forecasting Department (MIFD) is
proof that Shiawase is not just a normal megacorp. Aside from
Saeder-Krupp, Shiawase is one of the most information-hungry
corps in the world, and all that information has to be stored
somewhere, right? Most Shiawase systems are somewhat pedes-
trian, but the PLTG for the MIFD—Shiawase’s black hole of data—
is one of the most amazing computer nets in the world.

RAISON D'ETRE

When current Chairman Sadato Shiawase established the
MIFD more than twenty years ago, the corp promoted it as a
market research and demographics-analysis unit. In fact, the
MIFD is a cleverly constructed intelligence division, tasked with
the accumulation of any information in the global marketplace
that might give Shiawase a leg up over the competition. Over
time, the MIFD has refined its intel-gathering operations to a

fine art, to say the least. (You could probably find an MIFD
datafile that would tell you what you ate for breakfast three
years ago—as well as the tip you left your waitress.)

© The MIFD also handles Shiawase's black ops, so its records
include runner dossiers, reports on previous operations and pro-
posals for future ones.

© Brother Data

To sum it up, MIFD = paydata. The MIFD systems are datas-
tores of impressive proportions. We're not just talking raw data,
either. After MIFD operatives have processed incoming informa-
tion, each file is cross-referenced. with analyses, commentary and
correlating file markers appended. If you can get past the corpo-
rate bias of their analyses, they've done half your work for you.

© Unlike standard data havens, the MIFD evaluates the accu-
racy of the incredible volume of data it stores. This allows the
MIFD to improve its "signal-to-noise” ratio when it performs
analyses. In corp-speak they call this “value adding.”

© Meftropolis

© Dig in the right places in the MIFD and you can find quality
stock market studies and predictions. The small fortune | made
using such information helped to pay back the price of the
sweet, sweet deck that got me in there in the first place.

© Manticore

© The MIFD is also a one-stop shop for all your psychotropic-
condifioning tutorial needs. Shiawase’'s Grey Men wrote the
book on playing with people’s brains, and you can find twenty
years’ worth of experimental notes and distilled wisdom if you
poke in the right corners.

© Metropolis

© Great Spirits, all of you! Spiling secrets on how to scam the
MIFD on Shadowland is going to result in a whole lot of young
dead deckers, or even worse, a whole bunch of drooling idiots
or Shiawase converts. A word of warning—if you're going to
mess with the MIFD, make sure your hacking skills are up to par.
© Neon Flower

© Like the Cap’n sez—use at your own risk.
© Slamm-0!

ARCHITECTURE

The MIFD maintains an isolated PLTG system that contains
a plethora of tiered-access hosts, each dedicated to a distinct
category. The network's hub is located inside a nuke- and EMP-
proof bunker under Shiawase's Osaka HQ. All the fiber-optic
backbone connections are dedicated and many are redundant
to ensure safety and reliability. Massive processing and high
security are the order of the day; most MIFD hosts are high-
rated Red systems, though some (mainly non-sensitive deep-
storage hosts) benchmark with high Orange ratings.
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© | was in an MIFD host when the system processing levels were
suddenly and severely amped up to analyze developments in
the Fuchi fragmentation. It was the most terrifying experience
of my life—suddenly | was thrown into a different reality as the
system peaked at UV levels. It'll take skyscraper heaps of cred
to make me go anywhere near there again.

© Neon Flower

© Bulldrek. That kind of on-the-fly change just isn't possible
© Just Johnny

The MIFD PLTG can be accessed through mainstream
Shiawase host locations, including San Francisco, Boston,
Houston, Sydney, Tokyo, Singapore and Shanghai.

© Don’t forget Seattle, Manila and Calcutta.
© Red Wraith

STYLE

The MIFD network is impressively sculpted to reflect an
ideal environment for a well-ordered corporation—a perfectly
functioning, efficient and busy Japanese city center. Building
(host) exteriors are ultra-modern chrome, steel and mirrored
glass, surrounded by sparkling blue skies and huge, sunlit park-
lands. Tasteful contrast is provided by building interiors, fur-
nished in traditional Japanese styles. Walls are lined with rice-
paper panels, floors are covered in tatami, and furniture and
artifacts are recognizable Japanese antiquities.

The immense flow of data is represented by vast numbers
of sararimen, bustling through a never-ending peak hour. The
designers have paid wonderful attention to detail—the variety
and distinguishing characteristics of individual icons is truly
staggering, and the icons exchange polite, traditional Japanese
greetings as they interact.

DATA-ANALYSIS STRATEGIES

To streamline its archival and analysis projects, Shiawase
uses smart frames and agents to constantly sift the data pile,
looking for correlations that can be used to organize amazing-
ly complete profiles of subjects or derive accurate assessments.
These summaries are then either filed or brought to the atten-
tion of a metahuman analyst, depending on the program’s
assessment of priority or relevance.

On top of this, at least two dozen semi-autonomous know-
bots (SKs) operate among the hosts, directing and tweaking the
frames according to their own programming. Some of the
frames also participate in data-sorting for major investigations.

© What? More than twenty SKs? Not even Fuchi's HQ had
that many!
©o Rent

© Most of these SKs are fairly tame., compared to what
Renraku used to put out, Their programming is tailored to spe-
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cific tasks, and most of them have been in use for years now
without an upgrade.
© FastJack

© Shiawase saves their scary SKs for breaking into other corpo-
rate systems fo look for elusive info. These puppies are hard to
find and harder to cafch, combining stealth and speed to get
what they want. | don’t know about you, but it scares me that
these SKs generate their own target priorities.

© Glitch

© Word is that Novatech or Cross will pay excellent nuyen for
an infact copy of the source code for one of these critters.
Good luck.
© Fletch

“Be vewy vewy quiet, I'm hunting SKs!"

These semi-autonomous programs do not possess any
special iconography. Usually they appear as standard sarari-
man icons, or as common urban fixtures such as turnstiles or
even “bargain” and “sale” signs. A few of the SKs possess dis-
tinctive icons, as they act as interface points for the human
analysts and sysops.

© The easiest way to identify a frame or SK is by the effect it has
on the data flow. An agent moving down a street will leave a
perceptible eddy in the sararimen. You sometimes also get
changes of perspective and visual distortions, similar to those
caused by big gravity wells, in the presence of the SKs.

© Neon Flower

SECURITY

The MIFD's formidable Matrix defenses include high secu-
rity ratings and predominately proactive intrusion countermea-
sures set to respond to the lightest trigger conditions. Shiawase
seems to view gray IC as “white IC with attitude,” and discards
it as unnecessary. The MIFD hosts pack enough punch that sim-
ple white IC is scary enough for defense—they do take the
gloves off, they don’t mess around with warning shots,

© Crippler IC—especially the marker and binder varieties—are
used fo weaken your icon for the trace programs that follow. As
soon as you trigger an active alert, expect to see black IC
infent on ferminating your excursion

© Grid Reaper

Most of the raw data in the datastores is relatively unpro-
tected. A few important files are protected by data bombs, and
scramble IC is used to protect data-analysis reports. For really
sensitive files. MIFD uses the old distributed-archive trick. The file
is broken up into fragments that are stored on several different
hosts. Thus. a hacker has to access multiple hosts—significantly
increasing the risk of detection—to retrieve the complete file.



© If you can spoof one of the MIFD
frames into searching for you, you're
golden. | recommend steering clear of
the SKs though, as they're often too
specialized to fulfill your “request,”
unless you get lucky.

© Manticore

Many of the basic IC programs
appear with the ubiquitous sarariman
icons, making it very difficult to identi-
fy a threat. The more impressive coun-
termeasures appear as fantastically
sculpted Japanese mythological heroes
and deities. Undoubtedly, the MIFD's
security designers selected this scheme
to deliberately thwart Westerner hack-
ers who are unlikely to be acquainted
with Japanese mythos and history.

© One thing this file doesn’t mention is
the MIFD’s predilection for psychotrop-
ic IC. Like Metropolis said earlier, the
MIFD lads are experts at brainwashing
and conditioning, and they apply their

knowhow to their IC design schemes.
© Manticore

© The file also doesn’t mention Shiawase’s propensity to use
worms on their systems. Freelance deckers see a lot of high-
quality paydata, so | suspect the MIFD of liberal worm-seeding
wherever they can. Check your decks carefully after a run
through the MIFD host, boys and girls.

© Metropolis

TRANSYS NEURONET
Security Code: Orange-Hard
By Neurosis

Transys is known in the shadows as the inventors of move-
by-wire, and it maintains a solid rep for wicked neural cyber-
ware and exceptional Matrix gear such as its Highlander
cyberdeck. A double-A megacorp, Edinburgh-based Transys
balances on the cutting edge of technology well enough to
keep pace with the Big Ten. Most of Transys' tech develop-
ments come out of its Silicon Glen research facilities.

Like other corps, Transys wires together its far-flung
offices, research parks and manufacturing areas with a sophis-
ticated PLTG. A high percentage of Transys' programmers and
researchers telecommute to their jobs, so the PLTG has dozens
of SANs connecting to it. Most are within Transys hosts scat-
tered around the Matrix. but access portals are provided on the
British Telecom Crid and the North Calfree RTG as well.

® CalFree? What's the scoop?
® Orklander

© | can hazard a few guesses. 1) Siicon Valley—despite Ares
dominance, Transys has links there as well. 2) North CalFree is a
haven for secret corp installations, and Transys probably has
one just to keep its power player image going.

© Black-Eyed Suzan

© Neither of those guesses explains the SAN’s persona traffic
from around the Shasta Mountain area.
© FastJack

© If you look hard enough, you can also find a SAN linking the
Transys PLTG to the deep dark private grid of Hildebrandt-
Kleinfort-Bernal (HKB) Data Services. HKB invested so deeply
into Transys that the current Transys CEO, Liam Riley. was
appointed to the board through HKB shares.

© MesoStim

The iconography of the Transys PLTG is based on a neural
system metaphor. Each host appears as a dendron or neuron
or, occasionally, a magnified synaptic accelerator bundle. As an
icon moves through the PLTG, it is fired through a quick chain
of synapses and neural fibers, like a mental impulse. The illu-
sion of speed competes with any real-life roller coaster ride.

Entering a Transys Neuronet host is like crawling under
one’s skin. Transys favors an organic metaphor for its system
sculpture and doesn’t shy away from the slimy, gooey and
generally unpleasant underside of metahuman physiology.
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© There's nothing quite like having your persona shunted
through some programmer’s concept of his digestive tract,
complete with creepy cilia, oily enzymes and other gunk.

© Sammy

© Not all of Transys’ hosts follow the Fantastic Voyage routine.
Plenty of them just take on a natural wildlife setting metaphor,
such as jungles, old-growth forests or rolling savannahs. Transys
allows their system sculptors a bit of flexibility with their designs,
as they want their virtual environments to be fun and enjoyable.
© Transys Temp

© Why? So their salarymen forget they ‘re chained to the corp?
© John Maclean

The Transys PLTG is weighed down with IC, and software
security is an omnipresent feature of most of their hosts. IC is
typically sculpted to fit the visceral or natural metaphor: anti-
bodies, bacteriophages, predatory animals and so forth.

® Transys security deckers are fond of seeding worms through
their systems. They've developed a few new varieties only used
in-house that have yet to reach the market,

© Cameron

THE CAERLEON SYSTEM

Transys' Caerleon research facility has long been a mys-
tery. Until recently, the site's self-contained host network
remained entirely disconnected from the Matrix. Physically
accessing the sensitive system—an unlikely prospect given its
protections—was the only way to get in.

For those of you who haven't heard of this site, start salivat-
ing. Transys has sunk more cred into projects at Caerleon than
the rest of its projects combined. Everything that goes on here is
protected by layers of top-notch security. Even more interesting,
the facility is built around the remains of a Roman amphitheater
reportedly owned by the Welsh dragon Celedyr. According to
the buzz, Transys and Celedyr have some sort of deal worked
out. That contract would be worth its weight in orichalcum, eh?

© There's a third party involved—a multiracial group calling
itself the Knights of Rage. These slags claim to be "Nubians,”
and there's more than a hundred of them living around the
Caerleon site (they also have a bunch of relatives hiding out in
London’s Squeeze). They've even built some sort of temple
nearby. The Knights have a cadre of shamans who wield
impressive mojo, and they also have a group of hoop-kicking
samurai with fancy Transys betaware. The dragon does favors
for them and in return, they guard the site and help Transys with
magical research. What exactly Transys is giving to the wizworm
is anyone’s guess. :

© MesoStim

=e Target: Matrix

© Perhaps you're mistaking puppets for partners.
© Shetani

© Don’'t ask me how | know, but inside the facility they use a
maser power grid system, so pack the right interfaces.
© Roto

Just recently, a mysterious SAN started popping up on an
irregular basis inside the Transys PLTG. After some digging, |
pegged it as a SAN to the Caerleon system. The little probing
| did nearly killed me—the SAN might as well be a black hole
for the likelihood of decking it. The SAN'’s appearance is trig-
gered (I'll let you figure that out for yourself), access is encrypt-
ed, and | thought the first chokepoint was the hardest host I'd
ever hacked—until | reached the second chokepoint.

I made it inside, but | had all of twenty seconds max to
snoop about before a freaky black IC mummy icon tried to
drown me in sand. The hosts inside had exquisite resolution:
not quite on the ultraviolet level, but damn close. The sculpt-
ing left me awestruck. Waves of sand dunes crashed up against
a seething jungle; the sensation of dry heat picked up by my
ASIST was palpably real. | can’t even describe the other icons |
saw—fantastic creatures dredged from someone’s imagina-
tion, rendered with perfect detail and believability.

My search routines picked up pointers to a menu of juicy
datafiles. Most were topics you'd expect to find: brainware,
cultured biotech projects, specialized skillwires, new model
cyberterminals and experimental communication systems. A
few other topics were more distinctive: nanoware datajacks,
biological processors and wiring, plus an extensive listing of
datajack research on dolphins, satyrs, centaurs and—you
guessed it—dracoforms. But the entry that really looped me
was the gigapulses devoted to archaeological excavations,
seismic research and transcriptions of “"ancient” magical theses
from languages I've never heard of.

©® Big deal. So Transys is hoping to score money from
Dunkelzahn's will. No surprise there,
® Bung

© It's more than that. Transys is playing both ends of the spec-
trum—advanced tech and ancient wisdom. Whether they sim-
ply view it as a way to cover all their bets or have other inten-
fions isnt clear.

© Black Isis

© Hmm. This explains why the Atlantean Foundation hired me
to extract a Nubian-identified fellow from a dockside area in
Southwestern Wales.

© Feral



 DRTRHAE

f you're reading this, you've already figured out how to access the Seattle Shadowland

node, so you're familiar with at least one data haven. I've often been surprised by how

many of our regulars are relatively unacquainted with the other data havens out there, or

don’t even know the extent of the Shadowland network they're plugging into. The follow-
ing files are intended to remedy this situation.

The first Is a short primer on data havens, apparently written by a security decker for the high-
er-ups in his corp’s security division. All of the file headers and markers were scratched of course,
so it's not clear which corp authorized the report. In any case, the file provides an interesting per-
spective on data-haven ops from the viewpoint of the opposition a decker’s likely to face.

The second file is an exposé of—you guessed it—Shadowland and the Shadow Maitrix, | came
across the file on the Manchester data haven. The file contains very little data that could threaten
the security of our operations, so | haven’t cut much from it. If you don’t believe me you can always
download the original fromn Manchester. The file contains some inaccuracies—I|'ve corected a few
and clenched my feeth on the rest. As always, don’t believe everything you read.

The rest of the files in this section come from a range of different sources and describe sev-
eral other data havens. Take what you will, discard the rest.
© Captain Chaos

Transmitted: 1 August 2061 at 09:01:27 (EST)

7779&"%ERRORACccess Denied

© Let me try this again, with a word of warning this time. Bash, you can do what you want with
this file in the Nexus, but you mess with it again in our node and you’ll regret it. Understood? The
same goes for the rest of you out there.
© Captain Chaos

Transmitted: 1 August 2061 at 13:13:04 (EST)

Target: Matrix
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©® Cap doesn't level threats lightly. | recommend you heed his
words.
© FastJack

A QUICK PRIMER ON DATA HAVENS
Author unidentified

In the simplest sense of the term, a data haven is a system
dedicated to storing as much information as possible. No
records are maintained regarding the sources of data, which is
typically of a sensitive nature, almost always considered confi-
dential or secret. In most cases, the data has been stolen from
a corporation or private entity, and its availability usually con-
stitutes a financial loss, security risk or operational concern to
the legal owner of said data.

© In ofther words, data havens offer up all the dirty litile secrets
the corps don‘t want ya to know.
© Slamm-0!

Under most international, national and corporate laws, the
information and services provided by data havens are illegal.
Aside from trafficking in stolen and proprietary information, data
havens regularly violate copyright, trademark and distribution
licensing laws, and frequently aid and abet numerous other relat-
ed criminal activities. Despite this, data havens thrive and gen-
erally operate free of legal prosecution; their value as a resource
for organized criminal concerns ensures that they are well pro-
tected, and they possess ample funds to ensure their security.
Additionally, data havens regularly attract powerful benefactors
who provide financial, technical and security assets in exchange
for privileged access to data havens’ information stores.

FINDING A DATA HAVEN

Data havens are universally connected to the Matrix, but
their operators typically employ elaborate precautions to obscure
their presence from corporate and government authorities and
other unwelcome visitors. In the case of many data havens,
access is granted only to those individuals “in the know"—indi-
viduals recognized by reputation among shadowrunners or oth-
erwise immersed in the shadowrunner subculture. However, a
skilled undercover operative can usually gain access to such
havens by employing well-timed charisma and selective bribes.

Data havens commonly relocate their SANs and change
their access codes on a regular or random basis. Other com-
mon concealment measures include trap doors, vanishing
SANSs, virtual hosts and simple concealment. Furthermore,
data havens are usually linked to grids and hosts illegally or
employ cadres of deckers to thoroughly eradicate all system
records. Consequently, determining the physical location of a
data haven via its Matrix presence is virtually impossible.

© [wouldn't say impossible, but it's probably not worth the effort.
© FastJack

Typically, data-haven access nodes are encrypted, requiring
a visitor to present the current access codes. In some cases, such
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nodes do not accept codes—the would-be visitor must possess
adequate decking skills to defeat scramble IC or other precau-
tions before entering the node. The SAN inevitably leads to a
chokepoint host, which may be guarded by a live security deck-
er or agent who will scan each visitor before granting further
access. System security is usually rated at high levels and is bol-
stered by the latest IC programs and experienced deckers.
Attempting to access a data haven without authorization is not
recommended, except under the most dire circumstances; when
making such attempts, deckers should employ the same caution
used when performing operations against rivals’ Matrix systems.

© Heh. Even corp deckers know which side their bread is but-
tered on.
© Grid Reaper

INSIDE A DATA HAVEN

Some data havens are organized by a central theme or
motif that guides the data they accept and catalogue. These
focus areas are usually politically motivated and formed in
response to the needs of specific groups and individuals with
similar interests. Typically, however, most data havens are of
the “packrat” philosophy—meaning they contain data on a
wide variety of subjects. Most havens indiscriminately accept
information, then verify data submissions for accuracy and
potential value before cataloguing and storing them. Typical
criteria include relevancy to current events, potential financial
value and important historical value,

In addition to their data-storage services, data havens fre-
quently offer a variety of services including newsfeeds, pirate
trid broadcasts, mainframe programming time, and sales of ille-
gal utilities. Most havens also offer chat and privacy services,
blind-relay email accounts, message boards, private hosts and
more, without the restrictions imposed by typical MSPs.

Of course, the clientele attracted to data havens is unsa-
vory at best and includes some of the most dangerous Matrix
criminals known to the corporate datasphere. Consequently,
operatives should prepare themselves appropriately before
entering a data haven. Caution should be observed at all times,
as these cyber-criminals commonly keep a wide range of scams
and con games up their virtual sleeves.

© Ah, flattery will get them everywhere,
© Slamm-0!

USING A DATA HAVEN

Each particular data haven operates according to the crim-
inal perspective and radical politics of its system administrators.
By and large, data havens put forth a libertarian philosophy—
“all information should be free” and “equal access for all.” In
practice, most data havens limit public access and offer differ-
ent account privileges to different individuals and groups based
on credibility or trust. It is not uncommon for some havens to
deny access to security agencies and other groups that might
threaten the haven's operations and liberties. Other system
administrators rely solely on a haven’s technical security sys-
tems to restrict access—sort of a digital “natural selection.”






Many data havens charge for information retrieval or oper-
ate on a barter system in which each user’s access and down-
load privileges are based on the amount of “paydata” the user
has uploaded to the haven. In this way, data havens continual-
ly foster information theft and other criminal enterprises.

Data havens tend to be cluttered and disorganized, a
direct result of the volume of information the typical data
haven handles. Consequently, finding worthwhile data can
take considerable time, effort and cost, so most data havens
allow users to employ search programs, frames and agents to
assist with searches. Some data havens even rent out such
programs or allow entrepreneurial deckers to hire themselves
out as data locators.

Some data havens also offer proactive “alert” services that
monitor incoming data and automatically forward messages
and files pertaining to certain keywords or research subjects
specified by the customer. These resources can be quite valu-
able—and dangerous in the wrong hands.

If operatives visit and/or take advantage of a data haven's
services, caution should be exercised. As criminal organiza-
tions with loose morals, data havens will take the opportunity
to steal or extract information from their users. Sensitive files
should never be moved over a data haven, nor should anything
confidential or sensitive be said or transmitted, lest it be inter-
cepted and archived.

© Nothing is sacred.
© Profane Existence

© Aside from the hypocritical moralism, the corp decker has a
point here: data havens are a two-way street. If they post infor-
mation on Joe Runner and Jane Johnson, they sure as taxes will
post any details they get on you. It can be disconcerting to do
a search on yourself, but | recommend doing so periodically—
at least you'll know what your enemies are digging up.

© Brother Data

© |t doesn’t hurt to plant misinformation on yourself and send
the goons chasing their tails.
© ‘Trixster

© And don't for a second think that the corps don’t do that as
well.
© FastJack

© If you schmooze the right people, you can always try to get
any incriminating. personal data removed from a data haven.
1t usually cost you @ bundle but may be worth your life. You
can always remove it yourself (and hope to get the back-ups
t00). but that usually brings nasty side effects to bear on the
frontal lobes.

© Glitch

® I'm not convinced that you shouldn’t leave worthwhile files
on a data haven. Sometimes the sheer amount of data avail-
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able makes it possible for useful data to be obscured or encod-
ed among piles of other unrelated data. Hiding a file in an obvi-
ous place is often the best course,

© Nightfire

Likewise, though our own operatives may be tempted to
employ the resources of a data haven to assist their projects,
information gleaned from such sources should always be con-
sidered suspect until verified. Data havens simply do not have
the manpower or processing power to verify all the information
they take in. As a result, they must rely on the veracity of
thieves and rogues. Not only can information on a haven be
outdated or simply incorrect, it may be intentionally planted
misinformation intended to mislead a researcher into an
assumption or a false course of action.

RECOMMENDATIONS

At this time, the author considers data havens an unfor-
tunate element of the global criminal subculture that is virtual-
ly impossible to stop. Most data havens maintain significant
protective measures that make shutting them down difficult at
best, disastrous at worst. Hostile action against such havens
may result in retaliatory actions with significant financial con-
sequences, and may trigger conflicts with competing agencies
cooperating with the data haven. Finally, even in those past
instances when strikes against data havens have succeeded,
haven operators have quickly restored lost data archives.

Though data havens must be tolerated, corporations can
use data havens to minimize their own losses. By monitoring
data-haven contents, corporate deckers can identify internal
and proprietary corporate information available to shadowrun-
ners, criminal syndicates and competitors, and can identify and
isolate data leaks and inadequate security measures.

© Keep this in mind, kiddies. The next time you dig up some
gaping security hole in a corp facility and move to take advan-
tage of it, you may be surprised to find that the corp has seen
that file foo and more than compensated for it.

© Argent

Data havens can also be used as a source of information on
corporate competitors and potential detractors, enabling a corpo-
ration to take pre-emptive action and compete more effectively.

THE SHADOW MATRIX

By Figure Four

Welcome to my Unauthorized Guide to Shadowland Nodes
and the Nexus. This piece was compiled specifically for all of you
enterprising young deckers out there who are not yet fully in the
know about our primary sources of black-market data.
Information is power, and power creates hierarchy, so I'm reveal-
ing everything | know about the inner workings of these powers
to ensure that they don’t keep it all close to their chest and estab-
lish an information monopoly. The data that courses through the
Shadow Matrix is vital to the survival of the shadowrunning com-
munity worldwide, and | don’t want to see it become a tool
exploited by a few at the expense of the rest of us.



A BRIEF HISTORY

For as long as we've had computer networks, there have
been nodes dedicated to promoting free thought, breaking the
rules and providing havens for radicals and hackers. Despite
extensive government and corporate attempts to shut down
such sites for piracy, subversive activities and a slew of other
charges, they have survived. When the Internet crashed and the
Matrix was born, this trend continued. In fact. many under-
ground sysops were able to take advantage of the new restruc-
turing to establish well-hidden connections and pirate networks.

When the Treaty of Denver signed over the site of the old
LS. Air Force Academy to the Pueblo Corporate Council, the
PCC cleaned it out, locked it up and forgot about it. Shortly
afterward, a well-equipped, well-financed, and extremely
Matrix-savvy group squatted the site and made it a home base
for a major undertaking. Aside from establishing a massive net-
work in the base with unheard-of processing and storage capa-
bilities, this group also revitalized elements of leftover military
network backbones that were simply no longer in use.

LLS. military computer networks had been in place since
before the Internet was established. These networks included
miles upon miles of cable laid for the sole purpose of communi-
cating between military installations—not just in America, but
worldwide. Wherever military bases once stood (or wherever mil-
itary operations were once commanded from) cables had been
laid. In the years following the breakup of the UL.S., the Crash and
rest of the wackiness that's occurred in this century, many of
these networks were disassembled or completely restructured.

Over a twenty-year period, the surviving fragments of these
networks were secretly and extensively reconstructed and tied
together, effectively creating a massive infrastructure that could
conceivably host an entire grid, distinct from the Matrix at large.
In the mid-2030's, this private grid went active, the host for the
data-haven core assembled on the academy grounds. Thus, the
Nexus was born, complete with its own physical private grid.

One of the first nodes appended to this grid was
Shadowland, a renegade Seattle-based site that began as a
pirate bulletin-board system (BBS) in the previous century.
Though Shadowland lacked the technical resources and mas-
sive archives possessed by the Nexus, it was popular with the
black market and information underground. The Nexus offered
Shadowland a deal that was too good to pass by. The Nexus
would allow Shadowland to use its private grid so that
Shadowland could be sustained on autonomous hardwiring.
The Nexus would also act as a backup repository for all data
stored on Shadowland—all Shadowland files would be auto-
matically echoed into the Nexus' datastores. In return,
Shadowland would maintain its own link to the Matrix at large
and act as a “public face” for the Nexus. Those in the know
could access the Nexus through Shadowland, and the Nexus'
wealth of data would be made available to Shadowland's
sysops. A partnership was quickly formed.

© So if this was a military grid brought back to life, does that
mean that Shadowland Seattle is run out of Ft. Lewis?
© Bump

© Could also be linking to the old Trident bases now run by the
Makah. They're close, though it would mean that Shadowland
was technically run out of the Salish-Shidhe.

© Dances-in-the-Matrix

© Given that they've had years to fine-tune their little network,
and they obviously have resources and skilled deckers at their
disposal, who's to say they haven't run a new cable connec-
tion fo a shack in the Redmond Barrens? They could also be
taking advantage of wireless tech, linking the actual
Shadowland mainframes to the Shadow Matrix through
microwave relays or some such.

© Switchback

© Let’s not forget the power of distributed network processing.
A decentralized network of computers scattered throughout
Seattle or even the Pacific Northwest is going to provide
Shadowland's hardware with the best protection.

© Syzygy

Before long, numerous other outlets had been found or
created wherever the Nexus' private grid extended. For
whatever reason, most of these also identified themselves as
“Shadowland,” though particular to their region. In effect,
the Shadowland name became a franchise used by numer-
ous, individually distinctive nodes, each acting as mini data
haven and shadowrunner resource. Like Seattle Shadowland.
each of these also backs up directly into the Nexus and offers
direct access to it.

© Having their own landlines doesn’t mean that Shadowland
nodes are protected. Toronto’s node was cut off one day,
clear out of the blue. It turned out later that a sewage mainte-
nance crew had accidentally cut through the trunk lines. The
sysops didn’t move fast enough to save the link, and the UCAS
ended up ripping several miles of "abandoned and unregis-
tered” fiber out of the ground. Needless to say, Toronto never
came back online.

© Nightfire

© Sure it did, but under a different name and no longer hooked
up to the Shadow Matrix.
© Agit

SHADOWLAND NODES

Shadowland is infamous as a clearing-house for shadow-
market information. Shadowland nodes also offer other ser-
vices as if they were an MSP, from chat rooms to message
boards to anonymous forwarding services.

Shadowland nodes are spread across the world, appearing
in most major North American cities as well as overseas. Off the
tip of my cyberdeck, | have seen Shadowland nodes in the fol-
lowing locales: Seattle, New York, Boston, New Orleans,
Atlanta, FDC, Oakland, LA, Dallas, Halifax, Denver, Quebec City,
Vancouver, Cheyenne, Las Vegas, Havana, Merseyspraw! (UK),
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Frankfurt, Sicily, Kuwait, Okinawa, Honshu, Seoul, Sydney,
Guam and Hawaii. And this list is by no means complete.

Each node is maintained by a different set of operators.
Some of these sysops and admins have distinctive operating
philosophies, and their particular nodes reflect these philoso-
phies. While the infamous Shadowland Seattle has a laissez-
faire access policy, Shadowland FDC prohibits government
agents and police from using the haven (not that the
Shadowland guys can really stop them). Likewise, Shadowland
Oakland bans members and supporters of organizations that
are openly racist toward metahumans and automatically
deletes any uploaded Humanis propaganda.

© So much for free speech. It's good to know that information
subversives will revert to censorship to squash viewpoints they
don’t like. Hypocrites.

© Pontifex

© |t's not censorship, nor is it a free speech issue. Racists are
free to spread their dogma on their own, Oakland’s just refus-
ing to do it for them. Why provide a platform for those who
would take it away if they had their way? Might as well put a
gun fo your own head,

© Race Traitor

Shadowland nodes never connect directly to each other as
a matter of security policy. Each Shadowland does mirror the
contents of other Shadowland sites, however. All important
data, from message boards to server software to uploaded files
is passed to the Nexus, where it is stored and also bounced
back out to each of the other Shadowland nodes.

® In other words, if you post a message in Shadowland Halifax,
it will eventually get copied down to the Denver Nexus, and
then bounced out fo each of the other Shadowlands, where it
will appear in their message boards.

© EyeSpy

©® Not all info is mirrored. If it were, each node would quickly
become bloated with data that is irelevant to its locale and
implode. Both the Nexus and individual Shadowland nodes fil-
ter the contfent of outbound and inbound feeds, picking the
wheat from the chaff,

© Captain Chaos

Base Architecture

Each Shadowland node has two SANs. One connects to the
actual Matrix, the other to the Shadow Matrix. In between these
SANs is a conglomeration of hosts that make up Shadowland
itself. The number and configuration of these hosts differs
depending on the node, but each node features one host that
serves as a chokepoint and architecturally separates the Matrix
side from the Shadow Matrix side. This host is designed to keep
unauthorized users out of the Shadow Matrix but is also rigged
to physically self-destruct in case of an attack, so that the
Shadow Matrix can be physically isolated if necessary.

ea Target: Matrix

© While the author has the basics correct, his description of the
linking host is misleading. My understanding is that the choke-
point is in fact hemmed in by additional chokepoints on each
side. These bookend hosts actually run virtual machines and
serve as buffer zones for data traffic as well as a security screen.
Am | correct, Cap?

© FastJack

© Officially, I'll drop a@ "no comment” to that query. Unofficially,
each node handles the exact specifics differently. Some of us
are more paranoid than others.

© Captain Chaos

®© Even FastJack’s not showing all his cards here. Not only do
you need to break out of the virtual machine to find the link-
ing hosts, in most cases it's also tfrapdoored. The standard set-
fing for the chokepoint SANs is one-way—going in. To get out
the other side, you have to pop a separate one-way triggered
SAN. The Shadowland node | used to frequent had an agent
sitting in a completely different part of the node. You were sup-
posed to show the agent the correct passcodes, passkeys and
icons, and then it would start the sequence to trigger the SAN
out the other side for you while you rushed in there. If the
agent didn’t like what you fed it, you'd pop into the choke-
point and be frapped there. Thankfully, | never had to see the
IC that host packed.

© HoodRat

© Sounds like quite a set-up to keep persona icons out, but that
can’'t be the only route Shadowland nodes use to link to the
Nexus. After all, they dump their archives into the Nexus regu-
larly, and high security measures would preclude the traffic
flow needed to dump archives.

© Red Wraith

© You're quite correct. We have other ways of permitting and
facllitating non-icon data flow. I'll leave that to you fo figure out,
© Captain Chaos

Staff

Each Shadowland node has a full-time staff, anywhere
from three to thirty in number. These individuals perform sys-
tem-administration duties, security shifts, crisis control and
data management and organization. Some node staffs are
small operations with just a few people working overtime to
keep them online. Others are streamlined teams of profession-
als, covering the basics and even engaging in research projects
for the shadow community at large.

© Shadowland workers don’t necessarily have to physically live
in the same locales as their nodes, though they often do—
especially if they're hardware techs.

© Switchback



Shadowland nodes easily pull in enough cred to pay these
drones a living wage, though most of them are dedicated
enough that they'd probably do it for free. Given these convic-
tions, they 're usually not very vulnerable to bribes, though they
routinely perform favors for their contacts and buddies.

® Being a Shadowland drone has other perks as well: you're
first to hear the latest rumors and gossip, you have inside
access to a treasure frove of data, and you meet all sorts of
interesting people. It's hard work, but worth it.

© Juggler

® There are dangers as well. More than one Shadowland work-
er has been exiracted and interrogated by an overzealous
corp hoping to trace a security leak. We've also lost friends to
invading deckers, lethal viruses, fanatical otaku, bombs—you
name it. But it's still worth it.

© Captain Chaos

Though many Shadowlanders will deny it, each group of
Shadowland node administrators is an organization, with posi-
tions of responsibility and rules. These groups certainly don’t
require their people to wear power ties to work, but they do
adhere to certain communications and security protocols. Each
worker is held accountable to the rest, and they may even have
regular meetings. Some node administrators organize them-
selves using collective models, where the burden of work and its
rewards are equally shared. Others adhere to various hierarchi-
cal models, with clear authority figures and channels of control.

© For the record, Shadowland Seattle is a representative
democracy. A select few of us call the shots, but the staff must
elect us to our positions annually. And when major decisions
are questioned, a sufficient vote can overturn them.

® Captain Chaos

A few names associated with Shadowland have special
significance and are described here.

The premier sysop of Shadowland Seattle for more than fif-
teen years now, Captain Chaos is a legend in his own time.
I'm sure it's no surprise that his true identity is a secret as well-
kept as Lofwyr’s undie size. In truth, the Captain has earned his
rep through shrewd planning, exceptional management skills
and a strong independent spirit. He's probably the most well-
informed decker on the planet and has connections to more
big-name runners than Damien Knight.

Because of this, the Captain has become the ad-hoc
spokesman for the entire Shadow Matrix, and most other
Shadowland sysops defer to his leadership.

® The Cap’n ain’t that bright and shiny. He's got his rivals and
enemies. and | mean among his peers, not the corps.
© Turner

© Bash, that slag from the Nexus, can barely say the Captain’s
name without choking. He seems to feel the Captain’s stolen

the spotlight a few too many times, and been a bit too open
about Shadow Matrix security.
© /oot

© This document itself would be a good example of Captain
Chaos’ recklessness.
© Bash

© |'ll admit that my decisions have not always been popular,
but I'll stand by each of them. |'ve always kept the best inter-
ests of Shadowland in mind.

© Captain Chaos

© The real reason Bash is ticked is because he wants the Nexus
to have authority over each Shadowland node. The Captain’s
fought him tooth and nail, and so far has kept the nodes inde-
pendent.
© Insider

© Enough innuendo. Let’s get back to the news, shall we?
© Silvery K

Diabolique is a force behind the scenes. Back in the day,
this chica used to rustle electrons for MCT, but she turned to
the shadows when the cubicle walls started closing in.
Diabolique now acts as Captain Chaos’ right-hand woman and
is in charge of maintaining Shadowland Seattle’s network con-
nections. She's also the one who gets sent out to help hook up
a new Shadowland node or to bail one out if its administrators
run into technical problems.

Inside Shadowland

The interiors of Shadowland nodes tend to be fairly mun-
dane, as time and resources are devoted to data archives
rather than system sculpting. Most hosts are sculpted as high-
tech rooms appealing to the majority of their audience.
Mileage may vary from host to host or node to node.

Compared to most data havens, the info archives on
Shadowland nodes are a monstrous mess. Despite the best
efforts, files are stored haphazardly, with incongruous icons
and misleading file names. Node sysops do occasionally force
their archives into some sort of order and categorization, but
chaos is the norm, not the exception.

Shadowland nodes include several areas for personas to
socialize, similar to the virtual bars that are hosted at many
other nodes. These establishments are all run by the
Shadowland sysops, and while they're full-fledged parts of the
nodes, they're treated as totally separate entities inside of each
node, This means that just because you have access to
Shadowland itself doesn’t mean you have carte blanche to act
however you like in these venues.

© My favorite social gathering spot is Abraxis on Shadowland
Seatftle. Abraxis appears as a multi-level nightclub with a
vaguely industrial theme, though it changes slightly on the
whim of the designers. Each table consists of a big gear con-
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nected to the floor with a single bolt (yes. the table top can be
spun around to raise and lower if), the multiple bars are con-
structed of scaffolding, and the elevator to the second and
third floors is a clunky freight elevator. The only difference
between Abraxis and a real factory is Abraxis doesn’t reek of
sweat, garbage, and waste, like most factories do.

© Exceler 8

® |I'd have to agree. The atmosphere of Abraxis is pretty
relaxed, as deckers mingle with corporate folk who mingle with
street samurai who can barely log onto the ‘Land. It's not real-
ly a place for biz, though the odd deal goes down. It's intena-
ed purely as a gathering place, a place where normally para-
noid and unfriendly shadow-ops types can hang without wor-
rying about packing a gun.

© Hiro

© | prefer the Maze, a host on Shadowland New York. The Maze
is sculpted as a never-ending room of mirrors. Every surface,
including the floor, ceiling and furniture, is reflective. It’s some
stunning iconography, though it can lead to some navigation
problems, like when you hail the smart frame barbot’s reflection
instead of the actual barbot.

The Maze is mostly a hangout for hot deckers, the movers
and the shakers. It's mainly treated as a place to chill out,
though sometimes folks like to show off their new tricks.
© NuDawn

© Sounds like a good place to “reflect” on the future, heh heh.
© Mirror

Features and Services

As mentioned elsewhere, Shadowland nodes offer a range
of services and features that rival the offerings of some MSPs.
In a typical Shadowland node, you can buy a subscription to a
pirate trid channel, access Hacker House, jump into a virtual
game, rent out a private node for a meeting